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I.  INTRODUCTION 

i 
Welcome  to  the  winter  edition  of  the  Law  Enforcement  Newsletter.  In  this  issue, 

we  focus  on  some  very  modern  crimes  -  featuring  a  how-to  on  search  warrants  for 
computer  "crime  scenes"  —  and  we  highlight  brand-new  legal  strategies  for  fighting  age- 
old  problems  like  domestic  violence.  We  also  discuss  the  importance  of  providing 
proper  records  of  police  activity  to  the  media  and  the  public,  as  outlined  in  the  police  log 
law. 

The  main  focus  of  this  issue,  however,  is  on  laws  and  policies  designed 
particularly  to  protect  our  children  -  including  our  unprecedented  new  child-safety 
regulations  for  handguns,  the  latest  rulings  on  the  sex  offender  registry,  and  a  new 
grant  that  will  help  communities  identify  and  counsel  children  who've  witnessed 
violence  in  their  homes. 

Towards  that  same  goal,  my  office  recently  issued  a  report,  in  conjunction  with 
Jay  Winsten  of  the  Harvard  School  of  Public  Health,  on  the  complex  causes  of  violence 
among  young  people  and  what  can  be  done  to  prevent  it,  bringing  together  the 
expertise  of  police,  teachers,  parents,  clergy,  street  workers,  researchers,  and  health 
professionals.  (For  information  on  how  to  order  your  free  copy  of  the  report,  No  Time  to 
Lose,  please  turn  to  Page  24.) 

The  need  to  take  special  steps  to  keep  children  safe  is  obvious.  Less  obvious 
may  be  that  young  people  often  need  certain  kinds  of  protection  and  guidance  straight 
through  adolescence  and  up  to  the  brink  of  adulthood,  especially  when  it  comes  to 
subjects  like  alcohol  and  drugs.  In  these  opening  pages,  I  want  to  highlight  two  threats 
to  our  young  people  that  demand  particular  attention  at  this  time  -  underage  and  binge 
drinking,  and  the  growing  availability  of  heroin. 


II.         UNDERAGE  AND  BINGE  DRINKING 

The  start  of  this  past  school  year  was  accompanied  by  heartbreaking  incidents  in 
which  several  students  at  Massachusetts  colleges  lost  their  lives  because  of  tragic 
misjudgments  about  the  effects  of  alcohol.  Beyond  an  intense  sympathy  for  the 
students  and  their  families,  there  was  a  good  deal  of  discussion  about  how  tragedies 
like  this  could  be  prevented.  But  tempering  the  public  debate  was  a  voice  that  seemed 
to  say,  "These  incidents  are  terrible  and  sad.  But  hard  drinking  will  always  be  part  of 
college  life  -  and  there's  not  much  we  can  do  about  it." 

As  the  State's  chief  law  enforcement  officer,  I  need  to  set  the  record  straight  on 
this  question.  The  truth  is  that  the  majority  of  college  students  are  under  the  legal 
drinking  age  of  21,  and  that  underage  drinking  is  not  just  a  bad  idea  -  it's  against  the 
law. 

That  law  exists  to  prevent  exactly  the  kind  of  tragedies  that  we've  seen  clustered 
together  in  the  last  few  months.  The  fact  that  it  failed  to  prevent  them  is  a  sharp 
reminder  that  when  it  comes  to  widespread,  ingrained  social  problems,  even  the 
toughest  laws  are  almost  never  enough  on  their  own.  If  we  really  want  to  make 
progress  on  this  issue,  we  need  something  more  effective  than  any  law:  we  need  a 
cultural  change,  a  new  popular  consensus  against  underage  drinking  -  and  against 
irresponsible  drinking  at  any  age. 

Like  many  of  you,  I'm  a  "recovering  parent."  I  helped  see  five  teenagers  through 
the  rigors  of  adolescence,  so  I  know  this  is  not  a  simple  problem.  But  cultural  shifts  can 
and  do  happen  -  even  on  subjects  as  "sacred"  as  campus  drinking  habits.  Just  look  at 
the  success  of  Mothers  Against  Drunk  Driving. 

I'm  convinced  we  can  make  headway  against  underage  and  binge  drinking.  But 
it  obviously  won't  be  easy.  It's  going  to  take  collaboration  -  between  law  enforcement, 
university  administration,  the  health  care  professions,  local  government  leaders, 
parents,  alumni,  staff,  neighboring  communities  -  and  especially  students.  And  it's 
going  to  take  a  lot  of  education  -  at  least  some  of  it  peer-to-peer.  We  need  to  educate 
students  about  the  law,  and  about  what  "responsible  drinking"  really  means.  How  drunk 
is  drunk?  How  much  does  it  take  to  get  you  there?  And  how  much  does  it  take  to  get 
you  to  the  emergency  room  -  or  to  the  morgue? 

Perhaps  above  all,  we  need  to  educate  young  people  ~  about  the  full  range  of 
bad  consequences  associated  with  underage  drinking  and  the  abuse  of  alcohol. 
Death-by-alcohol-poisoning  is  the  extreme  -  but  we  know  it's  not  the  only  problem! 
This  is  about  young  people  getting  a  terrible  head  start  on  alcoholism  -  and  being 
tempted  into  using  other  drugs.  It's  about  drunk  driving,  and  crashes  that  kill  not  just 
the  drinker,  but  best  friends  and  bystanders,  too.  It's  about  falls,  and  fights,  and  head- 
first dives  into  empty  swimming  pools.  It's  about  unprotected  sex,  unwanted  sexual 
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advances,  domestic  violence,  and  rape.  And  it's  also  about  lousy  grades,  missed 
classes,  wasted  tuition,  and  squandered  opportunities  to  learn. 

When  alcohol  gets  out  of  control,  all  too  often  it's  law  enforcement  that  has  the 
terrible  job  of  picking  up  the  pieces.  So  we  need  to  do  everything  we  can  -  together  - 
to  help  people  understand  that  underage  drinking  is  not  just  against  the  law  -  it's  also  a 
very,  very  bad  idea. 

III.    HEROIN  -  CHEAP.  PURE.  AND  AVAILABLE 

As  you  probably  know,  a  couple  of  years  ago  the  Colombian  cocaine  cartel 
decided  to  diversify.  They  started  making  heroin  -  and  they  started  pouring  it  into  the 
incredible  distribution  network  they  already  had  in  place.  They  went  from  producing  no 
heroin  at  all  -  to  providing  6.5  metric  tons  every  year.  They  still  only  account  for  two 
percent  of  the  world's  heroin.  But  they're  the  dominant  suppliers  for  Boston  -  and  for 
New  York,  Newark,  and  Philadelphia  as  well. 

Right  now,  our  regional  market  has  some  of  the  cheapest,  purest  heroin 
anywhere  in  the  country  —  including  Miami.  It  can  run  as  low  as  four  dollars  a  bag  in 
some  parts  of  the  state,  and  even  half  that  in  Rhode  Island.  And  it's  generally  about  60 
percent  pure  -  as  opposed  to  30  or  40  percent  in  other  regions. 

In  the  case  of  heroin,  "cheap  and  pure"  is  obviously  a  frightening  combination. 
With  the  price  so  low,  there's  almost  no  economic  barrier  to  starting  a  habit,  even  for 
young  teens.  And  with  purity  so  high,  you  lose  the  psychological  barrier  of  using  a 
needle.  That  means  it's  much  harder  to  detect  someone  with  a  habit,  and  you're  much 
more  likely  to  wind  up  with  an  overdose. 

All  of  those  factors  spell  trouble.  Now,  I'm  not  predicting  that  heroin  is  about  to 
pop  up  in  every  elementary  school,  or  implying  that  it's  the  only  drug  out  there.  But  I 
believe  the  situation  does  demand  our  special  attention  at  this  time.  If  we  learned  one 
thing  from  the  success  of  Lynn  in  the  early  '80s,  it's  that  our  best  chance  to  win  against 
heroin  is  when  a  market  is  still  small.  My  office  has  already  begun  to  put  the  pressure 
on  in  terms  of  busts  and  prosecutions  -  including  one  of  the  largest  heroin  dealers  to 
be  arrested  by  any  law  enforcement  agency  in  recent  memory  -  and  the  DEA  has  also 
made  heroin  a  priority  for  the  region. 

Let  me  emphasize  a  few  key  points  about  fighting  this  new  wave  of  heroin: 

•         One  of  the  defining  aspects  of  the  new  heroin  trade  is  that  the  deals  themselves 
are  hard  to  find.  More  and  more,  they're  happening  on  the  Internet  and  through 
"beeper"  transactions.  Not  every  department  has  the  equipment  or  the 
experience  to  track  down  these  high-tech  dealers  -  but  it's  something  my  office 
can  help  with.  We  have  a  great  deal  of  data  and  expertise,  and  I  hope  you'll 
reach  out  to  us  if  we  can  be  of  assistance. 


We  need  to  make  sure  that  we're  doing  the  right  kind  of  anti-drug  education  in 
the  schools  -  both  the  programs  that  involve  police  officers,  and  those  that  don't. 
Part  of  what  makes  this  a  dangerous  moment  is  that  the  lessons  America 
learned  about  drug  use  in  the  '60s  and  70s  have  started  to  fade.  Heroin  used  to 
be  the  untouchable  drug.  Unfortunately,  today's  teenagers  don't  necessarily  feel 
that  way. 

We  need  to  get  the  message  across  -  and  early.  Because  the  good  news  is  that 
school-based  anti-drug  education  that  starts  young  and  is  repeated  regularly 
throughout  high  school  can  make  a  big  difference  in  delaying  the  start  of  drug 
use.  And  the  later  kids  start  using  any  kind  of  illegal  drug,  the  less  likely  they  are 
to  go  on  to  use  heroin  and  cocaine. 

We  also  need  to  help  educate  teachers,  principals  and  parents,  so  they  know  the 
threat  is  out  there  and  have  some  idea  of  how  to  recognize  the  signs. 

We  need  to  get  the  word  out  to  the  dealers  on  the  street  that  we're  committed  to 
pushing  heroin  out  of  the  Massachusetts  drug  markets.  And  we  need  to  make 
every  effort  to  get  more  people  into  drug  treatment  before  prison.  The  fact  is  that 
users  in  treatment  commit  65  to  80  percent  fewer  crimes  than  before  treatment. 


May  this  New  Year  be  safe  and  joyful  for  you  all. 


Since 


Harshbarger 
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GENERAL  LAWS  UPDATE 

Jennifer  Renna  Ferreira 

Assistant  Attorney  General 

Business  and  Labor  Protection  Bureau 

Michael  Fabbri 

Assistant  District  Attorney 

Middlesex  County 

c.  181  of  the  Acts  of  1997  (enacted  November  26.  1997  and  made  effective 
immediately  by  emergency  preamble): 

Creates  G.L.  c.  272,  §  29C  which  prohibits  the  knowing  purchase  or  possession 
of  pornographic  material  depicting  children  under  the  age  of  eighteen.  The  statute 
defines  specifically  what  depictions  constitute  pornographic  material.  The  potential 
sentence  for  a  first  offense  is  not  more  than  five  years  in  state  prison  or  two  and  one- 
half  years  in  the  house  of  correction  and/or  a  fine  of  $1,000  to  $10,000;  a  second 
offense  carries  a  sentence  of  not  less  than  five  years  in  state  prison  and/or  a  fine  of 
between  $5,000  and  $20,000;  a  third  offense  carries  a  maximum  penalty  of  not  less 
than  ten  years  and/or  a  fee  of  between  $10,000  and  $30,000.  Charges  under  this 
statute  cannot  be  continued  without  a  finding  or  placed  on  file.  Law  enforcement 
officers,  licensed  physicians,  licensed  psychologists,  attorneys,  officers  of  the  court,  and 
employees  of  an  enterprise  working  to  restrict  access  to  pornography  are  exempted 
from  this  statute  when  acting  in  their  professional  capacities. 

c.  197  of  the  Acts  of  1997  (effective  February  24.  1998): 

Amends  G.L.  c.  1 19,  §  51 A  to  include  optometrists  among  those  who  are 
mandated  to  report  child  abuse  and  neglect. 

c.  217  of  the  Acts  of  1997  (effective  March  11.  1998): 

Creates  G.L.  c.  127,  §  133C  giving  family  members  of  deceased  victims  the  right 
to  represent  them  at  parole  hearings  of  the  person  convicted  of  killing  said  victim. 

c.  106  of  the  Acts  of  1997  (effective  December  29.  1997): 

This  statute  creates  the  "State  DNA  Database"  (G.L.  c.  22E).  All  persons 
convicted  of  certain  enumerated  crimes  involving  sex  and/or  violence  will  be  required  to 
give  a  DNA  sample  within  ninety  days  of  being  convicted.  The  Department  of  State 
Police  will  be  responsible  for  the  maintenance  and  analysis  of  the  samples. 
Furthermore,  any  person  incarcerated,  or  on  probation  or  parole,  for  any  of  the 
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enumerated  offenses  on  the  effective  date  of  the  statute  is  required  to  give  a  sample 
within  ninety  days.  There  can  be  no  stay  of  these  requirements  pending  appeal. 
However,  the  statute  does  provide  for  expungement  of  the  sample  in  the  event  that  the 
conviction  is  reversed  or  set  aside.  Failure  to  give  the  sample  within  the  applicable  time 
period  is  punishable  by  a  $1,000  fine  and/or  six  months  in  the  house  of  correction. 

The  "State  DNA  Database"  is  confidential.  The  statute  sets  forth  to  whom  and 
under  what  circumstances  information  regarding  the  sample  can  be  disseminated. 
Improper  disclosure,  as  well  as  unauthorized  receipt,  of  information  from  the  database 
is  punishable  by  a  $1,000  fine  and/or  six  months  in  the  house  of  correction.  Tampering 
with  or  attempting  to  tamper  with  a  sample  with  the  intent  to  interfere  with  the  analysis 
of  said  sample  is  a  felony  punishable  by  no  more  than  $5,000  and/or  not  more  than  five 
years  in  state  prison. 

Also  included  in  this  statute  is  an  addition  to  the  sex  offender  registry  laws  (G.L. 
c.  6,  §  178P)  giving  police  officers  the  power  to  arrest  when  they  have  probable  cause 
to  believe  that  a  sex  offender  has  failed  to  register. 

Finally,  G.L.  c.  22A,  §§  1,  and  6  are  amended  to  allow  families  of  missing 
persons  (whether  adults  or  children)  to  authorize  the  release  of  medical  and  dental 
records  to  the  State  Police  for  purposes  of  identification. 

c.  77  of  the  Acts  of  1997  (effective  by  emergency  preamble  August  15.  1997V 

Chapter  77  of  the  Acts  of  I997  prohibits  courts  from  issuing  orders  in  care  and 
protection  cases,  divorce  actions,  child  support  enforcement  actions,  and  paternity  suits 
which  allow  visitation  rights  to  a  parent  who  murdered  the  other  parent  of  the  child 
affected  by  such  order  unless  the  child  is  old  enough  to  assent  to  such  visitation  and 
does  so  assent.  The  statute  further  states  that  prior  to  a  visitation  order  being  entered 
by  a  court,  no  person  shall  bring  the  child  to  visit  the  parent  in  question  without 
permission  of  the  child's  custodian  or  legal  guardian. 


DOMESTIC  VIOLENCE  UPDATE 

Joseph  F.  Whalen 

Assistant  Attorney  General 

Family  &  Community  Crimes  Bureau 


LAW  ENFORCEMENT  GUIDELINES 

Effective  November  1,  1997,  the  Secretary  of  Public  Safety  has  promulgated 
revised  guidelines  for  police  response  to  domestic  violence  cases.  The  new  guidelines 
incorporate  and  update  the  1991  version,  and  add  important  sections  that  both  reflect 
changes  in  the  law  since  1990,  and  promote  an  enhanced  police  response  in  domestic 
abuse  situations.  Specific  provisions  of  the  guidelines  drafted  in  response  to  recent 
legal  developments  include:  providing  direction  for  the  enforcement  of  out-of-state 
restraining  orders  (sec.  3.3.G);  assisting  in  working  with  a  victim  who  cannot  appear  in 
court  due  to  a  severe  physical  hardship  (sec.  4.1. E);  and  giving  guidance  for  serving 
firearms  surrender  and  suspension  orders  (sec.  4.1.K(6)). 

Additional  provisions  in  the  revised  guidelines  serve  to: 

provide  assistance  to  officers  in  the  assessment  of  probable  cause,  including 

cases  involving  substantive  dating  relationships  (sec.  3.3.E); 

encourage  cooperation  between  jurisdictions  and  the  expedited  seeking  of  a 

warrant  when  a  suspect  has  fled  the  scene  (sec.  3.3.C); 

discourage  arresting  both  parties  to  an  altercation  (dual  arrests)  and  encourage 

officers  to  identify  a  primary  aggressor  (sec.  3.3.D); 

direct  the  taking  of  fingerprints  and  photographs  of  arrestees  (sec.  3.4); 

call  for  the  development  of  a  departmental  policy  for  instances  where  allegations 

are  made  against  law  enforcement  personnel  (sec.  3.7); 

give  guidance  to  officers  for  a  defendant's  return  to  a  residence  to  obtain 

personal  property  (sec.  3.6); 

provide  direction  on  the  service  of  orders,  including  consideration  of  safety 

concerns  for  the  victim  (sec.  3.5);  and, 

set  out  specific  responsibilities  and  duties  for  supervisors  (sec.  4.2). 

RECENT  CASES: 

Notice  Issues 

Where  a  defendant  has  failed  to  appear  for  a  "ten-day"  hearing,  but  has  not 
thereafter  been  served  with  the  extended  restraining  order,  can  he  still  be  prosecuted 
for  violating  that  order?  In  Commonwealth  v.  Delaney.  425  Mass.  587  (1997),  the 
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Supreme  Judicial  Court  answered  that  question  in  the  affirmative.  In  Delaney.  after 
having  been  served  with  a  temporary  restraining  order  and  notified  of  the  date  of  the 
return  hearing,  the  defendant  failed  to  appear  and  the  order  was  extended  without 
modification.  Subsequent  to  the  hearing,  the  defendant  violated  the  order  by  contacting 
the  victim  and  by  forcing  the  victim's  vehicle  off  the  road.  The  defendant  was  arrested 
and  convicted  for  the  violation.  There  was  no  evidence  that  the  defendant  had  been 
served  with  the  extended  restraining  order,  and,  on  appeal,  relying  on  G.L.  c.  209A,  §7, 
the  defendant  argued  that  this  failure  to  serve  effectively  prohibited  the  Commonwealth 
from  prosecuting  him  for  any  violation. 

The  SJC  held  that  the  failure  to  serve  the  defendant  with  the  extended  order  did 
not,  in  and  of  itself,  bar  his  prosecution  for  violating  the  order.  In  response  to  the 
defendant's  statutory  argument,  as  well  as  his  constitutional  argument  that  he  was 
deprived  of  due  process,  the  Court  ruled  that  the  real  issue  in  the  case  was  whether  the 
Commonwealth  could  prove  beyond  a  reasonable  doubt  that  the  defendant  violated 
terms  of  the  order  of  which  he  had  knowledge.  The  Court  recognized  that  service  of 
the  order  is  always  strong  evidence  of  knowledge,  and  that  the  failure  to  serve  is 
relevant  to  the  issue  of  knowledge.  Nevertheless,  the  Court  noted  that  constructive 
notice  of  the  terms  of  the  order  is  provided  by  G.L.  c.  209A,  §4,  which  establishes  that 
the  order  continues  to  be  in  effect  if  the  defendant  fails  to  appear  for  the  return  hearing, 
as  well  as  by  the  terms  of  the  temporary  order  itself  that  similarly  warn  the  defendant. 
The  Court  further  noted  that  there  was  ample  evidence  of  actual  knowledge  of  the 
terms  of  the  order,  as  demonstrated  by  statements  made  by  the  defendant,  both  to  the 
victim,  and  upon  his  arrest,  and  by  his  receipt  of  the  original  temporary  order. 

In  a  separate  analysis,  the  Court  also  responded  to  the  defendant's  assertion 
that  he  could  only  be  convicted  if  the  Commonwealth  proved  not  only  that  he  had 
knowledge  of  the  terms  of  the  order,  but  also  that  the  violation  was  intentional.  The 
Court  held  that  under  the  requirements  set  forth  in  G.L.  c.  209A,  §7,  no  more  evidence 
of  the  defendant's  mental  state  is  required  than  that  the  defendant  knew  of  the  terms  of 
the  order. 

Stalking 

In  Commonwealth  v.  Martinez.  43  Mass.  App.  Ct.  408  (1997),  the  Appeals  Court 
considered  the  question  of  the  sufficiency  of  evidence  for  conviction  under  the 
"following"  prong  of  the  stalking  statute,  G.L.  c.  265,  §43.  The  Appeals  Court  ruled, 
following  the  holding  in  Commonwealth  v.  Kwiatkowski.  418  Mass.  543  (1994),  which 
interpreted  the  "harassing"  prong  of  the  statute,  that  the  crime  of  stalking  based  on 
repeatedly  following  a  victim  requires  more  than  two  incidents  of  "following,"  and 
reversed  the  stalking  conviction  that  was  based  on  only  two  such  incidents.  The 
decision  is  consistent,  not  only  with  the  Kwiatkowski  holding,  but  also  with 
Commonwealth  v.  Wotan.  422  Mass.  740  (1996),  which  applied  the  same  type  of 


analysis  to  prosecutions  for  making  annoying  telephone  calls.  It  should  be  noted, 
though,  that  the  stalking  statute  has  since  been  amended  to  apply  to  any  "pattern  of 
conduct  or  series  of  acts"  that  are  alarming  or  annoying  and  reasonably  distressing  to  a 
victim. 

In  a  separate  analysis  of  an  evidentiary  issue,  the  Appeals  Court  in  Martinez 
addressed  the  question  of  the  admissibility  of  the  defendant's  prior  acts  of  violence 
against  the  victim  and  the  victim's  daughter.  The  Appeals  Court  ruled  this  evidence 
relevant  and  probative  to  both  the  stalking  charge,  as  well  as  to  related  charges  for 
violating  a  c.  209A  restraining  order.  The  Appeals  Court  stated  that  the  Commonwealth 
is  entitled  to  present  to  the  jury,  in  a  stalking  case,  "evidence  of  the  totality  of  the 
defendant's  conduct  toward  the  victim."  The  evidence  was  relevant  to  prove  that  the 
defendant  made  threats  with  the  intent  to  place  the  victim  in  fear,  and,  in  the  context  of 
the  related  c.  209A  prosecution,  to  prove  that  the  victim  had  a  reasonable  fear  of 
imminent  physical  harm  at  the  hands  of  the  defendant. 

Issuance  of  Restraining  Orders 

In  two  recent  cases,  the  Supreme  Judicial  Court  has  affirmed  the  principle  that  in 
order  to  support  the  issuance  of  a  restraining  order  under  G.L.  c.  209A,  §7,  a  victim 
must  prove,  by  a  preponderance  of  the  evidence,  that  he/she  has  been  subjected  to 
abuse,  as  that  term  is  defined  under  G.L.  c.  209A,  §1.  In  Jordan  v.  Clerk  of  the 
Westfield  Division  of  the  District  Court  Department.  425  Mass.  1016  (1997),  the  Court 
held  that  the  evidence  presented  to  the  trial  court  did  not  warrant  a  finding  that  the 
defendant's  words  or  conduct,  made  either  by  himself  or  through  others,  had 
reasonably  placed  the  victim  in  fear  of  imminent  serious  physical  harm.  Similarly,  in 
Larkin  v.  Ayer  Division  of  the  District  Court  Department.  425  Mass.  1020  (1997),  the 
SJC  held  that  evidence  of  a  victim  having  been  sent  notices  of  a  future  lawsuit  and 
court  proceedings  by  the  defendant,  in  spite  of  the  emotional  injury  it  may  have  caused 
the  victim,  did  not  warrant  a  finding  of  having  been  placed  in  fear  of  imminent  serious 
physical  harm,  especially  in  view  of  the  allowance  of  such  conduct  under  the  terms  of 
the  pre-existing  temporary  restraining  order. 

In  Commonwealth  v.  Blessing.  43  Mass.  App.  Ct.  447  (1997),  an  appeal  of  a 
conviction  for  violating  a  protective  order  issued  by  a  judge  of  the  Probate  Court  under 
G.L.  c.  208,  §34B,  the  order  provided  that  the  defendant  was  not  to  enter  the  victim's 
residence,  and  purported  to  be  permanent  in  duration.  The  defendant  claimed  at  trial, 
and  again  on  appeal,  that  the  order  had  been  unlawfully  issued.  The  Appeals  Court 
noted  that  G.L.  c.  208,  §34B  contemplates  the  issuance  of  a  protective  order  during  the 
pendency  of  a  divorce  action,  for  an  initial  period  of  no  more  than  ninety  days,  and  that 
an  additional  hearing  and  findings  by  the  judge  are  required  for  the  order  to  be 
extended  beyond  that  period.  Here,  the  Appeals  Court  noted  that  the  divorce  action 
was  no  longer  pending  when  the  order  was  issued.  The  Appeals  Court  found,  however, 
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that  even  If  the  order  had  been  effective  when  signed,  there  was  no  evidence  of  such  a 
second  hearing,  and  held  the  order  to  be  invalid  as  of  the  date  of  its  alleged  violation. 
The  fact  that  the  order  purported  to  be  permanent  did  not  alter  its  conclusion.  Based  on 
the  terms  of  the  statute,  the  Appeals  Court  determined  that  the  original  order  would 
have  expired  long  before  the  date  of  the  alleged  violation. 

Violations  of  Restraining  Orders 

G.L.  c.  209A,  §  6(7)  mandates  the  warrantless  arrest  of  any  person  an  officer 
has  probable  cause  to  believe  has  violated  the  vacate,  restraining,  no  contact,  or 
firearms  provisions  of  a  restraining  order.  Where,  for  some  reason,  such  an  arrest  is 
not  made,  the  Appeals  Court  has  recently  held  that,  pursuant  to  the  provisions  of  G.L. 
c.  218,  §  35A,  in  the  absence  of  evidence  of  an  imminent  threat  of  bodily  injury  or  the 
commission  of  a  crime  or  flight  from  the  Commonwealth,  the  defendant  charged  with 
such  a  violation  is  entitled  to  a  hearing  prior  to  the  issuance  of  the  complaint.  In 
Commonwealth  v.  Tripolone.  44  Mass.  App.  Ct.  23  (1997),  the  defendant  was  charged 
with  violating  a  restraining  order  by  making  a  telephone  call  to  the  victim,  but  was  not 
arrested.  An  application  for  a  complaint  for  violation  of  a  restraining  order  was  filed 
against  the  defendant,  and  a  summons  was  issued  for  his  appearance  in  court.    Under 
G.L.  c.  218,  §  35A,  where  a  defendant  is  not  under  arrest  for  the  offense,  a  hearing  is 
required  prior  to  issuance  of  a  misdemeanor  complaint  unless  there  is  an  imminent 
threat  of  bodily  injury,  or  of  the  commission  of  a  crime,  or  of  flight  from  the 
Commonwealth  by  such  person.  In  Tripolone.  the  hearing  was  not  held  because  the 
District  Court  First  Justice  had  issued  a  directive  providing  that  an  allegation  of  the 
violation  of  a  restraining  order  is  sufficient  grounds  to  consider  the  situation  an  imminent 
threat  of  bodily  injury.  The  Appeals  Court,  however,  held  that  the  directive,  insofar  as  it 
required  that  such  a  complaint  issue  without  a  hearing,  conflicted  directly  with  the 
statutory  requirement  that  a  hearing  be  dispensed  with  only  upon  a  showing  that  one  of 
the  statutory  exceptions  is  available.  The  Appeals  Court  consequently  affirmed  the 
District  Court's  dismissal  of  the  complaint  without  prejudice  (that  is,  a  new  complaint 
could  be  filed  and  the  Commonwealth  could  "start  the  proceedings  'anew'"). 

Insofar  as  G.L.  c.  209A,  §  6  mandates  the  warrantless  arrest  of  a  defendant 
upon  probable  cause  that  a  restraining  order  has  been  violated,  the  Appeals  Court 
decision  in  Tripolone  should  not  have  a  significant  impact  on  police  practice.  In  those 
instances,  however,  where  a  police  officer  has  probable  cause  to  arrest,  but  needs  to 
apply  to  the  District  Court  for  an  arrest  warrant,  e.g.,  where  the  offender  has  fled  the 
scene  and  cannot  be  located,  the  officer  should  be  prepared  to  provide  the  magistrate 
with  evidence  of  an  imminent  threat  of  bodily  injury,  or  that  one  of  the  other  two 
statutory  exceptions  applies,  to  justify  the  issuance  of  the  complaint  and  warrant  without 
a  hearing.  Evidence  to  show  an  imminent  threat  of  bodily  injury  may  include  the  nature 
and  circumstances  of  the  restraining  order  violation,  particularly  in  the  context  of  the 
abuse  which  gave  rise  to  the  issuance  of  the  order,  and  the  defendant's  history  of 


abuse,  if  any.  A  review  of  the  restraining  order  complaint  and  affidavit,  as  well  as  any 
relevant  police  reports,  may  be  helpful  in  this  regard.  Additional  evidence  may  include 
the  defendant's  criminal  record  and  the  defendant's  civil  restraining  order  record,  both 
of  which  the  statute  requires  the  court  to  consider  in  this  respect. 
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Computer-related  search  warrants  are  considerably  more  complicated  than 
"traditional"  search  warrants.  First,  computer  technology  has  created  issues  that  courts 
in  many  jurisdictions,  including  Massachusetts,  have  yet  to  address.  Second,  Congress 
has  enacted  new  legislation  which  places  additional  requirements  on  law  enforcement. 
Because  the  law  in  this  area  is  developing  rapidly  to  keep  pace  with  new  technology, 
this  article  is  designed  to  provide  an  outline  of  judicial  trends,  pitfalls  to  avoid  and  an 
educated  guess  on  how  courts  may  deal  with  issues  yet  to  be  addressed. 

A  computer  search  can  generally  be  analogized  to  a  traditional  search  warrant 
scenario.  For  example,  the  same  legal  standards  of  probable  cause  and  particularity 
which  apply  to  traditional  warrants  apply  to  computer-related  warrants.  In  determining 
how  to  meet  these  requirements  for  a  computer-related  search  warrant,  it  is  best  to  ask 
yourself  what  role  the  computer  plays  in  your  investigation.  Is  the  computer  itself 
evidence,  is  the  computer  an  instrumentality  of  the  crime,  or  is  the  computer  merely  a 
container  or  file  cabinet? 

In  most  instances,  the  computer  is  simply  a  "file  cabinet"  which  contains  the 
evidence  (documents,  photographs  etc..)  sought  in  the  warrant.  It  is  helpful,  therefore, 
to  analogize  your  situation  to  a  search  for  documents.  Consequently,  if  you  have  a 
search  warrant  to  search  a  premises  for  documents,  like  any  closed  container,  you 
need  not  specifically  obtain  authorization  to  search  a  computer  contained  therein.  Out 
of  an  abundance  of  caution,  however,  you  may  want  to  state  that  the  documents  you 
are  seeking  may  be  in  the  form  of  electronically  stored  data  or  on  floppy  disks.  This  is 
in  stark  contrast  to  the  computer  as  an  instrumentality  of  the  crime  (for  example 
computer  intrusion  or  desk  top  forgery).  In  these  latter  circumstances,  the  computer 
and  related  equipment  must  be  specifically  listed  as  items  to  be  seized  and  each  item's 
relevance  to  the  crime  alleged  must  be  established  in  the  affidavit. 

Whether  the  computer  is  a  container  versus  an  instrumentality  is  also 
determinative  of  whether  you  search  it  on  site  or  remove  the  computer  and  related 
equipment  to  be  searched  later.  If  the  computer  is  an  instrumentality  and  you  have 
specific  authority  in  the  warrant  to  seize  it,  an  on  site  search  need  not  occur.  It  may  be 
seized  and  similar  to  any  piece  of  physical  evidence,  tested  later  and  held  for  trial. 

If  the  computer  is  merely  a  container  of  documents,  the  issue  becomes 
considerably  more  complicated.  If  at  all  possible,  you  should  conduct  an  on  site 
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search.  Again  using  a  traditional  analogy,  in  most  instances  it  would  be  inappropriate 
for  officers  executing  a  warrant  to  seize  an  entire  file  cabinet  on  the  speculation  that  it 
may  contain  documents  enumerated  in  the  warrant,  with  the  intent  to  search  it  later.  It 
is  reasonably  certain  that  computers  will  be  viewed  similarly.  Once  some  of  the 
documents  specified  in  the  warrant  are  located  on  the  hard  drive  of  the  computer, 
however,  seizing  the  entire  computer  and  finishing  the  examination  later  will  likely  be 
deemed  reasonable.1 

While  the  clear  and  overwhelming  preference  is  to  conduct  an  examination  on 
the  premises  of  the  search,  an  off  site  examination  may  be  permissible  in  limited 
circumstances.  The  best  justification  to  remove  equipment  is  that  the  officers  are  not 
really  seizing  the  computers  but  rather  are  removing  them  in  order  to  perform  the 
search  authorized  by  the  warrant.  Although  this  issue  has  not  been  widely  addressed, 
there  are  some  federal  decisions  in  which  courts,  interpreting  the  fourth  amendment, 
have  found  that  it  is  permissible  for  law  enforcement  officers  to  remove  property  and 
search  it  elsewhere  when  it  is  completely  impractical  to  do  otherwise.2 

When  it  is  contemplated  that  an  off  site  search  will  be  required,  there  are  a 
number  of  considerations  to  keep  in  mind.  First,  you  should  explain  in  your  affidavit 
why  an  on  site  search  is  not  feasible  and  receive  judicial  approval  in  the  warrant  for 
removal  and  subsequent  search  of  the  items.  Remember  to  include  a  list  of  all  the 
items  that  you  will  need  to  conduct  the  off  site  search  such  as  printers  or  user  manuals.3 


1  This  position  is  based  on  the  fact  that  courts  have  consistently  held  that 
investigators  may  seize  evidence  unrelated  to  the  warrant  where  that  evidence  is  part 
of  a  single  unit  such  as  books  or  ledgers.  In  addition,  the  computer  itself,  particularly 
the  hard  drive,  is  the  "best  evidence"  and  law  enforcement  should  not  be  put  in  a 
position  to  risk  legal  challenges  later  by  merely  taking  a  copy.  Of  course,  the  success 
of  this  position  is  going  to  turn  on  whether  law  enforcement  was  reasonable.  If,  for 
example,  the  police  seize  a  large  network  or  a  main  frame  computer  because  they 
discovered  a  minimal  amount  of  marginally  relevant  files,  a  court  may  take  issue  with 
their  actions. 

2  United  States  v.  Santarelli,  778  F.2d  609,  615-616  (1 1th  Cir.  1985);  United 
States  v.  Hughes,  823  F.  Supp.  593,  604  (N.D.  Ind.  1993);  but  see  United  States  v. 
Tamura,  694  F.2d  591,  595  (9th  Cir.  1982). 

3  If  you  proceed  in  this  manner  you  will  have  to  particularly  describe  all  of  the 
items  you  anticipate  removing  and  why  you  expect  each  item  may  contain  evidence  or 
is  necessary  to  conduct  the  examination.  This  is  where  the  expertise  of  your  affiant 
becomes  critical.  The  affiant  will  need  to  define  and  explain  computer  terminology  and 
usage.  If  your  affiant  does  not  have  the  requisite  expertise,  he  or  she  will  need  to 
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The  best  way  to  present  your  request  is  by  explaining  to  the  issuing  magistrate  that  the 
off  site  search  will  be  less  intrusive  than  remaining  on  site  for  hours  or  days  to  conduct 
the  search.  Both  the  issuing  magistrate  and  any  subsequent  reviewing  court  are  more 
likely  to  condone  law  enforcement's  actions  when  presented  in  terms  of  law 
enforcement  striving  to  be  more  reasonable  and  less  intrusive  than  perhaps  they  had  a 
right  to  be.  In  addition,  once  the  items  are  removed,  you  should  search  them  and 
promptly  return  any  items  not  encompassed  in  the  warrant.  Keep  in  mind  your  position; 
even  though  you  have  removed  the  equipment,  you  are  still  in  the  process  of  executing 
the  warrant.  Thus  all  rules  governing  the  proper  execution  of  search  warrants  continue 
to  apply  even  while  off  site.4  Should  your  off  site  search  exceed  the  time  allowed  for 
making  the  return  you  should  file  an  initial  return  which  lists  all  of  the  items  that  you 
have  removed  under  a  "removed  items"  heading  and  then  file  an  amended  return  listing 
all  items  actually  seized.  This  list  would  not  include  any  items  searched  and 
subsequently  returned. 

There  are  two  federal  laws  which  you  should  be  mindful  of  before  applying  for  a 
computer-related  search  warrant:  an  amendment  to  Title  III  of  the  Omnibus  Crime 
Control  and  Safe  Streets  Act,  known  as  the  Electronic  Communications  Privacy  Act 
(ECPA)  and  the  Privacy  Protection  Act  (PPA).  Both  statutes  are  relatively  complicated 
and  many  of  their  respective  sections  are  unclear  or  have  yet  to  be  addressed  by  the 
courts  and,  to  some  extent,  conflict  with  one  another.  Although  it  is  exceedingly 
important  that  you  be  aware  of  both  statutes,  the  vast  majority  of  your  investigations  will 
probably  not  invoke  either  statute. 

Title  III  of  the  Omnibus  Crime  Control  and  Safe  Streets  Act,  more  commonly 
known  as  the  federal  wiretap  statute,  was  enacted  to  regulate  the  interception  of  oral 
and  wire  communications.  Congress  amended  Title  III  by  enacting  the  Electronic 
Communications  Privacy  Act  (ECPA)  which  pertains  to  modern  forms  of  communication 


consult  with  an  expert  and  include  that  individual's  expertise  and  ultimate  opinions  in 
the  affidavit. 

4  This  is  particularly  significant  with  regard  to  civilian  experts.  The  Supreme 
Judicial  Court  recently  held  that  in  the  execution  of  search  warrants,  use  of  civilian 
experts  is  improper  except  in  very  limited  circumstances.  To  properly  utilize  a  civilian 
during  the  execution  of  a  search  warrant,  the  affiant  must  demonstrate  in  his  or  her 
affidavit  that  the  expert  possesses  some  specialized  knowledge,  not  possessed  by  law 
enforcement,  that  is  critical  to  the  proper,  lawful  execution  of  the  warrant.  If  you  are 
considering  having  a  civilian  expert  present  during  the  execution  of  a  warrant,  whether 
on  site  or  off,  you  should  review  Commonwealth  v.  Sbordone,  424  Mass.  802,  678  N.E. 
2d  1184  (1997),  which  clearly  spells  out  the  various  requirements  and  restrictions. 

10 


such  as  electronic  communications.5  The  following  is  a  thumbnail  sketch  of  what  law 
enforcement  should  know  about  the  ECPA.  First,  police  officers  must  obtain  a  special 
court  order  before  intercepting  electronic  communications  in  transit.  The  application  for 
such  an  order  is  far  more  involved  than  a  traditional  search  warrant.  Second,  although 
the  ECPA  does  not  generally  apply  to  "delivered"  messages  (i.e.  messages  delivered  to 
the  target's  computer  now  stored  on  his  or  her  hard  drive),  it  does  apply  to 
transmissions  stored  by  an  electronic  communication  service  for  eventual  transmission 
to  the  intended  recipient,  i.e.  an  electronic  post  office.6  That  type  of  message  may  be 
obtained  by  law  enforcement  by  way  of  a  warrant,  subpoena  or  other  court  order.7 
Third,  under  the  ECPA,  law  enforcement  officials  need  to  obtain  a  court  order  to  install 
a  pen  register  or  trap  and  trace.  Keep  in  mind,  however,  that  under  Massachusetts  law 
you  will  need  a  state  wiretap  warrant8  to  employ  a  pen  register  or  trap  and  trace  on 
telephone  lines  being  used  to  send  electronic  messages.  Finally,  the  ECPA  prohibits 
companies  from  disclosing  long  distance  telephone  records  without  a  search  warrant, 
subpoena  or  other  court  order. 

The  PPA  was  enacted  to  protect  "the  media."  The  PPA  restricts  law 
enforcement's  ability  to  use  a  search  warrant  to  seize  materials  belonging  to  persons 
who  intend  to  disseminate  information  to  the  public.  This  may  be  more  relevant  to  your 
investigations  than  may  be  apparent  at  first  glance.  Beyond  applying  to  traditional 
forms  of  media  such  as  newspapers,  this  statute  may  also  apply  to  electronic  bulletin 
board  operators,  individuals  publishing  a  small  newsletter  or  even  an  author  writing  a 
book.  The  PPA  has  both  criminal  and  civil  penalties  and  violating  it  can  be  costly.9 


5  The  definition  of  electronic  communications  is  broad  and  includes  fax 
transmissions,  E-mail,  data  transferred  between  computers  and  most  communications 
received  on  paging  devices. 

6  It  should  be  noted  that  the  term  electronic  communication  service  is  also 
broadly  defined  and  can  include  any  service  which  provides  the  ability  to  send  or 
receive  wire  or  electronic  communications. 

7  The  type  of  warrant  you  need  and/or  the  amount  of  protection  afforded  to  the 
messages  depends  on  the  age  of  the  message.  This  part  of  the  ECPA  is  very  complex 
but  the  general  rule  of  thumb  is  that  the  older  the  message  the  less  protection  it  is 
afforded.  See  Section  2703  of  the  ECPA. 

8  See  G.L  c.  272,  §99. 

9  See  Steve  Jackson  Games  v.  United  Secret  Service,  816  F.Supp.  432  (W.D. 
Tex.  1993),  affd,  36  F.3d  457  (5th  Cir.  1994)  (secret  service  ordered  to  pay  more  than 
$300,000  in  fines  and  costs  for  seizing  the  companies'  computers  while  investigating  an 
employee);  but  see  Davis  v.  Gracey,  111  F.3d  1472  (10th  Cir.  1997)  (court  appeared  to 
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The  PPA  regulates  the  searches  and/or  seizures  of  arguably  all  materials 
created  by  a  person  who  intends  to  communicate  those  matters  to  the  public.  Officers 
seeking  to  obtain  such  materials  must  serve  the  target  with  a  subpoena  which  the 
target  then  has  the  opportunity  to  challenge  prior  to  compliance.  There  are  a  number  of 
exceptions  to  the  PPA's  general  prohibitions  and  your  ability  to  draft  an  affidavit  so  that 
it  falls  within  one  of  them  is  crucial.  Congress  specifically  excluded  "contraband  or  the 
fruits  of  a  crime  or  things  otherwise  criminally  possessed,  or  property  designed  or 
intended  for  use,  or  which  is  or  has  been  used,  as  the  means  of  committing  a  criminal 
offense."  In  addition,  if  you  can  establish  that  the  service  of  a  subpoena  is  likely  to 
result  in  the  destruction  of  evidence,  a  search  warrant  will  generally  be  authorized. 
Likewise,  if  you  can  establish  that  lives  are  at  risk,  apply  for  a  search  warrant.  If  you 
intend  to  proceed  by  way  of  a  search  warrant  under  the  theory  that  your  case  falls 
within  one  of  these  exceptions,  you  should  spell  that  out  in  your  search  warrant 
affidavit.  If  you  are  not  sure  whether  your  target  has  materials  on  a  computer  that  he  or 
she  intends  to  disseminate  to  the  public  or  upon  initial  examination  you  unexpectedly 
find  such  materials,  do  not  examine  the  computer  further.  Rather,  immediately  file  a 
motion  with  the  court  and  give  the  target  a  chance  to  respond.  This  will  essentially 
provide  the  target  with  the  same  protections  established  by  the  PPA  as  if  you  had 
initially  proceeded  by  way  of  subpoena. 

In  summary,  because  computer-related  search  warrants  present  a  new  and 
evolving  area  of  the  law,  obtaining  and  executing  such  warrants  provides  a  myriad  of 
challenges  to  law  enforcement.  Existing  legal  principles,  both  statutory  and  common 
law,  can,  however,  guide  you  through  the  process.  In  addition  to  investigating  and 
prosecuting  high  technology  crime,  one  of  the  primary  missions  of  the  Attorney 
General's  High  Technology  Crime  Unit  is  to  provide  assistance  to  the  law  enforcement 
community  in  the  complex  area  of  computer  forensics,  that  is  seizing  computers  and 
successfully  retrieving  the  information  contained  within.  For  more  information  or 
assistance,  please  call  (617)727-2200,  ext.  2545. 
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RECENT  SJC  DECISION  MEANS 
CHANGES  IN  SEX  OFFENDER  REGISTRATION  ACT 

Peter  Sacks 
Deputy  Bureau  Chief 
Government  Bureau 

The  Office  of  the  Attorney  General  has  received  numerous  questions  about 
continued  enforcement  of  the  Sex  Offender  Registration  and  Community  Notification 
Act,  G.L  c.  6,  §§  178C-178P,  in  light  of  the  recent  Supreme  Judicial  Court  decision  in 
John  Doe  v.  Attorney  General.  426  Mass.  136  (1997)  finding  a  portion  of  the  Act 
unconstitutional  as  applied  to  the  plaintiff  in  that  case.  The  decision  has  significant 
implications  for  implementation  of  the  Act  by  state  officials  and  local  law  enforcement 
personnel.  Some  of  these  implications,  however,  will  not  be  fully  clarified  until  after 
further  court  decisions.  The  Attorney  General,  the  Executive  Office  of  Public  Safety, 
and  the  Sex  Offender  Registry  Board  have  agreed  on  an  approach  to  continued 
enforcement  of  the  Act.  This  article  describes  that  approach,  but  be  aware  that  the 
approach  may  change  when  further  definitive  court  decisions  are  issued. 

NO  DISSEMINATION  OF  INFORMATION  ABOUT  OFFENDERS  CONVICTED 
SOLELY  OF  INDECENT  A&B  ON  AN  ADULT  OR  OPEN  AND  GROSS  LEWDNESS 

In  Doe,  the  SJC  decided  that  the  obligation  that  sex  offenders  register,  coupled 
with  the  dissemination  of  information  about  offenders  by  local  police  and  the  Criminal 
History  Systems  Board  under  the  "citizen  inquiry"  provisions  of  G.L.  c.  6,  §§  1781  and 
178J,  deprived  offenders  of  a  liberty  interest  under  the  state  constitution,  triggering 
procedural  due  process  protections.  On  the  key  issue  of  what  process  was  due,  the 
SJC  stated  that  the  mere  fact  of  the  offender's  conviction  for  indecent  assault  and 
battery  was  insufficient  to  subject  him  to  the  Act,  because  there  was  nothing  inherent  in 
that  offense  indicating  that  a  person  convicted  of  the  offense  (and  here  it  was 
committed  against  a  male  undercover  state  trooper  in  a  "sting"  operation)  posed  a 
danger  to  children  or  other  vulnerable  populations  the  Act  was  meant  to  protect. 
Therefore,  the  SJC  held  that  the  offender  convicted  of  indecent  assault  and  battery 
could  not  be  subject  to  these  provisions  without  an  opportunity  for  an  individualized 
hearing  on  whether  he  posed  such  a  danger.  Although  the  SJC  did  not  reach  the  issue, 
the  same  logic  clearly  applies  to  an  offender  convicted  of  open  and  gross  lewdness. 
The  victim  of  such  an  offense  is  not  necessarily  a  child  or  other  vulnerable  person,  and 
so,  under  the  SJC's  logic,  there  is  nothing  inherent  in  that  offense  indicating  that  the 
offender  poses  a  danger  to  such  persons. 

Based  on  this  holding,  and  pending  development  of  a  workable  hearing  process, 
the  Sex  Offender  Registry  Board  will  no  longer  disseminate  information  about  persons 
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whose  only  convictions  of  sex  offenses  are  for  indecent  assault  and  battery  on  an  adult 
and/or  open  and  gross  lewdness.  Also,  pending  development  of  a  hearing  process, 
such  offenders  should  not  be  arrested  or  prosecuted  for  failure  to  register  or  re-register 
as  sex  offenders. 

CONTINUED  DISSEMINATION  FOR  OTHER  OFFENDERS 

For  persons  convicted  of  other  sex  offenses  covered  by  the  Act,  however,  the 
Board  will  continue  disseminating  information  under  G.L.  c.  6,  §  1781,  and  has  advised 
that  local  police  continue  to  do  so  under  section  178J.  Also,  the  Board  believes  that 
prosecutions  of  such  offenders  for  failure  to  register  are  still  warranted.  This  is  because 
the  SJC,  although  ruling  that  there  was  "nothing  inherent  in  the  crime  of  indecent 
assault  and  battery"  that  warranted  including  all  such  offenders  in  the  registry,  did  not 
foreclose  the  argument  that  other  sex  offenses  by  their  nature  are  sufficiently  serious, 
and  demonstrate  a  sufficient  threat  to  children  or  other  vulnerable  persons,  that 
conviction  of  such  offenses  may  warrant  subjecting  an  offender  to  the  Act  without  an 
individualized  hearing.  As  Justice  Fried  said  in  his  concurring  opinion,  "There  may  be 
offenses  (e.g.,  rape  of  a  child)  such  that  a  general  legislative  category,  without  further 
particularization  to  the  individual  case,  will  be  sufficient  to  make  out  the  requisite 
justification"  to  subject  an  offender  to  the  Act. 

The  Attorney  General  agrees  that,  as  a  matter  of  public  safety,  it  makes  sense  to 
continue  applying  the  Act  to  persons  convicted  of  offenses  other  than  indecent  assault 
and  battery  on  an  adult  or  open  and  gross  lewdness.  Our  office  is  already  defending 
this  approach  in  civil  suits  against  the  Board  and  other  state  officials,  and  we  are 
prepared  to  provide  legal  memoranda  to  assist  District  Attorneys  pursuing  prosecutions 
of  such  persons  for  failure  to  register.  We  are  also  willing  to  provide  similar  assistance 
in  the  event  of  suits  seeking  to  enjoin  local  law  enforcement  officials  from  enforcing  the 
Act.  Such  suits  usually  involve  state  officials  as  well,  and  the  Attorney  General  is 
therefore  primarily  responsible  for  defending  such  suits  and  has  worked  well  with 
counsel  representing  local  police  departments.  The  decisions  in  such  cases,  even  if 
adverse  to  continued  enforcement  of  the  Act,  will  be  valuable  to  the  Legislature  in 
determining  how  to  revise  the  Act,  particularly  on  the  critical  question  of  whether  any 
offenders  may  be  subjected  to  the  Act  on  a  categorical  basis.  The  Attorney  General  is 
also  actively  discussing  with  legislators  what  amendments  are  needed  to  the  Act. 

The  Doe  due  process  decision  does  not  directly  affect  the  process  of  "community 
notification"  for  offenders  classified  as  Level  2  (moderate  risk)  or  Level  3  (high  risk)  by 
the  Board.  This  is  because  the  Board  does  not  notify  local  police  to  begin  community 
notification  about  a  Level  2  or  Level  3  offender  until  that  offender  has  either  had  a 
hearing  on  his  classification  or  has  bypassed  his  opportunity  to  request  one.  Therefore, 
police  departments  may  continue  to  provide  community  notification  as  to  any  offender 
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whose  classification  as  a  Level  2  or  3  offender  has  been  communicated  by  the  Board  to 
local  police. 

The  Attorney  General  and  the  Board  are  ready  to  assist  law  enforcement  in  any 
way  possible  in  continuing  to  enforce  the  Act  in  this  manner.  Legal  questions  may  be 
directed  to  Peter  Sacks,  Deputy  Chief  of  the  Attorney  General's  Government  Bureau,  at 
(617)727-2200,  ext.  2064,  or  the  Sex  Offender  Registry  Board's  Deputy  Director  and 
General  Counsel,  Ann  Dawley,  at  (617)660-4741.  Day-to-day  operational  questions 
are  best  directed  to  Ann  Dawley.  The  Attorney  General  and  the  Board  will  keep  law 
enforcement  officials  advised  of  further  legal  and  operational  developments  as  they 
occur. 
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HANDGUN  REGULATIONS  TO  BE  IMPLEMENTED 

George  K.  Weber 

Chief 

Consumer  Protection/Antitrust  Division 

Public  Protection  Bureau 

Efforts  to  fight  handgun  violence  must  begin  and  end  with  vigorous  criminal 
prosecution  and  stiff  sentencing.  But  tough-minded  and  unrelenting  prosecution  is  not 
enough  by  itself.  Accordingly,  Attorney  General  Harshbarger  has  attempted  to  use 
every  power  available  to  him  to  stem  the  tide  of  handgun  violence.  This  includes  a  first- 
in-the-nation  use  of  consumer  protection  powers  to  help  make  handguns  safer. 

.  In  October  of  1997,  the  Attorney  General  promulgated  handgun  sale  regulations 
which  will  be  phased  in  throughout  this  year.  The  regulations  essentially  focus  on 
treating  handguns  like  other  consumer  products,  and  require  basic  disclosures,  fair 
sales  practices,  and  minimum  quality  and  safety  standards  for  handguns  sold  in  the 
Commonwealth.  Specifically,  the  regulations: 

*  require  use  limitation  devices,  such  as  trigger  locks; 

*  require  childproofing  for  handguns; 

impose  minimum  quality  standards,  including  a  drop  test  to  ensure  against 
accidental  discharge  and  a  performance  test  on  certain  types  of 
handguns; 

*  require  obliteration  resistant  serial  numbers;  and 

require  sellers  to  provide  disclosure/safety  warnings  to  customers,  and  to 
demonstrate  safe  use  procedures  to  any  retail  customers. 

The  regulations  were  the  result  of  a  lengthy  hearing  and  planning  process, 
during  which  information  and  comment  was  taken  from  law  enforcement  officials,  the 
gun  industry,  health  care  professionals,  scientists,  and  representatives  of  consumers 
injured  by  accidental  gun  injuries.  The  regulations  received  a  Special  Commendation 
from  the  American  Bar  Association's  Government  and  Public  Sector  Lawyers  Division 
and  have  been  endorsed  in  editorials  by  the  Washington  Post,  the  Christian  Science 
Monitor,  the  Boston  Herald  and  the  Boston  Globe. 

For  more  information  on  the  regulations,  please  contact  George  K.  Weber,  Chief, 
Consumer  Protection  and  Antitrust  Division,  at  (617)  727-2200,  ext.  2664. 
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RESPONDING  TO  THE  SILENT  VICTIMS  OF  DOMESTIC  VIOLENCE: 
THE  CHILD  WITNESS  TO  DOMESTIC  VIOLENCE  PROJECT 

Janine  P.  Gannon,  MSW 

Project  Coordinator 

Family  and  Community  Crimes  Bureau 


How  often  have  you  gone  to  a  domestic  violence  scene  and  found  children 
crying  in  the  bedroom?  Read  a  police  report  at  arraignment  that  said  the  assault 
happened  while  the  victim  was  holding  an  infant?  Spoken  with  a  victim  of  domestic 
violence  in  court,  with  her  children  by  her  side,  listening  to  every  word  that  you  say? 
Heard  "The  children  were  sleeping"  or  'They  didn't  hear  us  because  they  were  in  the 
other  room?" 

Given  the  prevalence  and  dynamics  of  domestic  violence,  the  tragic  answers  to 
these  questions  are  most  likely  "every  day."  Yet,  with  the  tremendous  demands  and 
responsibilities  of  handling  these  cases,  both  on  the  scene  and  in  court,  it  is  frequently 
easy  to  overlook  these  silent  victims  of  domestic  violence. 

CHILDREN  WHO  WITNESS  DOMESTIC  VIOLENCE 

Research  confirms  what  you  see  in  your  daily  work-that  the  number  of  children 
who  live  in  violent  homes  is  tremendous,  that  the  violence  they  witness  is  severe  and 
frequent,  and  that  the  impact  upon  them  can  be  devastating. 

The  vast  majority  of  the  victims  of  domestic  violence  are  women,  many  of  whom 
are  mothers.  The  Massachusetts  Office  of  the  Commissioner  of  Probation  estimated 
that  in  1994,  43,000  children  were  exposed  to  domestic  violence;  65%  of  these  children 
were  eight  years  old  or  younger.  This  number,  however  large,  is  the  tip  of  the  iceberg, 
since  it  only  includes  the  children  whose  caregivers  obtained  a  restraining  order  in  court 
-which  is  a  small  percentage  of  the  total  number  of  families  experiencing  violence  in 
their  homes.  One  study  at  Boston  Medical  Center  found  that  1  in  10  children  in  a 
Boston  neighborhood  had  observed  a  shooting  or  knifing  by  the  age  of  six,  and  that  half 
of  the  reported  violence  had  occurred  in  the  home.  Contrary  to  what  many  parents 
think,  and  in  spite  of  a  mother's  best  efforts  to  shield  her  children  from  abuse,  children 
are  aware  of  the  violence  toward  their  mothers  90%  of  the  time  (National  Women's 
Violence  Prevention  Project). 

Many  children  who  live  in  violent  homes  are  victims  of  abuse  themselves.  The 
abuse  of  these  children  can  be  intentional,  when  they  are  direct  targets  of  a  batterer's 
violence,  threats,  and  intimidation,  or  inadvertent,  when  they  are  present  in  the  same 
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room  during  an  incident.  In  the  latter  case,  children  are  hurt  in  a  variety  of  ways.  They 
can  be  hit  by  thrown  objects  while  being  held  by  their  mothers  or  knocked  down  or 
pushed  by  the  perpetrators,  often  as  a  result  of  actively  intervening  to  protect  their 
mothers.  Most  members  of  the  law  enforcement  community  understand  the 
devastating  impact  that  physical  and  sexual  abuse  has  on  children,  particularly  when 
the  perpetrator  is  a  trusted  family  member  or  friend. 

Yet  the  majority  of  children  in  homes  where  domestic  violence  occurs  are  not 
direct  victims-they  are  "merely"  witnesses  to  the  physical,  sexual,  and  emotional  abuse 
of  their  mothers  by  their  intimate  partners.  While  these  child  witnesses  have  not 
historically  been  accorded  much  attention,  experts  who  work  with  them,  such  as  staff 
members  of  the  Child  Witness  to  Violence  Project  at  Boston  Medical  Center,  now  state 
that  these  children  are  just  as  affected  as  if  they  had  been  abused  themselves. 

The  effects  on  children  who  are  living  in  violent  homes  are  comprehensive  and 
have  significant  short-  and  long-term  consequences.  Many  of  these  children  are 
observing  the  abuse  of  their  mothers  by  their  fathers-people  who  by  definition  are 
supposed  to  care  for  them  and  keep  them  safe.  It  is  a  very  confusing  and  scary 
experience.  From  infancy  to  adolescence,  children's  cognitive,  behavioral,  and 
interpersonal  development  is  impaired  dramatically,  and  many  of  them  experience 
symptoms  of  post-traumatic  stress  disorder.  Moreover,  many  of  these  children  struggle 
with  poor  school  performance,  substance  abuse,  truancy,  and  depression.  As  they  get 
older,  these  children  may  appear  in  the  juvenile  court  through  CHINS  petitions  or  as  a 
result  of  their  criminal  behavior,  which  includes  violence  toward  their  girlfriends  or  other 
community  members.  Eventually,  they  may  become  the  adult  perpetrators  and  victims 
who  enter  the  criminal  justice  system. 

Given  the  significant  impact  on  children  of  witnessing  domestic  violence,  it  is 
essential  that  law  enforcement  makes  every  effort  to  intervene  in  their  lives  in  a  safe 
and  effective  way. 

WHAT  LAW  ENFORCEMENT  CAN  DO 

Law  enforcement  person nel-from  police  officers  to  assistant  district  attorneys 
and  victim/witness  advocates-are  in  a  unique  position  to  help  these  children  in  a  variety 
of  ways.  Other  professionals  who  work  with  children-  a  teacher  in  the  child's 
classroom,  a  doctor  or  nurse,  or  a  DSS  worker-  are  forced  to  rely  for  the  most  part 
upon  a  family  member  to  acknowledge  the  abuse  before  they  can  intervene  effectively. 
Yet  families,  despite  their  best  efforts,  often  cannot  keep  the  violence  hidden  in  a  crisis 
situation  and  may  turn  to  law  enforcement  for  help.  When  that  occurs  intervention  is 
possible,  thereby  providing  a  turning  point  for  a  family.  Given  the  dynamics  of  domestic 
violence  and  the  constant,  valid  challenges  that  women  face  in  leaving  abusive 
relationships,  the  immediate  results  of  intervention  are  rarely  evident.  Often  this  lack  of 
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immediate  results  can  be  sad,  difficult  or  frustrating.  Nevertheless,  domestic  violence 
experts  and  people  who  have  lived  in  violent  homes  believe  that,  regardless  of  the 
apparent  outcome  of  a  criminal  case  or  restraining  order  hearing,  law  enforcement 
personnel  do  have  a  tremendous  ability  to  mitigate  the  impact  of  domestic  violence  by 
being  present  in  these  families'  lives. 

There  are  five  primary  ways  that  law  enforcement  can  make  a  difference  for  the 
children  in  these  homes. 

•  First,  we  need  to  continue  efforts  to  hold  batterers  accountable  for  their  violence 
and  to  support  victims  in  their  endeavors  to  be  safe. 

It  is  imperative  to  keep  in  mind  that  the  best  and  most  effective  way 
to  keep  children  safe  is  to  help  their  mothers  be  safe.  A  tendency  might 
be  to  blame  a  mother  who  is  exposing  her  children  to  violence  instead  of 
focusing  on  the  abuser's  traumatizing  actions.  Research  shows,  and 
battered  women  indicate,  that  often  abused  women  are  hurt  seriously 
when  they  intervene  on  behalf  of  their  children,  and  that  they  cannot 
control  the  behavior  toward  and  surrounding  the  children.  Most  mothers 
who  have  been  able  to  leave  abusive  relationships  state  that  the 
motivating  factor  in  helping  them  leave  was  seeing  the  impact  of  the 
abuse  on  their  children.  Law  enforcement  can  help  by  educating  women, 
in  a  non-blaming,  supportive  way,  about  the  effect  the  abuse  is  having  on 
them  as  well  as  their  children  and  helping  these  women  develop  extensive 
safety  plans  and  informing  them  of  their  rights  under  the  law. 

•  Second,  children  who  live  in  violent  homes  must  be  identified.  Intervention, 
without  identification,  is  impossible. 

•  Third,  children  need  to  be  both  recognized  on  the  scene  and  in  court  and  offered 
support. 

While  law  enforcement  personnel  are  not  clinicians  and  cannot 
guarantee  the  outcome  of  any  case,  experts  who  work  with  these  children 
state  that  intervening  immediately  with  children  helps  them  cope  with  the 
traumatic  experience.  Taking  a  few  minutes  to  convey  to  children  that 
they  are  not  the  cause  of  the  violence  and  that  people  are  both  concerned 
about  their  families'  safety  and  may  be  able  to  help  is  important, 
regardless  of  the  children's  anger  and  fear  about  an  arrest  of  their  father 
or  other  loved  one.  It  is  crucial  for  children  to  know  that  someone  noticed 
their  pain  and  to  learn  that  violence  is  not  acceptable  behavior.  Keep  in 
mind,  however,  the  potential  ramifications  for  children's  safety  whenever 
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interacting  with  them,  especially  since  it  usually  takes  a  period  of  time  for 
their  mothers  to  be  able  to  leave  their  abusers. 

•  Fourth,  law  enforcement  personnel  need  to  acknowledge  that  they  cannot  help 
these  families  alone  and,  therefore,  must  make  every  effort  to  collaborate  with 
the  wide  array  of  service  providers  within  their  communities. 

Battered  women's  advocates,  teachers,  daycare  providers,  medical 
personnel,  DSS  workers,  mental  health  clinicians,  and  clergy,  to  name  a 
few,  all  play  different  but  equally  important  roles  in  the  lives  of  families 
who  experience  domestic  violence.  It  is  both  dangerous  and  counter- 
productive for  all  involved  to  act  in  isolation. 

•  The  fifth  and  final  way  to  help  these  child  witnesses  is  to  become  familiar  with 
the  available  local  resources,  to  refer  families  to  them,  and  to  help  develop 
programs  if  they  do  not  exist  in  the  community. 

These  resources  should  include  specialized  programs  that  provide 
comprehensive  mental  health  services  to  children  and  their  parents,  emergency 
financial  aid,  shelter,  affordable  housing,  legal  representation,  and  visitation  centers. 

While  extensive  and  creative  efforts  have  been  made  within  the  criminal  justice 
system  to  address  the  issue  of  domestic  violence,  focusing  on  the  children  who  live  in 
these  homes  is  a  relatively  new  endeavor.  Given  the  significant  safety  issues  that  are 
at  stake,  it  is  essential  that  further  education  on  the  best  methods  of  intervention  with 
these  children  occur. 

THE  CHILD  WITNESS  TO  DOMESTIC  VIOLENCE  PROJECT 

In  response  to  the  needs  of  both  the  children  who  witness  domestic  violence  and 
the  professionals  who  are  in  the  position  to  help  them,  the  Attorney  General,  in 
collaboration  with  the  Child  Witness  to  Violence  Project  at  Boston  Medical  Center,  is 
implementing  a  statewide  training  and  assistance  initiative  throughout  1998. 

The  goals  of  the  Child  Witness  to  Domestic  Violence  Project  are  to  raise  the 
community's  awareness  of  the  significant  impact  on  children  who  live  in  violent  homes; 
to  give  the  broad  range  of  professionals  who  encounter  such  children  in  their  daily  work 
tools  to  identify,  support,  and  assist  them;  and  to  foster  the  development  and 
coordination  of  services  within  communities  to  better  serve  these  children  and  their 
families. 

The  project  will  accomplish  these  goals  through  a  variety  of  training  and  outreach 
efforts.  It  has  three  primary  components. 
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•  Nine  one-day  regional  trainings  will  be  planned  for  multi-disciplinary  service 
providers,  such  as  medical  professionals,  educators,  police  officers,  and  court 
personnel,  in  collaboration  with  local  agencies,  including  police,  prosecutors,  and 
advocates.  These  trainings  will  provide  information  on  the  effects  of  witnessing 
domestic  violence  on  children;  on  intervening  with  them  safely  and  effectively; 
and  on  available  local  resources,  as  well  as  an  opportunity  to  strategize  about 
the  needs  of  the  children  in  your  community. 

•  Three  two-day  clinical  seminars  will  be  offered  to  mental  health  providers  who 
want  to  develop  an  expertise  in  providing  services  to  these  children. 

•  The  project  will  seek  to  provide  technical  assistance  to  communities  to  help 
support  the  development  and  enhancement  of  collaborative,  multi-disciplinary 
responses  to  children  who  witness  violence  in  their  homes. 

The  faculty  for  the  trainings  will  include  staff  of  the  Child  Witness  to  Domestic 
Violence  Project  at  Boston  Medical  Center,  the  Attorney  General's  Office,  and  local 
service  providers,  including  battered  women's  programs,  DSS,  and  staff  from  child 
service  agencies  already  operating  in  the  region.  The  first  one  was  in  the  Berkshire 
County  area  and  took  place  on  January  7,  1998,  in  Pittsfield.  Other  future  training  sites 
and  dates  will  be  announced. 

For  this  initiative  to  be  successful,  we  need  both  your  input  on  how  the  training 
can  best  serve  your  community's  needs  and  your  participation.  We  hope  that  you  will 
join  us  at  the  Regional  Conference  in  your  area  and  ask  that  you  encourage  the  other 
service  providers  in  your  community  to  attend.  For  further  information  about  the  Child 
Witness  to  Domestic  Violence  Project  and/or  the  upcoming  trainings,  please  feel  free  to 
contact  Janine  Gannon,  Project  Coordinator,  at  (617)  727-2200,  ext.  2547. 
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SPRINGFIELD  CITY-WIDE  VIOLENCE  PREVENTION  TASK  FORCE 

Edward  F.  Berlin 

Assistant  Attorney  General 

Chief,  Western  Massachusetts  Division 

In  "NO  TIME  TO  LOSE,"  the  recently  published  report  by  the  Office  of  the 
Attorney  General  and  the  Harvard  School  of  Public  Health,  it  is  made  abundantly  clear 
that  swift  and  certain  prosecution  and  punishment  alone  will  not  solve  the  problem  of 
youth  violence  in  our  society.  As  an  attendee  of  many  of  the  luncheon  events  that  gave 
rise  to  this  report,  I  was  impressed  by  the  unanimity  among  the  participants,  whether 
from  law  enforcement,  medicine,  education,  human  services  or  the  religious  community, 
that  violence  prevention  efforts  are  an  essential  ingredient  to  the  recipe  for  deterring 
violence  in  our  communities. 

As  Chief  of  the  Western  Massachusetts  Division  of  the  Attorney  General's  Office, 
I'm  involved  in  violence  prevention  activities  in  Western  Massachusetts.  Since  1993,  I 
have  been  a  member  of  the  Springfield  City-Wide  Violence  Prevention  Task  Force  and 
for  the  past  two  years  have  been  its  co-chair  along  with  Ronn  Johnson,  Vice  President 
of  the  Center  for  Human  Development. 

The  Springfield  Task  Force  was  organized  in  August,  1992,  for  the  purpose  of 
mobilizing  the  community  to  identify,  confront  and  eliminate  the  forces  and  factors 
contributing  to  violence  in  the  City  of  Springfield.  Toward  these  ends,  the  Task  Force 
has  been  dedicated  to  facilitating  activities  that  mobilize,  empower  and  educate. 

On  June  15,  1993,  the  Task  Force  organized  and  sponsored  the  "Increase  the 
Peace  -  Violence  Prevention  Conference"  which  was  attended  by  over  500  people.  The 
conference  served  as  the  centerpiece  activity  of  Springfield's  observance  of  Violence 
Prevention  Week  and  featured  a  keynote  address  by  Dr.  Deborah  Prothrow-Stith,  M.D., 
Professor  and  Associate  Dean  of  Public  Health  Practice  at  the  Harvard  School  of  Public 
Health  and  a  nationally  recognized  authority  on  violence  prevention. 

7  have  no  doubt,  for  example,  that  reducing  violence  requires  the  creative 
collaboration  of  the  criminal  justice  establishment,  the  health 
establishment,  the  mental  health  establishment,  the  social  service 
establishment  and  the  education  establishment  I  am  not  talking  about  a 
few  top  bosses  holding  "summit"  meetings.  I  am  talking  about  the  troops, 
the  mass  of  cops,  probation  officers,  doctors,  nurses,  therapists, 
counselors,  social  workers  and  truant  officers  working  together  every 

single  day." 

Deborah  Prothrow-Stith,  M.D. 

Deadly  Consequences  (with  Michael  Weissman),  at  p.  139 
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Five  major  focus  areas  emerged  from  the  conference  which  now  serve  as  the 
blueprint  for  the  Task  Force's  Actions: 

•  Promote  Cooperation  and  Involvement 

•  Teach  and  Practice  Respect  for  Diversity 

•  Expand  the  Role  of  Schools  in  Violence  Prevention  Initiatives 

•  Invest,  Commit  and  Be  Accountable  to  the  Community 

•  Celebrate  and  Reward  Positive  Achievement/Build  Self-Esteem  in  Youth 
and  Others. 

The  Task  Force  has  expanded  the  week  of  violence  prevention  awareness  into 
the  entire  month  of  June  for  the  past  four  years.  During  this  time,  the  Task  Force  has 
sponsored  and  highlighted  many  violence  prevention  activities,  generated  newspaper 
articles  highlighting  the  positive  activities  in  our  neighborhoods  and  created  violence 
prevention  public  service  announcements  aired  on  local  television. 

In  1995,  the  Task  Force  created  the  Springfield  Triangle  Street  Workers  Program 
modeled  after  the  successful  program  in  Boston.  Over  the  past  two  years,  this  program 
has  reached  out  to  hundreds  of  kids,  in  an  effort  to  divert  them  from  gangs  to 
worthwhile  community  centers  and  programs. 

In  October,  1996,  the  Task  Force  published  its  Community  Progress  Report 
highlighting  more  than  50  violence  prevention  activities  or  initiatives  that  have  begun 
since  the  June,  1993,  conference. 

The  Task  Force  has  expanded  greatly  since  the  early  days  and  now  includes  the 
Office  of  the  Attorney  General,  the  District  Attorney's  Office,  U.S.  Attorney's  Office, 
D.S.S.,  D.Y.S.,  Springfield  Police,  the  School  Department,  Baystate  Medical  Center  and 
a  multitude  of  human  service,  religious  and  community  groups.  Recently,  the  Health 
and  Human  Services  Department  of  Springfield  hired  a  violence  prevention  coordinator 
who  now  staffs  our  Task  Force. 

At  the  strategic  planning  retreat  in  December,  1996,  the  Task  Force  agreed  to 
raise  the  level  of  activity  by  attempting  to  affect  public  policy.  In  December,  1997,  we, 
together  with  Springfield  Mayor  Michael  Albano,  announced  our  proposed  City 
Ordinance  requiring  the  use  of  child  safety  devices  on  all  handguns  in  Springfield.  We 
also  unveiled  our  trigger  lock  give-away  program.  Through  donations  by  Noble  Security 
in  Israel,  Smith  &  Wesson  in  Springfield,  the  Springfield  Mayor's  office  and  Meredith 
Management,  we  will  be  giving  away  2,000  trigger  locks  -  "a  gift  of  life"  for  the  holidays. 
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We  will  also  begin  a  major  public  education  campaign  aimed  at  increasing  the  use  of 
such  locks  and  gun  safety  in  general. 

The  Task  Force  is  always  looking  for  new  ideas  and  initiatives  to  stem  violence 
in  our  communities.  Please  call  Edward  Berlin  at  (413)  784-1240,  ext.  13  for  additional 
information  or  ideas. 


NO  TIME  TO  LOSE 

Attorney  General  Scott  Harshbarger  and  Jay  A.  Winsten,  Ph.  D., 
recently  released  a  report  entitled  No  Time  To  Lose:  A  Comprehensive 
Action  Plan  to  Prevent  Youth  Violence.  The  report  is  the  culmination  of  a 
series  of  Working  Luncheons  on  Youth  Violence  Prevention,  co-sponsored  by 
the  Office  of  the  Attorney  General  and  the  Center  for  Health  Communication  of 
the  Harvard  School  of  Public  Health,  which  brought  together  representatives  of 
government  agencies;  law  enforcement;  communities;  foundations;  businesses; 
schools;  colleges  and  universities;  health  care;  public  health;  the  media;  and 
young  people.  The  sessions  provided  a  forum  in  which  to  discuss  the  problem 
of  violence,  to  explore  and  deliberate  new  approaches  to  prevention  and 
intervention,  and  to  help  break  down  some  of  the  barriers  to  communication 
among  different  disciplines. 

The  same  interdisciplinary  and  collaborative  spirit  seen  during  the 
Working  Luncheons  is  reflected  in  many  of  the  approaches  to  violence 
prevention  that  led  to  the  dramatic  decline  in  youth  violence  observed  in 
Massachusetts  over  the  course  of  the  series.  While  everyone  — including 
young  people  themselves — should  be  proud  of  their  contributions  to  this 
decrease,  we  cannot  afford  to  be  complacent.  Weapons  abound,  and  many 
young  people  still  live  in  fear  of  violence  every  day — at  home  or  in  their 
communities.  If  we  do  not  act  now,  and  pay  attention  to  the  needs  of  young 
people  and  their  families  before  they  become  problematic,  we  will  pay  for  it  in 
the  future. 

No  Time  To  Lose  contains  twenty-five  recommendations  for  action  that 
balance  prevention  with  prosecution  and  punishment.  Significantly,  it  focuses 
attention  on  the  importance  of  intervening  early — during  the  prenatal  period, 
infancy,  and  early  childhood — to  truly  have  a  long-term  impact  on  violence 
prevention.  To  obtain  a  copy  of  the  report  please  call  the  Attorney  General's 
Office  at  (617)  727-2200,  ext.  2549. 
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PUBLIC  ACCESS  TO  THE  DAILY  POLICE  LOG 

Elisabeth  J.  Medvedow 

Assistant  Attorney  General 

Criminal  Bureau 

The  public's  right  to  obtain  information  about  criminal  activity  is  the  underlying 
principle  of  the  daily  police  log  statute,  codified  at  G.L.  c.  41,  §  98F.  That  statute 
mandates  the  following: 

Each  police  department  shall  make,  keep  and  maintain  a  daily  log,  written 
in  a  form  that  can  be  easily  understood,  recording,  in  chronological  order, 
all  responses  to  valid  complaints  received,  crimes  reported,  the  names, 
addresses  of  persons  arrested  and  the  charges  against  such  persons 
arrested.  All  entries  in  said  daily  log  shall,  unless  otherwise  provided  by 
law,  be  public  records  available  without  charge  to  the  public  during  regular 
business  hours  and  at  all  other  reasonable  times. 

This  article  explores  what  information  must  be  provided  to  the  public,  and  what 
information  should  remain  confidential. 

Information  Which  Must  Be  Provided  to  the  Public 

On  a  daily  basis,  in  chronological  order,  each  police  department  must  record 
every  officer's  response  to  a  valid  complaint.  If  an  officer  responds  to  a  valid  complaint 
by  going  to  a  particular  location,  the  fact  that  the  officer  went  to  a  location  must  be 
recorded  in  the  daily  police  log.  For  important  public  policy  reasons,  including 
protecting  citizens  who  seek  the  assistance  of  law  enforcement  and  encouraging 
witnesses  to  come  forward  with  information  about  criminal  activities,  the  exact  street 
address  of  the  complainant  need  not  be  disclosed.  On  the  other  hand,  community 
safety  concerns  would  seem  to  suggest  that  the  general  area  of  the  response  be 
recorded.  Although  use  of  the  word  "valid"  may  create  an  issue  as  to  whether  officers' 
responses  to  each  and  every  complaint  must  be  recorded,  generally,  common  sense 
dictates  that  complaints  which  are  not  wholly  unsubstantiated  or  facially  frivolous,  are 
"valid". 

Additionally,  the  daily  log  must  denote  all  crimes  reported  to  the  police,  and  if  an 
individual  is  arrested,  the  name  and  address  of  that  person,  as  well  as  the  charges 
issued  against  that  person.  This  particular  provision  of  the  daily  log  statute  overrides 
the  confidentiality  provisions  of  the  Criminal  Offender  Record  Information  (CORI) 
statute. 

The  daily  police  log  statute  specifies  that  the  log  should  be  "written  in  a  form  that 
can  be  easily  understood".  Accordingly,  the  log  should  not  utilize  "codes",  nor  cryptic 
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notations,  which  would  make  it  difficult,  if  not  impossible,  for  a  member  of  the  public  to 
figure  out  the  information.  For  example,  "A  G-5  on  Main  Street"  would  not  comply  with 
the  statutory  mandate  to  provide  the  crime  reported  in  a  manner  "easily  understood". 

Moreover,  the  log  must  be  available,  free  of  charge,  during  regular  business 
hours,  and  "at  all  other  reasonable  times".  On  weekends,  the  statute  seems  to 
contemplate  that  the  log  must  be  accessible,  at  the  least,  during  the  day.  A  blanket 
refusal  to  permit  the  public  to  inspect  the  daily  police  log  over  the  weekend  would 
appear  to  be  impermissible. 

Information  Which  Should  Not  Be  Disclosed  to  the  Public 

The  daily  police  log  should  not  include  the  names  and  addresses  of  witnesses  or 
complainants.  The  reasons  for  such  non-disclosure  are  primarily  to  maintain  the 
integrity  of  criminal  investigations,  protect  the  safety  and  well-being  of  individuals  who 
seek  help  from  the  police,  and  encourage  citizens  to  provide  information  to  the  police 
without  fear  of  reprisal. 

Exemplary  Police  Log 

In  Medfield,  Massachusetts,  Chief  Richard  Hurley  has  implemented  a  system 
which,  by  all  accounts,  satisfies  both  the  public's  right  to  know  and  the  need  to  protect 
the  identities  of  individuals.  Each  morning,  Chief  Hurley  reads  through  the  previous 
night's  police  log,  sanitizes  the  complainant's  name,  deletes  the  exact  street  address 
(leaving  the  name  of  the  street),  indicates  whether  the  complainant  was  male  or  female, 
and  records  whether  the  police  responded  to  a  91 1  telephone  call  or  to  a  "regular" 
telephone  call. 

Chief  Hurley  then  copies  the  log  and  makes  it  available  to  the  public  at  the  front 
desk  of  the  police  station.  If  a  member  of  the  public  or  the  media  requests  further 
information  on  a  particular  complaint,  Chief  Hurley  assesses  each  situation,  and  when 
appropriate,  provides  additional  information,  including,  at  times,  the  exact  street 
location,  and  on  an  extremely  rare  occasion,  a  complainant's  or  witness's  name.  Chief 
Hurley  attributes  the  success  with  which  the  Medfield  police  log  is  received  by  the 
public  to  a  positive  working  relationship  with  citizens,  and  particularly  "cooperation"  with 
members  of  the  media. 

For  further  information  on  daily  police  logs,  feel  free  to  contact  Lissy  Medvedow, 
Bureau  Attorney,  Criminal  Bureau  of  the  Office  of  the  Attorney  General,  at  727-2200, 
ext.  2822. 
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RECENT  CASES 


I.  SEARCH  AND  SEIZURE 


A 


Warrantless  Searches 


SJC  holds  that  evidence  obtained 
through  federal  wiretapping  does  not 
violate  either  the  wiretap  statute  in 
Massachusetts  nor  article  14  of  the 
state  constitution.  Commonwealth  v. 
Gonzalez.  426  Mass.  313  (1997). 

,  The  defendant  was  convicted  of 
trafficking  in  cocaine.  He  appealed  his 
conviction  alleging  that  conversations 
tape-recorded  without  his  consent  by 
DEA  agents,  and  introduced  as 
evidence  against  him  during  trial, 
violated  the  state  wiretap  statute  and  his 
constitutional  rights  under  article  14  of 
the  Massachusetts  Declaration  of 
Rights.  The  SJC  disagreed,  concluding 
that  neither  our  state  wiretap  laws,  nor 
article  14  of  the  state  constitution, 
applies  to  federal  officers  conducting  a 
federal  investigation. 

A  DEA  special  agent  received  a 
tip  from  an  informant,  triggering  an 
undercover  investigation.  The  local 
police  assisted  the  DEA  with  the 
investigation,  providing  surveillance  and 
intelligence  information  as  well  as 
facilities  to  field  test  the  drugs.  On 
occasion,  the  local  police  monitored  the 
transmitted  conversations  in  conjunction 
with  a  DEA  agent.  Local  police  also 
obtained  a  search  warrant  after  the  final 
drug  transaction,  averring  that  they  (the 
local  department)  and  the  DEA  had 
been  involved  in  the  investigation. 


Prior  to  trial,  the  defendant 
sought  to  suppress  the  intercepted 
conversations.  The  SJC  held  that  an 
exception  in  G.L.  c.  272,  §  99D  1  c, 
which  permits  federal  law  enforcement 
officers  to  investigate  crimes  under 
federal  authority,  applied.  The 
exception  states  that  it  is  not  a  violation 
of  §  99  "for  investigative  and  law 
enforcement  officers  of  the  United 
States  of  America  to  violate  the 
provisions  of  this  section  if  acting 
pursuant  to  authority  of  the  laws  of  the 
United  States  and  within  the  scope  of 
their  authority."  Here,  the  SJC 
concluded  that  the  "object  of  the 
investigation  was  at  all  times  Federal 
prosecution."  (Notwithstanding  that 
conclusion,  the  drugs  seized  were 
insufficient  to  pursue  a  federal  case, 
and  the  evidence  was  turned  over  to  the 
local  police  department  for  state 
prosecution.)  Where  federal  law  permits 
one-party  consent,  the  federal  agent 
was  authorized  to  tape-record  the 
conversations,  and  where  the 
investigation  was  directed,  in  all  relevant 
ways,  by  the  federal  agents,  the  federal 
investigation  was  not  subject  to  the 
stricter  state  wiretap  standards. 

As  to  article  14  of  the  state 
constitution,  the  SJC  held  that  because 
the  situation  involved  warrantless 
recordings  by  federal  agents  in  a  private 
home,  article  14  does  not  apply  "absent 
a  combined  enterprise  between  Federal 
and  State  authorities". 
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Appeals  Court  reverses 
conviction  holding  that  eavesdropping 
over  a  telephone  extension  violated  a 
defendant's  state  constitutional  rights, 
but  not  the  wiretap  statute. 
Commonwealth  v.  Eason.  43  Mass. 
App.  Ct.  114(1997). 

The  Appeals  Court  reversed  the 
defendant's  convictions  for  armed 
burglary,  assault  and  battery  by  means 
of  a  dangerous  weapon,  and 
possession  of  ammunition  based  on 
state  troopers'  listening  in  on  an 
extension  to  a  telephone  conversation 
between  the  defendant  and  a 
cooperating  witness,  with  the  witness's 
consent.  The  Appeals  Court  rejected 
the  defendant's  contention  that  the 
eavesdropping  violated  the  wiretap 
statute,  but  held  that  the  eavesdropping 
violated  the  defendant's  right  to  privacy 
under  article  14  of  the  state  constitution. 

With  regard  to  the  wiretap 
statute,  the  court  acknowledged  that  an 
express  exception  to  what  constitutes 
an  "interception"  under  the  wiretap 
statute,  is  the  recording  of  a 
conversation  with  one-party  consent 
where  the  transmission  occurred  in  the 
course  of  an  investigation  of  a 
"designated  offense".  Here,  the  state 
troopers  believed  that  one  of  the  crimes 
committed  was  connected  to  narcotics 
transactions  which  is  a  designated 
offense,  and  thus,  the  listening  in  on  the 
telephone  extension  did  not  constitute 
an  "interception". 

The  Appeals  Court  did  find  that 
the  eavesdropping  violated  article  14  of 
the  Massachusetts  Declaration  of 


Rights,  and  found  that  "this  serious 
government  intrusion  is  contrary  to  the 
expectation  of  privacy  which 
Massachusetts  is  prepared  to  recognize 
and  which  is  reflected  in  our  cases... 
and  the  secret  surveillance  [was] 
impermissible  without  a  warrant." 

The  case  is  currently  pending  in 
the  Supreme  Judicial  Court  on  further 
appellate  review. 


B. 


Searches  with  a  Warrant 


Regardless  of  veracity  of 
unidentified  witnesses,  victim's 
information  sufficient  to  provide 
probable  cause  for  search  warrant. 
Commonwealth  v.  Burns.  43  Mass.  App. 
Ct.  263(1997). 

The  police  obtained  a  search 
warrant  to  search  the  defendant's  car 
four  days  after  a  shooting.  In  the 
affidavit  filed  in  support  of  the  warrant, 
the  police  used  information  obtained  by 
unnamed  witnesses,  an  anonymous 
caller,  as  well  as  detailed  information  by 
the  victim.  The  Appeals  Court  upheld 
the  conviction,  concluding  that  the 
victim's  information  and  reasonable 
inferences  drawn  therefrom  were 
sufficient  to  provide  probable  cause, 
regardless  of  the  veracity  of  the 
unidentified  informants. 
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II.  CONFESSIONS/ADMISSIONS/ 
PRIVILEGES 

Defendants  seeking  domestic 
violence  counseling  records  face 
heightened  burden.  Commonwealth  v. 
Tripolone.  425  Mass.  487  (1997). 

The  Supreme  Judicial  Court  held 
that  a  criminal  defendant  seeking  a 
victim's  confidential  domestic  violence 
counseling  records  protected  under  G.L. 
c.  233,  §  20,  a  qualified  privilege,  must 
meet  the  heightened  burden  of  proof 
that  had  previously  only  been  applied  to 
documents  protected  by  an  absolute 
privilege.  The  new  standard  is  that  a 
defendant  must  demonstrate  that  the 
requested  documents  are  material  to 
the  issue  of  his  guilt.  In  so  holding,  the 
SJC  declared  that  victims  have  a 
"constitutionally  protected  right  of 
confidentiality",  which  will  continue  to  be 
balanced  with  the  constitutional  rights 
accorded  a  criminal  defendant. 

SJC  upholds  defendant's 
conviction  where  police  questioned 
defendant,  absent  counsel's  consent- 
about  events  "closely  connected"  but 
not  "inextricably  intertwined",  with 
charged  offense.  Commonwealth  v. 
Rainwater.  425  Mass.  540  (1997). 

Defendant  was  arrested  and 
arraigned  on  a  single  charge  of 
automobile  theft.  Knowing  that  the 
defendant  had  been  arraigned  and  was 
likely  represented  by  counsel,  a  police 
officer  visited  him  at  the  House  of 
Correction  and  questioned  him 
regarding  a  number  of  unsolved  thefts. 
After  waiving  his  Miranda  rights,  the 


defendant  confessed  to  involvement  in 
several  car  thefts,  including  the  one  for 
which  he  had  been  charged  and 
arrested.  After  being  charged  for  the 
other  incidents,  the  defendant  moved  to 
suppress  his  confession  on  grounds  that 
his  rights  against  self-incrimination  and 
counsel  had  been  violated. 

Although  the  SJC  held  that 
questioning  the  defendant  about  the 
charged  offense  was  clearly 
unconstitutional  where  the  defendant 
had  counsel,  a  divided  SJC  held  that  the 
questioning  about  the  unrelated  crimes 
did  not  violate  the  defendant's  rights. 
The  rule  that  a  defendant  represented 
by  counsel  cannot  be  questioned 
without  counsel's  consent  applies  only 
to  the  charged  offenses  and  crimes  that 
are  "inextricably  intertwined,"  that  is, 
arising  from  the  same  facts,  conduct, 
intent,  and  circumstances.  Events  and 
conduct  merely  "closely  connected"  are 
not  "inextricably  intertwined"  -  and 
therefore  questioning  does  not  run  afoul 
of  the  right  to  counsel  -  unless 
questioning  regarding  such  events 
would  undermine  the  right  to  counsel 
with  respect  to  the  charged  offenses. 

Use  of  defendant's  affidavit  filed 
in  support  of  motion  to  suppress  to 
impeach  trial  testimony  permitted. 
Commonwealth  v.  Rivera.  425  Mass. 
633(1997). 

Pre-trial,  the  defendant  filed  a 
motion  to  suppress,  attaching  an 
affidavit.  On  appeal  from  his  conviction 
for  possession  of  a  Class  B  substance 
with  intent  to  distribute,  the  defendant 
claimed  that  the  Commonwealth 
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improperly  used  the  affidavit  to  impeach 
his  testimony  at  trial.  The  defendant 
also  argued  that  a  police  officer's 
testimony  that  the  defendant  was  selling 
drugs  constituted  improper  opinion 
testimony. 

The  Supreme  Judicial  Court  held 
that  where  a  defendant's  trial  testimony 
differs  from  his  affidavit,  use  of  the  prior 
inconsistent  statements  is  permissible 
for  impeachment  purposes.  The  SJC 
also  disagreed  that  using  the  affidavit  to 
impeach  the  defendant  in  this  case 
violated  the  defendant's  right  to  remain 
silent.  The  defendant  was  subject  to 
permissible  cross-examination,  which 
included  cross-examination  of  omissions 
of  fact  from  a  pre-trial  statement  that 
naturally  should  have  been  included  in 
the  statement.  Although  the  SJC 
agreed  with  the  defendant  that 
references  in  the  affidavit  to  the  right  to 
remain  silent  should  not  have  been 
presented  to  the  jury,  no  prejudice 
ensued  where  the  jury  were  not  focused 
on  the  statements. 

As  to  the  police  officer's 
testimony,  the  SJC  held  that  the  officer 
properly  gave  expert  testimony  without 
having  been  expressly  qualified  as  an 
expert.  "In  some  instances,  it  can  be 
implied  that  a  witness  is  testifying  as  an 
expert."  The  Court  did  find,  however, 
that  the  officer's  testimony  exceeded  the 
bounds  of  admissible  expert  testimony 
and  that  it  was  error  to  admit  it.  The 
Court  found  that  the  admission  of  such 
testimony  was  not  prejudicial,  however, 
because  the  other  evidence  in  the  case 
created  a  strong  inference  regarding  the 
nature  of  the  transactions. 


Hearsay  exoneration  not 
admitted  under  exception  for  statements 
against  penal  interest,  when  defendant's 
lover  had  motive  to  make  statement  and 
statement  not  supported  bv 
corroborating  circumstances. 
Commonwealth  v.  Piper.  426  Mass.  8 
(1997). 

The  defendant  and  his  parents 
disagreed  about  the  defendant's 
lifestyle.  Without  success,  the 
defendant  and  his  lover  tried  to  find 
assistance  to  either  blow  up  or  set  fire  to 
his  parents'  home.  Finally,  with  his 
lover,  the  defendant  broke  into  his 
parents'  house  and  shot  his  mother  with 
a  handgun  previously  stolen  from  his 
parents.  His  lover  told  investigators  the 
next  morning  that  the  two  of  them  had 
killed  the  victim.  The  defendant  denied 
any  part  in  the  killing,  but  later  changed 
his  story  to  acknowledge  a  joint  venture. 
Several  months  later,  the  defendant's 
lover  stated  that  he,  by  himself,  had 
committed  the  murder,  and  that  the 
defendant  had  admitted  culpability  only 
because  the  lover  had  threatened  him. 
At  trial,  the  defendant  sought  to 
introduce  the  lover's  statement  but  it 
was  excluded. 

The  Supreme  Judicial  Court 
affirmed  the  conviction,  holding  that  the 
trial  judge  correctly  ruled  that  the  lover's 
statement  was  inadmissible  because  it 
did  not  satisfy  an  exception  to  the 
hearsay  rule  for  statements  against 
penal  interest.  Although  the  declarant 
asserted  his  privilege  against  self- 
incrimination  and  thus  was  unavailable, 
the  statement  did  not  meet  the  second 
part  of  the  test  that,  due  to  its 
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inculpatory  nature,  a  reasonable  person 
in  the  declarant's  position  would  not 
have  made  the  statement  unless  it  were 
true.  The  lover  acknowledged  his 
relationship  with  the  defendant  and  the 
desire  to  protect  the  defendant.  The 
judge  concluded  that  the  lover  had  a 
motive  to  endear  himself  to  the 
defendant.  The  SJC  further  agreed  with 
the  trial  judge's  conclusion  that  the 
circumstances  did  not  support  the 
declarant's  credibility.  No  explanation 
was  given  as  to  why  the  statement 
made  five  months  later  should  be 
believed  over  the  detailed  confession 
made  less  than  a  day  after  the  crime; 
none  of  the  lover's  statements 
contained  details  corroborating  this 
version,  nor  did  the  defendant  provide 
any  such  corroboration,  and  the  lover 
clearly  had  a  motive  to  make  such  a 
statement. 

III.  CRIMINAL  LAWS  INTERPRETED 


The  SJC  concluded  that  where 
the  defendant's  convictions  of  assault 
and  battery  with  a  dangerous  weapon 
and  mayhem  were  based  upon  a  single 
act,  assault  and  battery  with  a 
dangerous  weapon  was  a  lesser 
included  offense  of  mayhem,  in  that  the 
specific  intent  to  maim  or  disfigure 
required  for  conviction  of  mayhem 
necessarily  included  the  general  intent 
to  do  the  act  causing  injury,  required  for 
conviction  of  assault  and  battery. 
Accordingly,  the  Court  vacated  the 
assault  conviction  and  dismissed  that 
indictment,  remanding  the  case  for 
resentencing  on  the  mayhem  conviction. 

Conviction  for  obstruction  of 
justice  reversed  where  SJC  holds  that 
Commonwealth  must  prove  knowing 
interference  with  a  judicial  proceeding. 
not  solely  a  criminal  investigation. 
Commonwealth  v.  Triplett.  426  Mass.  26 
(1997). 


SJC  holds  that  assault  and 
battery  with  a  dangerous  weapon  is 
lesser  included  offense  of  mayhem, 
precluding  sentencing  on  both 
convictions.  Commonwealth  v.  Martin. 
425  Mass.  718(1997). 

The  defendant  was  convicted  of 
assault  and  battery  with  a  dangerous 
weapon,  mayhem,  and  violation  of  a 
protective  order.  On  appeal,  the 
defendant  claimed  that  assault  and 
battery  with  a  dangerous  weapon  was  a 
lesser  included  offense  of  mayhem, 
precluding  sentencing  on  both 
convictions. 


The  defendant's  conviction  for 
the  common  law  crime  of  obstruction  of 
justice  was  reversed.  The  Supreme 
Judicial  Court  held  that  to  convict  for 
obstruction  of  justice,  it  is  not  enough  for 
the  Commonwealth  to  prove  that  the 
defendant  knowingly  interfered  with  a 
witness  during  a  criminal  investigation. 
Rather,  the  Court  declared  that  the 
Commonwealth  is  required  to  prove  that 
the  defendant  knowingly  interfered  with 
the  testimony  of  a  witness  in  a  judicial 
proceeding,  such  as  a  trial  or  grand  jury 
hearing. 
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Death  resulting  from  a 
deliberately-caused  motor  vehicle 
collision  warrants  second  degree 
murder  conviction.  Commonwealth  v. 
Wojcik.  43  Mass.  App.  Ct.  595  (1997). 

The  Appeals  Court  upheld 
second  degree  murder  convictions 
against  two  defendants  who  deliberately 
caused  a  motor  vehicle  collision,  which 
resulted  in  a  death,  as  part  of  an  effort 
to  defraud  an  insurance  company  for 
feigned  injuries.  The  Court  found  that 
deliberately  colliding  with  another  motor 
vehicle  may  be  a  sufficient  basis  to 
warrant  a  conviction  for  second  degree 
murder  based  on  the  third  prong  of 
malice  if  a  death  results  from  the 
collision.  As  to  a  co-defendant,  the 
Court  found  that  his  conviction  for 
second  degree  felony  murder  arising 
from  the  larceny  or  attempted  larceny 
from  the  insurance  company  was  not 
inconsistent  with  the  jury's  failure  to 
convict  the  co-defendant  on  this  theory, 
despite  that  the  Commonwealth  was 
proceeding  on  a  joint  venture  theory. 

The  Court  also  ruled  that  the 
social  worker  privilege,  G.L.  c.  112, 
§§  135A,  B,  does  not  prevent  the 
introduction  of  demonstrably  false 
statements  made  to  a  social  worker  in 
the  course  of  an  illegal  attempt  to 
defraud  an  insurance  company;  that  a 
telephone  conversation  with  a  person 
claiming  to  be  the  defendant  was 
properly  authenticated,  regardless  of  the 
fact  that  the  person  called  could  not 
identify  the  defendant's  voice;  and  that 
the  judge  properly  admitted  evidence  of 
prior  plans  to  engage  in  other  insurance 
frauds. 


Conviction  reversed  where 
Commonwealth  failed  to  present 
evidence  that  firearm  was  capable  of 
discharging.  Commonwealth  v.  Nieves. 
43  Mass.  App.  Ct.  1  (1997). 

The  defendant's  conviction  for 
possession  of  a  firearm  was  overturned 
where  the  Commonwealth  failed  to 
present  any  evidence  that  the  gun  in 
question  was  a  working  firearm  capable 
of  discharging  a  shot  or  bullet.  Noting 
that  "the  mechanism  of  guns  are  not  so 
universally  familiar  that  jurors,  simply  by 
looking  at  one,  can  tell  whether  it 
works,"  the  Appeals  Court  held  that  the 
Commonwealth  is  required  to  present 
some  competent  evidence  from  which 
the  jury  reasonably  can  draw  inferences 
that  the  weapon  will  fire.  Examples  of 
evidence  sufficient  to  show  that  a  gun  is 
capable  of  being  fired  include:  I)  a  valid 
certificate  by  a  ballistics  expert  from  the 
Department  of  Public  Safety  as  provided 
in  G.L.  c.  140,  §  121  A;  2)  testimony  that 
the  gun  was  actually  fired;  3)  testimony 
that  the  gun  was  loaded;  or  4)  testimony 
by  an  expert  baliistician  or  by  a  person 
familiar  with  guns  to  the  effect  that  the 
gun  is  presently  operable  or  would  be 
operable  with  a  minor  repair  which  could 
easily  be  made  by  the  gun's  owner. 

IV.  WAIVER 

The  defendant  plead  guilty  in 
District  Court  to  several  charges. 
During  the  plea  colloquy,  the  judge 
asked  counsel  if  the  defendant  would 
waive  the  reading  of  the  facts  into  the 
record.  Counsel  assented,  agreeing  to 
"plead  to  the  facts  of  the  complaints  as 
they  exist  and  appear  before  the  court." 
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The  judge  took  no  other  steps  to 
ascertain  whether  the  defendant  knew 
the  elements  of  the  charges  to  which  he 
was  pleading  guilty,  nor  did  the  judge 
require  the  defendant  to  admit  or 
acknowledge  any  of  the  facts  underlying 
the  charges.  The  defendant 
subsequently  moved  to  withdraw  his 
guilty  pleas  on  the  ground  that  they 
were  not  intelligently  made.  His  motion 
was  denied. 

The  Appeals  Court  reversed, 
holding  that  during  a  plea  colloquy, 
there  must  be  an  explanation  by  the 
judge  or  defense  counsel  of  the 
elements  of  the  crimes  charged  or  an 
admission  by  the  defendant  to  the  facts 
constituting  those  crimes.  The  court 
specified  that  this  requirement  can  be 
satisfied  in  one  of  several  ways:  I)  by 
the  judge  explaining  to  the  defendant 
the  elements  of  the  crime;  2)  by  defense 
counsel's  representation  that  she  has 
explained  to  the  defendant  the  elements 
he  admits  by  his  plea;  or  3)  by  the 
defendant's  stated  admission  to  facts 
recited  during  the  colloquy  which 
constitute  the  unexplained  elements  of 
the  crimes. 

V.  EVIDENTIARY  ISSUES 

Evidence  amply  corroborated 
immunized  witness's  testimony  sufficient 
to  uphold  murder  conviction. 
Commonwealth  v.  Femandes.  425 
Mass.  357(1997). 

A  defendant  challenged  his  first 
degree  murder  conviction  claiming  that 
he  was  convicted  solely  on  the  basis  of 
an  immunized  witness  in  contravention 


of  G.L.  c.  233,  §  20I.  The  defendant 
asked  the  Supreme  Judicial  Court  to 
hold  that  testimony  of  an  immunized 
witness  must  be  corroborated  by 
evidence  of  the  defendant's  actual 
participation  in  the  crime.  The  SJC 
declined  to  follow  the  defendant's 
suggestion,  and  reaffirmed  that 
corroborating  evidence  as  to  an 
essential  element  of  the  crime  is 
sufficient  to  convict  a  defendant  where 
an  immunized  witness  has  testified. 

Here,  the  victim  was  shot  while  in 
the  passenger  seat  of  a  car.  The 
immunized  witness  stated  that  on  the 
night  of  the  shooting,  the  defendant  said 
that  he  wanted  to  kill  the  victim.  The 
witness  further  stated  that  on  the  night 
of  the  shooting,  he  drove  one  of  two 
cars  into  a  housing  project  where  the 
defendant  went  into  the  project  carrying 
a  nine  millimeter  handgun.  The  witness 
heard  gunshots  after  which  the 
defendant  and  others  ran  back  to  the 
cars.  The  following  day,  the  group  met 
to  discuss  what  to  do  with  the  guns  and 
who  to  blame  if  questioned.  Evidence 
from  other  sources  included  that  the 
defendant  and  the  victim  had  been 
arguing  two  weeks  earlier,  and  that  the 
defendant  was  overheard  to  say  he  was 
going  to  get  the  victim.  Another  witness 
testified  that  the  day  after  the  shooting, 
he  overheard  the  defendant  talking 
about  what  to  do  with  the  guns.  In 
affirming  the  conviction,  the  SJC 
concluded  that  the  facts  not  only 
corroborated  an  essential  element  of  the 
crime,  but  linked  the  defendant  to  the 
crime. 
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PCR-based  analysis  of  DNA 
testing  held  scientifically  valid. 
Commonwealth  v.  Vao  Sok.  425  Mass. 
787(1997). 

The  defendant  challenged  PCR- 
based  DNA  testing  at  the  PM  and 
D1S80  loci.  PCR-based  testing  permits 
DNA  profiling  of  samples  containing 
much  smaller  quantities  of  DNA  with 
results  available  often  within  24  hours. 
The  Supreme  Judicial  Court  ruled  that 
DNA  profiling  evidence  by  the  PCR- 
based  analysis  at  the  PM  and  D1S80 
loci  meets  the  test  of  scientific  reliability 
under  Commonwealth  v.  Laniaan.  if 
properly  done.  The  Court  stated  that  de 
novo  review  is  required  to  determine  the 
issue  of  scientific  validity,  after  which 
the  question  of  admissibility  under 
traditional  evidentiary  purview  occurs. 

STR  testing  of  DNA  held 
scientifically  valid.  Commonwealth  v. 
Rosier.  425  Mass.  807  (1997). 

Bloodstains  and  human  tissue 
recovered  from  the  undercarriage,  tire, 
and  inside  passenger  side  of  the 
defendant's  car  were  tested  for  DNA 
and  found  to  match  that  of  the  victim. 
Despite  its  relative  newness,  the  SJC 
determined  that  STR  testing,  a 
particular  type  of  DNA  testing,  is  reliable 
and  scientifically  valid.  STR  is  an 
acronym  for  short  tandem  repeat.  The 
STR  analysis  tests  loci  which  are 
generally  capable  of  unique 
identification. 


Conviction  reversed  where 
Commonwealth  withheld  exculpatory 
evidence  until  sentencing. 
Commonwealth  v.  Bennett.  43  Mass. 
App.  Ct.  154(1997). 

The  Appeals  Court  reversed  a 
defendant's  conviction  for  unarmed 
robbery.  During  sentencing,  the 
defendant  learned,  for  the  first  time,  that 
the  Commonwealth  possessed 
exculpatory  evidence.  The  exculpatory 
evidence  consisted  of  several  telephone 
calls  after  the  robbery  to  the  victim  by 
someone  who  most  likely  was  in 
possession  of  the  contents  of  the 
pocketbook.  At  the  time,  the  defendant 
was  in  custody,  and  thus,  unlikely  to 
have  been  the  caller.  The  caller  knew 
the  victim's  telephone  number  and 
made  reference  to  the  victim's  physical 
appearance  in  a  sexual  manner 
consistent  with  a  photograph  of  the 
victim  in  a  bathing  suit  which  the  victim 
kept  in  the  stolen  pocketbook.  The 
Appeals  Court  commented  on  the 
weakness  of  the  Commonwealth's  case, 
and  noted  that  the  exculpatory  evidence 
could  have  been  relevant  to  the  jury's 
verdict. 

Conviction  reversed  where  child 
seating  arrangement  deprived 
defendant  of  state  constitutional  right  to 
confront  witnesses.  Commonwealth  v. 
Spear.  43  Mass.  App.  Ct.  583  (1997). 

The  defendant  was  retried  and 
convicted  after  a  mistrial  for  the  offense 
of  rape  and  indecent  assault  and  battery 
on  a  child.  The  Appeals  Court  reversed 
the  convictions  holding  that  where  the 
victim  testified  directly  in  front  of  the  jury 
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and  out  of  the  defendant's  direct  view, 
the  defendant  was  deprived  of  his  right 
to  confront  witnesses  "face  to  face"  as 
required  by  article  12  of  the  state 
constitution.  The  Appeals  Court  also 
held  that  the  Commonwealth's  expert 
witness,  who  was  also  the  child  victim's 
treating  therapist,  testified  not  only 
about  the  general  characteristics  of  a 
sexually  abused  child  but  compared 
such  characteristics  with  the  specific 
characteristics  exhibited  by  the  victim, 
thus  improperly  vouching  for  the  victim's 
credibility.    The  Appeals  Court  noted 
that  this  error  alone  would  warrant 
reversal.  Finally,  the  Appeals  Court 
ruled  that  the  defendant  waived  his  right 
to  assert  the  defense  of  double  jeopardy 
because  he  had  not  raised  the  issue 
prior  to  his  second  trial  as  required 
under  Rule  13  of  the  Rules  of  Criminal 
Procedure.  Such  a  waiver  does  not 
need  to  be  made  "knowingly  and 
intelligently". 

VI.  CRIMINAL  PROCEDURE 

A  mistrial  caused  by  the 
Commonwealth's  inadvertence  or 
negligence  does  not  trigger  double 
jeopardy  preclusion  of  another  trial. 
Donovan  v.  Commonwealth.  426  Mass. 
13(1997). 

The  defendant  was  indicted  for 
aggravated  rape,  kidnapping,  assault 
with  a  dangerous  weapon,  and  assault 
and  battery.  On  the  first  day  of  trial,  the 
prosecutor  elicited  damaging  testimony 
from  a  pathologist  regarding  the 
presence  of  the  victim's  cells  on  the 
weapon  used  to  commit  the  crime. 
Because  the  prosecutor  failed  to  lay  a 


proper  foundation  for  the  admission  of 
the  evidence,  the  defendant 
successfully  moved  to  strike  the 
testimony,  and  then  successfully  moved 
for  a  mistrial.  Relying  on  double 
jeopardy  principles,  the  defendant  also 
moved  to  dismiss  the  indictment, 
arguing  that  he  should  not  endure 
another  trial  where  the  first  trial  ended  in 
a  mistrial  through  no  fault  of  his  own. 
He  further  argued  that  the  prosecutor 
had  an  affirmative  obligation,  which  he 
breached,  to  mitigate  or  cure  the  defects 
in  the  pathologist's  testimony. 

The  Supreme  Judicial  Court  ruled 
that  the  indictment  was  not  barred  on 
double  jeopardy  grounds  where  the 
prosecution's  error  arose  from 
inadvertence  or  negligence,  not 
intentional  misconduct  aimed  at 
provoking  the  defendant  to  move  for  a 
mistrial.  The  Court  further  held  that  the 
prosecutor  did  not  have  an  affirmative 
duty  to  mitigate  or  cure  the  mistake 
when  the  defendant  moved  for  the 
mistrial. 

Jury  verdict  upheld  despite 
absence  of  oral  affirmance  by  jurors. 
Commonwealth  v.  Lawson.  425  Mass. 
528(1997). 

The  defendant  was  charged  and 
tried  on  kidnapping  charges.  After  jury 
deliberations,  the  foreperson  returned  a 
verdict  slip  to  the  clerk  stating  that  the 
jury  had  found  the  defendant  guilty  on 
all  charges.  The  clerk  then  addressed 
all  members  of  the  jury  and  asked  " ... 
You  upon  your  oaths  do  say  [the 
defendant]  is  guilty  as  charged  ...  so  say 
you  one,  so  say  you  all,  members  of  the 
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jury."  The  transcript  of  the  proceeding 
did  not  indicate  whether  the  jury  made 
any  oral  or  physical  affirmance  in 
response  to  the  clerk's  question.  On 
appeal,  the  defendant  argued  that  the 
jury's  verdict  was  invalid  because  it  was 
not  orally  affirmed  by  all  jurors.  The 
Supreme  Judicial  Court  disagreed, 
concluding  that  the  jury's  affirmance  of 
the  verdict  could  be  inferred  from  the 
lack  of  any  juror  dissent  in  response  to 
the  clerk's  question. 
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call  for  assistance.  The  main  office  number  for  all  extensions  listed  below  is  (617)  727- 
2200;  TTY-(617)  727-4765.  The  office  address  is:  Office  of  the  Attorney  General,  One 
Ashburton  Place,  Boston,  MA  02108. 

This  publication  is  available  in  alternate  formats  for  persons  with  disabilities.  If 
you  would  like  your  copy  of  Attorney  General  Scott  Harshbarger's  Law  Enforcement 
Newsletter  in  large  print,  audio-tape  or  another  format,  please  contact  us. 
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Ext. 

Scott  Harshbarger,  Attorney  General 2042 

Thomas  H.  Green,  First  Assistant 2057 

LEN  EDITOR 

Elisabeth  J.  Medvedow 2822 

CRIMINAL  BUREAU 

Frances  A.  Mclntyre,  Bureau  Chief 2810 

Susan  Hicks  Spurlock,  Deputy  Bureau  Chief 2809 

Mark  D.  Smith,  Deputy  Chief  of  Litigation 2858       j 

Pamela  L.  Hunt,  Chief,  Appellate  Division   2826 

Captain  Jack  D.  Kelly,  Chief,  Criminal  Investigations  Division 2838 

Martin  E.  Levin,  Chief,  Environmental  Strike  Force   2812 

Carol  A.  Starkey,  Chief,  Economic  Crimes  Division 2860 

37 


Law  Enforcement  Newsletter 


Robert  Sikellis,  Chief,  Narcotics  and  Special  Investigation  Division 2510 

Jeremy  Silverfme,  Chief,  Public  Integrity  Division 2852 

Mary  A.  Phillips,  Bureau  Attorney  for  Training  and  Administration 2868 

Elisabeth  J.  Medvedow,  Bureau  Attorney  for  Policy  and  Legislation   2822 

BUSINESS  AND  LABOR  PROTECTION  BUREAU 

Stuart  T.  Rossman,  Bureau  Chief 3232 

John  !_.  Ciardi,  Chief,  Insurance  Fraud  Division 3233 

Marie  St.  Fleur,  Chief,  Unemployment  Fraud  Division  3330 

Nick  Messuri,  Chief,  Medicaid  Fraud  Control  Unit   3405 

Barbara  Piselli,  Chief,  Fair  Labor  and  Business  Practices  Division   3292 

FAMILY  AND  COMMUNITY  CRIMES  BUREAU 

Diane  S.  Juliar,  Bureau  Chief 2550 

Judith  E.  Beals,  Chief,  Victim  Compensation  and  Assistance  Division 2551 

PUBLIC  PROTECTION  BUREAU 

Barbara  B.  Anthony,  Bureau  Chief 2925 

Freda  Fishman,  Deputy  Chief 2926 

GOVERNMENT  BUREAU 

Douglas  Wilkins,  Bureau  Chief 3328 

Peter  Sacks,  Deputy  Chief 2064 


38 


WESTERN  MASSACHUSETTS  DIVISION 

Edward  Berlin,  Chief (413)  784-1240 

Judith  Zeprun  Kalman,  Chief  of  Litigation (413)  784-1240 


In  order  to  maintain  an  accurate  mailing  list,  please  indicate  on  the  attached 
address  verification  form  whether  you  would  like  to  remain  on  the  list,  be  removed  from 
the  list,  or  whether  anyone  else  you  know  would  like  to  receive  the  LEN. 


39 


Law  Enforcement  Newsletter 


ADDRESS  VERIFICATION  FORM 

We  are  in  the  process  of  updating  the  mailing  list  for  the  Law  Enforcement 
Newsletter  (LEN).  Please  check  the  appropriate  box. 

□         I  would  like  to  continue  receiving  the  LEN.  My  correct  address  is  as 
follows: 


□         I  would  no  longer  like  to  receive  the  LEN.  Please  remove  my  name  from 
the  mailing  list. 


□         I  know  of  others  who  would  like  to  receive  the  LEN.  Please  add  the 
following  (include  additional  sheet  if  necessary)  to  the  list: 


Once  you  have  you  completed  this  form,  please  return  it  to: 

Sheila  Rosselli 

Office  of  the  Attorney  General 

Criminal  Bureau 

One  Ashburton  Place,  18th  Floor 

Boston,  MA  02108 


(617)727-2200 


Law  Enforcement  Newsletter 

Office  of  the  Attorney  General 
for  the  Commonwealth  of  Massachusetts 

GOVERNMENT  DOCUMENTS 
COLLECTION 


MOV  TFWSB" 

University  of  Massachusetts 
Depository  Copy 


Scott  Harshbarger 
Attorney  General 


Fall  1998 


LETTER  FROM  THE  ATTORNEY  GENERAL: 

IMPORTANT  NEW  TOOLS  FOR  LAW  ENFORCEMENT 


I.  Introduction 

Welcome  to  the  latest  edition  of  the  Law  Enforcement  Newsletter.    This  issue  features 
important  news  regarding  a  variety  of  high  tech  crime  matters,  including  computer  crime 
investigations,  protecting  children  from  on-line  sexual  predators,  and  strategies  for  investigating 
and  charging  Internet-related  domestic  violence  cases. 

But  first,  I  would  like  to  discuss  an  important  new  gun  law  that  will  strengthen  our  ability 
to  protect  our  communities  and  improve  public  safety,  and  my  concerns  about  our  crippled  sex 
offender  registry  law. 

II.  New  Gun  Law 

In  July,  the  Massachusetts  Legislature  filled  another  crucial  piece  of  the  gun  safety  puzzle 
by  enacting  a  new  gun  control  law  that  not  only  reflects  tough  law  enforcement  but  also  basic 
common  sense. 


The  law,  which  took  effect  October  21,  includes  parts  of  my  first-in-the-nation  consumer 
protection  regulations  on  handgun  safety,  as  well  as  many  gun  licensing  reforms  that  I  have 
advocated  for  more  than  five  years. 

Among  its  provisions: 

•  Codification  of  key  sections  of  my  consumer  protection  regulations  on  handgun  safety, 

including  those  that  ban  the  sale  of  junk  guns  in  Massachusetts  and  require  trigger  locks 
on  all  handguns  sold  in  the  state; 


Reforms  in  gun  licensing  laws,  including  a  requirement  to  renew  FID  cards  every  four 
years  instead  of  the  current  licenses-for-life,  and  a  requirement  that  a  photograph  and 
fingerprints  also  be  on  the  license; 

Closing  of  a  loophole  in  Massachusetts  law  that  allowed  violent  criminals,  including 
felons  and  certain  domestic  abusers,  to  legally  own  guns; 

Codification  of  the  federal  assault  weapons  ban  into  Massachusetts  law; 

Enhancement  of  penalties  for  crimes  involving  the  use  of  firearms  and  creation  of  a  new 
armed  career  criminal  statute; 

And,  important  new  resources  for  police  chiefs  to  modernize  gun  record  keeping  systems. 


I  admit  I  am  disappointed  with  the  law's  provisions  regarding  assault  weapons,  which 
codify  the  existing  federal  ban.    The  public  safety  protections  could  have  been  much  stronger  if 
the  law  had  included  the  expanded  assault  weapons  ban  I  have  sought  for  years.    It  does  provide 
a  safety  net  if  the  federal  ban  is  erased,  but  it  doesn't  go  far  enough.  I  intend  to  keep  fighting  for 
an  all-out  ban  on  assault  weapons,  and  for  greater  interstate  cooperation  to  prevent  cheap 
handguns  and  other  weapons  from  flowing  into  Massachusetts  from  other  states. 

However,  taken  as  a  whole,  this  law  is  one  of  the  toughest  gun  control  measures  in  the 
country.   It  is  a  victory  for  common  sense  and  for  the  protection  of  our  children  and  our 
neighborhoods.  It  sends  a  clear  message  that  here  in  Massachusetts  we  are  serious  about  doing 
all  we  can  to  protect  innocent  citizens  from  gun  violence  and  gun-related  tragedies  —  without 
infringing  on  the  rights  of  law-abiding  gun  owners  and  sportsmen. 

While  on  the  subject  of  reducing  gun  violence,  I  want  to  make  sure  the  law  enforcement 
community  is  aware  of  an  important  public  safety  and  violence  prevention  project  that  my  office 
has  undertaken  in  partnership  with  Stop  Handgun  Violence. 

We  have  joined  forces  to  distribute  statewide  an  outstanding  program  produced  by  the 
National  Emergency  Medicine  Association  especially  for  young  people.   It's  called  In  a  Flash. 
The  program  consists  of  a  20-minute  video  with  an  accompanying  teaching  resource  guide.   This 
extremely  thought-provoking  program  vividly  depicts  the  terrible  consequences  of  gun  violence  - 
-  not  just  the  tragic  deaths,  but  also  the  crippling  injuries  and  disfigurements  which  can  change  a 
young  life  forever.   The  program  also  shows  typical  situations  which  can  lead  to  gun  violence 
and  offers  guidance  for  young  viewers  on  developing  non-violent  alternatives  to  conflict 
resolution. 

The  thing  I  like  best  about  In  a  Flash  is  that  it  involves  discussion.   It  isn't  a  lecture  on 
tape.  Rather,  it's  a  program  designed  to  foster  a  discussion  among  the  teens  who  watch  it. 
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We  have  distributed  copies  of  In  A  Flash  to  every  school  system  in  the  state.  I  hope  it 
will  become  a  standard  part  of  violence  prevention  curricula  in  schools  all  across  Massachusetts. 
Many  of  you  may  be  interested  in  using  it  during  your  visits  to  classrooms  and  community 
groups.    You  can  contact  my  office  for  information  on  how  to  get  a  copy. 

III.       Sex  Offender  Registry 

You  all  know  that  recent  court  rulings  on  the  state's  sex  offender  registry  law  have 
paralyzed  the  process  for  the  public  to  learn  about  serious,  repeat  sexual  offenders.  In  fact,  as  of 
this  writing,  there  is  absolutely  no  community  notification  being  made,  which  is  a  major  public 
safety  issue.  The  Sex  Offender  Registry  Board  has  put  on  hold  the  massive  task  of  classifying 
the  state's  13,000  offenders,  and  the  threat  of  lawsuits  has  dampened  local  police  efforts  to 
conduct  community  notification. 

My  office  worked  hard  with  police  chiefs  and  others  in  the  law  enforcement  community 
for  passage  of  registry  reforms  this  year.    I  think  I  can  speak  for  us  all  when  I  say  it  was  a 
disappointment  that  reforms  did  not  become  a  reality.  I  urge  the  Legislature  to  make  fixing  the 
registry  a  priority  of  its  next  session,  so  that  people  have  access  to  the  information  they  need  to 
protect  themselves  and  their  families  from  dangerous  and  repeat  sexual  offenders. 

I  intend  to  refile  my  proposed  legislative  solutions,  which  would  strengthen  the  ability  of 
citizens  to  inquire  about  sex  offenders  in  their  community,  expedite  and  improve  the  system  for 
classifying  sex  offenders,  close  gaps  in  the  current  law  that  allow  many  dangerous  sexual 
offenders  to  avoid  registration,  and  stiffen  penalties  for  offenders  who  fail  to  register. 

My  proposal  includes  the  following: 

•  Secure  and  strengthen  citizens'  ability  to  receive  information  about  dangerous  sexual 
offenders  who  live  or  work  anywhere  in  their  community.  Currently,  the  public  can 
only  seek  information  about  offenders  who  live  or  work  within  a  one-mile  radius  of  a 
specific  address,  including  the  address  of  a  home,  workplace  or  school. 

•  Expedite  and  improve  the  system  for  classifying  sex  offenders  as  to  their  likelihood  of 
re-offending  by  establishing  a  full-time,  paid  Sex  Offender  Registry  Board,  and 
allowing  single  Board  members  to  make  classification  decisions.  Currently,  Board 
members  serve  on  a  part-time,  uncompensated  basis,  and  every  Board  member  reviews 
every  case.  As  a  result,  the  vast  majority  of  the  13,000  offenders  in  the  registry  remain 
unclassified,  thereby  delaying  community  notification  because  local  police  can't  actively 
warn  the  community  until  a  classification  is  made. 


Close  gaps  in  the  current  law  which  allow  many  dangerous  sexual  offenders,  including 
those  convicted  of  offenses  involving  children,  to  avoid  registration.  I  propose 
expanding  the  reach  of  the  Registry  by  broadening  the  list  of  covered  sexual  offenses  to 


a  state  of  nudity  or  sexual  conduct;  inducing  a  minor  into  prostitution;  and,  drugging 
another  for  the  purpose  of  sexual  intercourse;  and  by  creating  a  new,  heightened  category 
of  "Sexually  Violent  Predators,"  who  must  register  with  police  every  90  days. 

•  Toughen  sanctions  against  offenders  who  refuse  to  register  by  doubling  the  maximum 

penalty  for  failure  to  register  to  five  years  in  state  prison;  penalize  offenders  who  fail  to 
give  police  advance  notice  of  a  change  of  address;  and,  make  it  a  crime  to  provide  false 
registration  information. 

The  Sex  Offender  Registry  and  community  notification  process  are  important  and 
necessary  public  safety  tools.    We  must  ensure  that  the  Registry  is  as  effective  as  it  can  possibly 
be,  and  achieves  its  goal  of  protecting  children  and  others  from  dangerous  sexual  offenders. 


IV.       Public  Safety  Technology  Center 

As  you  turn  the  pages  of  this  Law  Enforcement  Newsletter,  the  impact  of  advances  in 
technology  on  public  safety  and  crime  fighting  will  be  abundantly  clear.  It  has  gotten  to  the 
point  where  some  of  society's  most  dangerous  criminals  don't  use  guns.    Their  weapon  of 
choice  is  a  computer.    We  must  stay  at  least  one  step  ahead  of  them  on  the  technology  curve  if 
we  are  to  meet  our  responsibility  to  protect  our  children,  our  families  and  our  neighborhoods. 

I  am  pleased  to  announce  that  my  office  has  awarded  a  $95,000  grant  to  the  Center  for 
Technology  Commercialization  to  be  used  as  a  catalyst  for  the  creation  of  a  Public  Safety 
Technology  Center.  The  Center  will  provide  training  and  technical  assistance  to  the  law 
enforcement  community  in  the  area  of  new  criminal  justice  related  hardware,  software  and 
programming. 

Research,  education  and  training  in  the  latest  developments  in  law  enforcement 
technology  will  greatly  advance  the  provision  of  service  by  law  enforcement  throughout  the 
Commonwealth. 


V,        A  Closing  Note 

Finally,  this  will  be  the  last  Law  Enforcement  Newsletter  of  my  administration  as 
Attorney  General.   I  want  to  thank  all  of  you  for  the  commitment  you  have  shown  to  enhancing 
public  safety  for  our  families  and  in  our  neighborhoods,  and  for  working  together  with  me  in 
partnership  on  so  many  issues  that  improve  the  quality  of  life  in  Massachusetts. 

Law  enforcement  is  a  tough  profession.  You  don't  need  me  to  tell  you  that.  We  get  much 
of  the  blame  when  things  go  wrong  and  little  credit  when  things  go  right.  There  are  no  headlines 
and  no  camera  crews  when  a  crime  is  prevented,  and  no  standing  ovations  for  peace  and  quiet. 

But  we  in  law  enforcement  know  that  it  is  no  accident  that  both  violent  and  property 
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crime  in  Massachusetts  are  significantly  down.    It  is  no  accident  that  neighborhoods  and 
communities  throughout  this  Commonwealth  are  making  a  comeback  as  safe  and  attractive 
places  to  live,  work  and  visit.    And  it  is  no  accident  that  more  and  more  abused  women  are  being 
sheltered  and  supported;  that  more  children  are  being  protected;  that  more  gangs  are  being 
broken  up;  and,  that  more  violent  criminals  are  spending  more  time  behind  bars. 

And,  it  is  no  accident  that  more  and  more  experts  from  across  America  are  looking  to 
Massachusetts  as  a  leader  in  law  enforcement,  crime  prevention  and  criminal  justice. 

I  have  enormous  respect  for  you,  I  am  proud  to  have  worked  with  you,  and  I  look  forward 
to  continuing  to  do  so  in  the  future. 


Harshbarger 
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GENERAL  LAWS  UPDATE 

Sean  Kealy 
Assistant  Attorney  General 

Michael  Fabbri 

Assistant  District  Attorney 

Middlesex  County 

An  Act  Relative  to  the  Consideration  of  Domestic  Violence  in  Custody  and  Visitation 
Proceedings  (St.  1998,  c.  179,  effective  July  2,  1998) 

This  act  amends  G.L.  c.  208  §31,  by  adding  a  new  section,  §31  A,  which  mandates  that 
the  probate  court  consider  evidence  of  present  abuse  toward  a  parent  or  child  when  deciding  and 
issuing  any  temporary  or  permanent  custody  order.  A  probate  court's  finding,  by  a 
preponderance  of  the  evidence,  that  a  pattern  or  serious  incident  of  abuse  has  occurred  creates  a 
rebuttable  presumption  that  it  is  not  in  the  best  interests  of  the  child  to  be  placed  in  the  sole 
custody  with  the  abusive  parent.  For  the  purposes  of  this  act,  "an  abusive  parent"  means  a  parent 
who  has  committed  a  pattern  of  abuse  or  a  serious  incident  of  abuse.  This  act  specifies  that  an 
order  issued  under  G.L.  c.  209A  does  not  in  and  of  itself  constitute  evidence  of  abuse,  but  may  be 
admissible  for  other  purposes  as  the  court  determines.  This  act  also  lists  several  possible 
provisions  for  the  safety  and  well  being  of  the  child  which  may  be  ordered  by  the  court  if  it 
orders  visitation  to  an  abusive  parent. 

An  Act  Relative  to  Gun  Control  in  the  Commonwealth  (St.  1998,  c.  180,  effective  October 
21,  1998) 

a.  Assault  Weapon  Provisions.  This  act  bans  the  possession,  sale  or  transfer  of 
assault  weapons  or  large  capacity  ammunition  feeding  devices  not  lawfully  possessed  on  the 
effective  date  of  the  federal  ban  (9/13/94).  This  act  does  not,  however,  ban  the  future  sale  of 
assault  weapons  or  large  capacity  ammunition  feeding  devices  manufactured  before  1994.  In 
order  to  purchases  an  assault  weapon,  one  must  qualify  for  a  Class  "A"  license  to  carry,  which 
carries  heightened  restrictions  and  may  be  denied  or  revoked  on  "suitability  ground. 

b.  Licensing  Reform.  This  act  also  signifies  changes  the  laws  relative  to  FID  Cards 
and  Licenses  to  Carry  (LTCs).  LTCs  are  divided  into  two  classes;  Class  A  and  Class  B.  Class  A 
licenses  relate  to  the  use  and  possession  of  large  capacity  firearms  and  weapons  and  large 
capacity  ammunition  feeding  devices.  Class  B  LTCs  relate  to  the  use  and  possession  of  non- 
large  capacity  firearms  and  large  capacity  rifles  and  shotguns.  Chiefs  of  Police  maintain  the 
discretion  to  deny,  suspend  or  revoke  all  LTCs  on  "suitability"  ground.  The  law  disqualifies 
anyone  from  holding  a  LTC  or  FID  who  has  been  convicted/adjudicated  delinquent  or  as  a 
youthful  offenders  of  a:  (a)  felony;  (b)  misdemeanor  punishable  by  more  than  two  years;  ©  crime 
of  violence  (very  broadly  defined);  (d)  drug  offenses;  or  (e)  weapons  offense.  (An  FID  applicant 
will  qualify  if  certain  minor  weapon  and  drug  convictions  are  more  than  five  years  old.)  The  law 


also  disqualifies  people  who  have  an  outstanding  arrest  warrant,  and  people  subject  to  G.L.  c. 
209A  orders. 

In  addition:  the  fee  for  all  permits  is  increased  to  $25  (a  portion  of  which  goes  to  the  Firearms 
Record  Keeping  Trust  Fund):  any  person  applying  for  any  firearms  permit  who  was  not  licensed 
as  of  6/1/98  must  submit  a  basic  firearms  safety  certificate  to  the  licensing  authority;  all 
cards/licenses  expire  after  4  years;  any  person  applying  for  a  license  to  carry  must  be  at  least  21 
years  of  age;  and  all  applicants  for  cards  and  licenses  must  be  fingerprinted  and  photographed. 

Also,  the  law  enables  the  police  to  store  all  surrendered  weapons  in  a  bonded  warehouse 
including  weapons  confiscated  under  G.L.  c.  209A  suspension  or  surrender  order.  The  law  also 
clarifies  that  a  person  subject  to  a  G.L.  c.  209A  suspension  and  surrender  order  may  not  transfer 
possession  of  weapons  to  anyone  other  than  a  licensed  dealer. 

c.  Provisions  to  Protect  Children  and  Enhance  Gun  Safety.  This  act  prohibits 
anyone  from  selling  firearms  to  a  person  under  the  age  of  21  (raised  from  18  years  old). 
Penalties  for  sale  to  a  "minor"  are  increased  to  imprisonment  for  up  to  10  years. 

This  law  prohibits  the  transfer  of  a  large  capacity  weapon  by  a  parent  or  guardian  to  a 
person  under  the  age  of  18.  The  penalty  for  such  offense  is  imprisonment  for  not  less  than  5  nor 
more  than  1 0  years. 

This  act  further  forbids  the  sale  of  poorly  made  weapons,  or  "junk  guns".  It  also  makes  it 
an  unfair  or  deceptive  trade  to  practice  under  G.L.  c.  93A  for  a  manufacturer  or  dealer  to  sell  a 
firearm  or  large  capacity  semiautomatic  weapon  without  a  safety  device  designed  to  prohibit 
discharge  by  unauthorized  users.  This  law  also  specifies  that  individuals  must  store  weapons  in  a 
locked  container  or  with  a  tamper  resistant  safety  device. 

d.  Dealer  Restriction.  This  law  requires  firearms  dealers  to  verify  permits  in  person 
and  specifies  that  they  cannot  conduct  transactions  by  mail,  fax,  or  over  the  Internet.  The  law 
requires  all  dealers  to  have  a  place  of  business,  and  prohibits  them  for  dealing  out  of  their  home, 
and  requires  an  annual  inspection  of  dealer's  commercial  premises  by  the  licensing  authority. 
The  law  also  extends  the  conditions  placed  on  a  dealer's  license  to  prohibit  the  sale  of  assault 
weapons  and  junk  guns.  The  penalties  for  violating  the  conditions  of  a  dealer's  license  have  also 
been  enhanced. 

e.  Firearms  Record  Keeping  Trust  Fund.  This  law  creates  a  trust  fund  to  improve 
the  quality  of  record  keeping  of  firearm  transfers,  and  to  improve  access  by  local  law 
enforcement  to  state  firearms  records. 

f.  Covert  Weapons  Banned.  This  law  bans  the  possession  and  sale  of  weapons 
that  are  not  detectable  as  weapons  by  x-ray,  metal  detectors,  or  visually  (e.g.  weapons  in  the 
shape  of  a  cigarette  lighter,  key  chain,  etc.). 
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g.         Penalties  for  Gun-Related  Crimes.  This  law  enhances  the  penalty  for  using  a 
firearm  in  the  commission  of  a  felony.  The  new  penalties  are  imprisonment  for  not  less  than  5 
years,  or  not  less  than  10  years  for  large  capacity  weapons.  This  law  also  makes  it  a  crime  to 
possess  a  large  capacity  firearm,  rifle,  or  shotgun,  of  feeding  device  without  a  valid  license, 
punishable  by  not  less  than  2  Vi  nor  more  than  1 0  years.  This  legislation  also  creates  an  Armed 
Career  Criminal  Act  which  prohibits  someone  who  has  been  convicted  of  a  violent  crime  or 
serious  drug  offense,  from  unlawfully  possessing  a  firearm.  Punishment  under  this  act  is  by 
imprisonment  for  not  less  than  3  nor  more  than  1 5  years.  For  two  violent  crimes/serious  drug 
offenses  the  penalty  is  imprisonment  for  not  less  than  1 0  nor  more  than  1 5  years.  For  three 
violent  crimes/serious  drug  offenses  the  penalty  is  imprisonment  for  not  less  than  1 5  nor  more 
than  20  years.  This  act  creates  the  crime  of  being  under  the  influence  of  drugs  or  alcohol  while 
possessing  or  carrying  a  loaded  rifle,  shotgun  or  firearm.  Finally,  the  penalties  for  1 5  crimes, 
such  as  rape,  home  invasion,  and  kidnaping,  are  enhanced  if  the  offender  is  armed  with  a  weapon 
when  committing  the  offense. 

An  Act  Relative  to  Grants  of  Immunity.  (St.  1998,  c.  188,  effective  October  20,  1998). 

G.L.  c.  233,  §§20C-20H  formerly  only  allowed  the  Attorney  General  or  a  District 
Attorney  to  apply  to  the  SJC  for  an  order  granting  immunity  to  a  witness  who  had  been  called  to 
testify  before  the  grand  jury  which  is  investigating  one  of  several  specific  offenses.  The 
Attorney  General  or  the  District  Attorney  may  now  apply  for  the  grant  of  immunity  to  a  witness 
to  either  a  justice  of  the  SJC,  the  Appeals  Court  or  the  Superior  Court,  not  only  during  a  grand 
jury  proceeding,  but  at  any  time  during  a  criminal  proceeding.  The  court  must  then  hold  a  closed 
hearing  at  which  the  witness  is  entitled  to  representation  by  an  attorney.  After  the  hearing  the 
court  may  issue  an  order  granting  immunity  to  the  witness.  The  order  granting  immunity  shall  be 
in  writing  and  will  become  effective  upon  the  refusal  of  the  witness  to  answer  a  question  or 
produce  evidence  on  the  basis  of  his  privilege  against  self-incrementation.  This  act  also  now 
allows  the  Attorney  General  or  District  Attorney  to  request  a  stay  of  any  criminal  proceeding, 
with  the  exception  of  grand  jury  proceedings,  until  the  justice  acts  on  their  application  for  a  gant 
of  immunity.  If  a  jury  has  been  impaneled,  the  act  mandates  that  the  justice  shall  conduct  an 
expedited  hearing. 

The  new  law  mandates  that  the  Attorney  General  must  now  notify  all  District  Attorneys 
of  any  application  for  a  grant  of  immunity,  just  as  the  DAS  have  had  to  notify  other  prosecutorial 
offices  of  their  immunity  applications.  The  Attorney  General  or  a  District  Attorney,  however, 
may  now  waive,  either  orally  or  in  writing,  his  right  to  be  served  with  an  application,  and  the 
applicant  may  either  file  an  affidavit  of  proof  or  service  or  the  waivers  of  service  with  the  court. 

The  list  of  offenses  for  which  the  witness  is  refusing  to  testify  or  produce  evidence  has 
also  been  amended  to  include  the  offense  of  uttering  or  any  other  felony  not  already  listed  in 
G.L.  c.  233,  §20D. 


An  Act  Further  Regulating  Junior  Operators'  Licenses.  (St.  1998,  c.  220,  effective 
November  4,  1998) 

This  act,  in  part,  adjusts  the  punishments  and  suspensions  available  under  G.L.  c.  90,  §8 
which  regulates  the  application,  examination,  and  renewal  of  motor  vehicle  operator's  licenses. 

This  law  adds  new  requirements  for  obtaining  a  learner's  permit  including  that  the 
applicant  has  not  been  convicted  of  violating  any  alcohol  or  drug  related  law.  For  the  purposes 
of  this  act,  continuances  without  a  finding  or  placing  a  charge  on  file  is  deemed  to  be  a 
conviction.  This  provision  only  applies  to  persons  who  apply  for  a  junior  operator's  license  on 
or  after  the  effective  date  of  this  act. 

This  act  also  mandates  that  during  the  first  six  months  of  being  licensed,  a  junior  operator 
may  not  have  a  passenger  in  the  vehicle  who  is  under  1 8  years  of  age,  with  the  exception  of  a 
immediate  family  member,  unless  there  is  also  a  front  seat  passenger  who  is  fully  licensed 
operator  and  is  at  least  21  years  old.  If  this  provision  is  violated  the  junior  operator's  licenses 
may  be  suspended  for  30  days  for  a  first  offense,  60  days  for  a  second  offense,  and  90  days  for  a 
third  offense.  A  person  may  only  operate  a  vehicle  with  a  learner's  permit  with  a  fully  licensed 
person  who  is  at  least  2 1  years  old  in  the  front  passenger  seat,  and  they  may  not  operate  a  vehicle 
between  12:00  a.m.  and  5:00  a.m. 

This  law  also  amends  G.L.  c.90,  §20  (relative  to  punishments  and  penalties)  so  that  the 
holder  of  a  junior  operator's  license  who  is  convicted  of  speeding,  drag  racing,  or  violating  the 
pedestrian  laws  (G.L.  c.  90,  §§17,  17A  or  18)  shall,  in  addition  to  any  other  penalties,  fines  or 
suspensions,  have  their  licenses  suspended  for  1 80  days  for  a  second  offense  and  1  year  for  a 
third  or  subsequent  offense. 

This  law  amends  G.L.  c.  90„  §24P  (relative  to  alcohol  education  and  treatment  programs 
for  minors)  to  provide  specific  penalties  for  impaired  operators  under  the  age  of  1 8  years.  A 
minor  who  registers  a  blood  alcohol  percentage  of  two  one-hundredths  or  greater,  or  refuses  to  be 
tested,  shall  have  their  license  suspended  for  one  year  in  addition  to  any  other  penalty  required 
under  G.L.  c.  90,  §24  (OUI),  §24G  (motor  vehicle  homicide)  or  §24L  (OUI  causing  serious 
bodily  injury).  A  minor  who  violates  these  laws  for  a  first  offense  shall  have  his  license  be 
suspended  for  180  days  in  addition  to  the  assignment  to  a  treatment  program  for  underage 
drinkers.  If  the  minor  fails  the  program,  his  license  shall  be  suspended  for  one  year.  A  minor 
who  violates  G.L.  c.  90,  §§24, 24G  or  241  (driving  while  drinking  from  an  open  container)  or 
§24L  shall  have  his  license  suspended  for  one  year  for  a  second  or  subsequent  offense. 

The  enhanced  suspensions  under  this  act  shall  apply  to  violations  committed  on  or  after 
the  effective  date  of  this  act.  This  law  specifies  that  an  operator's  license  may  not  be  issued  to  a 
person  who  has  had  his  junior  operator's  license  suspended  or  revoked  until  the  full  term  of  the 
suspension  or  revocation  has  been  served  without  regard  to  age. 
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Finally,  this  act  doubles  the  suspension  time  of  a  license  for  an  operator  who  violated  G.L.  c. 
138,  §34A,  (minors  purchasing  alcohol).  Violations  of  this  section  are  to  be  reported  to  the 
Registrar  of  Motor  Vehicles  and  the  defendant's  license  will  be  suspended  for  180  days. 

An  Act  Relative  to  the  Prevention  of  Drug  Induced  Rape  and  Kidnaping.  (St.  1998,  c.  232, 
effective  August  7,  1998.) 

This  law  adds  three  substances  to  Class  A  of  G.L.  c.  94C,  §31 :  (1)  Flunitrazepam,  (2) 
Gamma  Hydroxy  Butyric  Acid,  and  (3)  Ketamine  Hydrochloride. 

This  law  also  amends  G.L.  c.  265  by  adding  section  26B,  which  imposes  a  sentence  of  10 
years  to  life  on  anyone  who  uses  a  drug  with  the  intent  to  stupefy  or  overpower  a  person  in  order 
to  commit  kidnaping.  If  a  person  violates  this  section  with  the  intent  to  extort  money  he  shall  be 
punished  by  imprisonment  for  15  years  to  life. 

This  law  revises  G.L.  c.  272,  §3  (relative  to  drugging  persons  for  sexual  intercourse)  to 
expand  the  type  of  sexual  activity  which  is  prohibited  when  a  person  has  been  drugged,  from  the 
former  standard  of  "unlawful  sexual  intercourse"  to  "sexual  intercourse  or  unnatural  sexual 
intercourse."  The  penalties  for  this  section  are  now  imprisonment  in  the  state  prison  for  ten  years 
to  life,  or  jail  or  house  of  correction  for  not  more  than  2  lA  years,  or  a  fine  of  not  more  than 
$1,000,  or  both  and  imprisonment  in  jail  or  house  of  correction. 

Finally,  this  act  revises  G.L.  c.  272,  §1 1  so  that  a  person  may  be  convicted  of  drugging  a 
person  for  sexual  intercourse  on  the  evidence  of  one  person  without  "corroboration  in  material 
particular."  The  statute  of  limitation  for  this  sex  crime  has  also  been  extended. 

An  Act  Relative  to  the  Payment  of  Wages.  (St.  1998,  c.  236,  effective  November  5,  1998) 

When  investigating  and  prosecuting  violations  of  the  various  Massachusetts  wage  laws, 
the  Attorney  General's  Office  may  now  either  seek  enhanced  criminal  penalties,  or  rather  than 
charging  a  violator  in  criminal  court,  may  issue  a  civil  citation  and  assess  the  violator  a  fine  and 
restitution. 

The  former  wage  laws  contained  separate  criminal  penalties  for  the  various  possible 
violations  of  the  wage  laws  found  in  G.L.  c.  149,  §§26, 27, 27A,  27B,  27F,  27G,  27H,  (relative 
to  the  prevailing  wage  law),  §§1  A,  IB,  or  19  (relative  to  the  payment  of  minimum  wages  and 
overtime).  This  act  rewrites  G.L.  c.  149,  §27C  so  that  any  employer,  contractor,  foreman,  or 
employee  who  willfully  violates  the  above  sections  shall  be  punished  for  a  first  offense  with  a 
fine  of  not  more  than  $25,000  or  imprisonment  of  not  more  than  1  year,  or  both  imprisonment 
and  fine.  A  second  or  subsequent  offense  shall  be  punished  with  a  fine  of  not  more  than  $50,000 
or  imprisonment  of  not  more  than  2  years,  or  both.  In  addition  to  these  penalties,  the  violator 
shall  be  prohibited  from  contracting  with  the  Commonwealth  for  the  construction  of  any  public 
building  for  five  years.  If  the  violation  was  made  without  a  willful  intent,  the  penalties  are  as 


follows:  a  fine  of  not  more  than  $10,000,  or  imprisonment  of  not  more  than  six  months  for  a  first 
offense,  and  for  a  subsequent  offense,  a  fine  of  not  more  than  $25,000  or  imprisonment  of  not 
more  than  1  year,  or  both.  In  addition  to  these  penalties,  the  violator  shall  be  prohibited  from 
contracting  with  the  Commonwealth  for  the  construction  of  any  public  buildings  for  up  to  six 
months  for  a  first  offense  and  up  to  three  years  for  a  subsequent  offense.  This  new  law  mandates 
that  after  a  conviction  or  disposition,  the  clerk  shall  send  a  notice  of  the  conviction  to  the 
Attorney  General,  who  must  then  send  written  notice  to  all  departments  or  agencies  for  the 
Commonwealth  that  contract  for  public  construction. 

The  most  significant  change  to  the  wage  laws,  however,  is  the  Attorney  General  may  now 
issue  either  a  written  warning  or  a  civil  citation  to  violators  of  the  wage  laws.  Rather  than  pursue 
the  matter  criminally  in  all  cases,  the  Attorney  General  may  require  that  the  infraction  be 
rectified,  that  the  restitution  be  made  to  the  aggrieved  party,  or  that  a  civil  penalty  of  not  more 
than  $25,000  for  each  violation  be  paid  within  21  days  from  the  issuance  of  the  citation.  If  a 
violator  fails  to  pay  a  civil  penalty  or  restitution,  the  Attorney  General  may  apply  for  a  criminal 
complaint  for  the  violation  of  the  appropriate  section  of  this  chapter. 

In  addition,  chapter  G.L.  c.  149,  §148A  now  specifies  that  an  employer  who  discharges  or 
discriminates  against  an  employee  because  the  employee  has  made  a  complaint  to  the  Attorney 
General  or  assists  the  Attorney  General  in  an  investigation  dealing  with  the  prevailing  wage  laws 
shall  be  punished  with  a  fine  of  up  to  $50,000  or  imprisonment  of  not  more  than  six  months,  or 
both  fine  and  imprisonment. 

An  Act  Prohibiting  the  Disclosure  of  the  Names  and  Telephone  Numbers  of  Department  of 
Social  Services  Personnel.  (St.  1998,  c.  238,  effective  November  5,  1998) 

This  act  amends  G.L.  c.  66,  §10  so  that  the  home  address  and  telephone  number  of 
Department  of  Social  Services  personnel  are  now  excluded  from  public  inspection.  Limited 
exceptions  apply. 

An  Act  Relative  to  the  Consumer  and  Merchant  Protection  Act.  (St.  1998,  c.  295,  effective 
November  9,  1998) 

This  act,  in  pertinent  part,  authorized  the  director  of  the  Division  of  Standards  to  issue 
civil  citations  as  an  alternative  to  criminal  proceedings  for  violations  of  the  weight  and 
measurements  laws  found  in  G.L.  c.  6  and  98.  The  civil  citation  may  equal  75  percent  of  the 
maximum  criminal  fine  provided  for  each  violation.  If  the  fine  levied  is  not  paid  within  a  certain 
amount  of  time,  the  director  of  the  Division  of  Standards  may  either  apply  for  a  criminal 
complaint  or  may  initiate  a  civil  action  in  the  district  court. 
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An  Act  Providing  for  Registration  of  Bicycle  Messenger  Services  and  Licensing  of 
Commercial  Messengers  in  the  City  of  Boston.  (St.  1998,  c.  302,  effective  November  12, 
1998) 

This  act  mandates  that  commercial  bicycle  messengers  must  apply  for  licenses  from  the 
Boston  Police  Department  and  display  an  officially  issued  license  plate  on  the  rear  of  their 
bicycle.  Messenger  services  within  the  city  of  Boston  may  only  employ  properly  licensed  riders 
and  must  provide  instruction  to  them  on  safety.  A  bicycle  messenger  shall  be  subject  to  a  fine 
for  failing  to  be  properly  licensed,  not  properly  wearing  a  helmet,  or  not  properly  displaying  a 
license  plate.  The  fines  for  each  offense  is  $100  for  a  first  offense,  $250  for  a  second  offense, 
and  up  to  $300  for  a  third  or  subsequent  offense.  The  Boston  Police  Commissioner  may  deny, 
suspend,  or  revoke  a  commercial  bicycle  messenger  license  at  his  discretion. 

An  Act  Prohibiting  Sex  Offenders  from  Work  Release  Programs.  (St.  1998,  c.  308,  effective 
November  19,  1998) 

This  act  amends  the  first  paragraph  of  G.L.  c.  127,  §49  to  exclude  sex  offenders  or 
sexually  dangerous  people  from  being  eligible  for  any  program  outside  a  correctional  facility 
authorized  under  §48  or  any  other  work  release  program  authorized  by  law. 

Chapter  50  of  the  Acts  of  1998  (effective  June  11,1 998):  This  statute  amends  G.L.  c. 
94C  §  1 .  The  amendment  alters  the  definition  of  drug  paraphernalia  from  instruments  "used,  or 
intended  for  use,"  to  those  "primarily  intended  or  designed  for  use"  in  the  production,  possession 
or  selling  of  drugs.  "Primarily  intended  for  use"  is  defined  as  "likely  use  which  may  be  ascribed 
to  an  item  by  a  reasonable  person."  "Designed  for  use"  is  defined  as  "the  use  a  reasonable 
person  would  ascribe  to  an  item  based  on  the  design  and  features  of  said  item."  The  new 
definition  also  sets  forth  a  list  of  items  which  constitute  drug  paraphernalia,  but  notes  that  the  list 
is  not  exhaustive.  For  items  not  specifically  denoted,  the  Legislature  maintained,  with  two 
exceptions,  the  list  of  "logically"  (this  word  was  added)  relevant  criteria  which  a  judge  "should" 
(changed  from  "shall")  consider  in  making  a  determination  as  to  whether  or  not  an  item  amounts 
to  drug  paraphernalia.  Paragraphs  (a),  which  allows  a  judge  to  consider  statements  made  by 
owners  or  possessors  of  the  item,  and  (e),  which  allows  a  judge  to  consider  direct  and 
circumstantial  evidence  of  the  owner  or  possessor's  intent  for  the  use  of  the  item,  have  been 
eliminated. 

Chapter  87  of  the  Acts  of  1998  (effective  July  21,  1998)  amends  the  voting  registration 
laws,  G.L.  c.  51,  §§  4,  37,  and  44  to  allow  persons  who  either  have  restraining  orders,  are  in  a 
protective  shelter,  or  have  an  affidavit  from  the  police  chief  attesting  to  the  fact  that  they  are 
entitled  to  the  protection  of  G.L.  c.  265,  §  24C  to  have  their  name  and  address  withheld  from 
voting  lists  arid  not  subject  to  disclosure. 

Chapter  96  of  the  Acts  of  1998  (effective  April  23, 1998,  by  emergency  preamble) 
allows  the  Attorney  General  to  suspend  until  September  1,  1999,  the  application  or  operation  of 


any  provision  of  the  child  labor  laws  found  in  G.L.  c.  149  or  the  regulations  enacted  pursuant  to 
that  statute  as  they  relate  to  minors  over  the  age  of  16.  The  Attorney  General  must  allow  for  a 
hearing  with  notice  and  opportunity  to  be  heard.  A  suspension  of  the  laws  may  then  be  allowed 
if  an  emergency  exists  and  conditions  of  hardship  in  an  industry,  branch  of  industry  or  individual 
business  require  or  justify  suspension  of  the  rule  or  regulation.  The  suspension  must  identify  the 
particular  departments,  operations,  or  occupations  within  the  industry,  branch  of  industry  or 
establishment  which  are  effected  by  the  suspension. 

Chapter  98  of  the  Acts  of  1998  (effective  April  23,  1998,  by  emergency  preamble) 
amends  G.L.  c.  119,  §72  to  allow  the  juvenile  court  to  maintain  jurisdiction  over  an  individual 
validly  charged  in  juvenile  court  until  the  final  disposition  of  the  case,  including  remands,  retrials 
after  appeal,  continuances  on  pretrial  probation,  and  having  the  charges  placed  on  file.  This 
charge  applies  to  all  cases  begun  on  or  after  October  1,  1996.  Section  3  of  the  statute  states  that 
the  juvenile  court  maintains  jurisdiction  over  cases  and  persons  until  disposed  or  transferred 
regardless  of  current  age  if  commenced  properly  and  applies  to  all  cases  between  December  31, 
1991  and  September  30,  1996,  except  murder  cases  committed  by  persons  14  or  over  after  July 
27,  1996. 

Chapter  100  of  the  Acts  of  1998  (effective  May  1,  1998,  by  emergency  preamble) 
amends  G.L.  c.  268A,  §  17,  by  carving  out  an  exception  to  the  laws  limiting  gifts  and 
compensation  for  outside  employment  to  municipal  employees  by  allowing  municipal  employees 
to  apply  on  behalf  of  anyone  for  a  building,  electrical,  wiring,  plumbing,  gas  fitting,  or  septic 
permit,  and  to  receive  compensation  for  said  services,  unless  the  employee  is  employed  by  or 
provides  services  to  the  permit-granting  agency. 

Chapter  115  of  the  Acts  of  1998  (effective  May  4,  1998,  by  emergency  declaration  of 
the  Governor)  creates  G.L.  c.  266,  §147  establishing  criminal  penalties  for  the  willful 
manufacture,  use,  display,  advertisement,  distribution,  offering  for  sale,  sale,  or  possession  with 
the  intent  to  sell  or  distribute  any  items  or  services  bearing  or  identified  by  a  counterfeit  mark 
(which  is  specifically  defined  in  the  statute).  The  penalty  under  this  statute  ranges  from  not  more 
than  two  and  one-half  years  in  the  house  of  correction  to  not  more  than  ten  years  in  state  prison, 
depending  on  whether  it  is  a  first,  second,  or  third  offense,  and  the  quantity  and  dollar  value  of 
the  counterfeited  property.  The  court  can  further  order  fines  up  to  three  times  the  value  of  the 
counterfeited  property  and  an  additional  fine  of  75%  of  the  value  of  the  counterfeited  property  if 
it  creates  a  threat  to  public  health  and  safety.  Under  the  statute,  all  counterfeited  property  should 
be  seized  and  either  turned  over  to  the  trademark  owner  or  destroyed,  unless  the  trademark  owner 
consents  to  an  alternative  disposition. 
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DOMESTIC  VIOLENCE  UPDATE 

Joseph  F.  Whalen 

Assistant  Attorney  General 

Family  &  Community  Crimes  Bureau 


RECENT  LEGISLATION 

Internet  Stalking 

General  Laws,  c.  265,  §  43,  the  stalking  statute,  now  specifically  provides  that  either 
prong  of  the  statute  —  the  pattern  of  annoying  or  alarming  conduct  or  the  threat  made  with  intent 
to  place  the  victim  in  fear  —  includes  conduct,  acts  or  threats  conducted  by  mail,  or  by  use  of  a 
telephonic  or  telecommunication  device,  including  electronic  mail,  Internet  communications  and 
facsimile  communications. 

RECENT  CASES 

A.         Violations  of  Restraining  Orders 

In  Commonwealth  v.  Collier.  427  Mass.  385  (1998),  the  defendant  was  convicted  of 
violating  a  restraining  order  by  coming  within  100  yards  of  the  victim  -  his  ex-wife  -  and  placing 
her  in  fear.  The  defendant  was  the  passenger  in  a  vehicle  which  had  been  driven  by  his  son 
within  three  feet  of  the  victim  while  leaving  the  courthouse  after  the  victim  had  obtained  an 
extension  of  the  restraining  order  against  the  defendant.  The  defendant  argued  on  appeal  that  he 
may  have  been  unaware  of  what  his  son  was  doing,  and  that  the  Commonwealth  was  required  to 
prove  that  he  intended  the  act  that  violated  the  order. 

While  the  Court  reaffirmed  the  principle  established  last  year  in  Commonwealth  v. 
Delaney.  425  Mass.  587  (1997),  that  the  prosecution  need  not  prove  that  a  defendant  intended  to 
violate  the  order,  the  Court  held  that  in  those  "comparatively  rare"  cases  where  the  violating 
conduct  involves  that  of  a  third  party,  some  proof  of  the  defendant's  intent  is  required.  In  such 
instances,  where  the  issue  is  raised  whether  the  defendant  directed  or  acquiesced  in  the  conduct 
of  the  third  party,  the  Commonwealth  must  prove  that  the  defendant  intended  the  act  that  resulted 
in  the  violation.  In  this  case,  the  Court  ruled  that  the  evidence  was  sufficient  to  warrant  such  a 
finding,  based  on  the  evidence  that  the  defendant  knew  of  the  order,  was  in  a  car  driven  by  his 
son,  other  routes  were  available,  and  that  the  victim  had  direct  eye  contact  with  the  defendant 
while  the  car  was  purposefully  driven  to  within  three  feet  of  her  in  a  threatening  manner.  The 
Court  went  on  to  hold,  however,  that  because  the  jury  was  not  instructed  on  this  requirement  for 
proof  of  intent  to  commit  the  act,  the  defendant  was  entitled  to  a  new  trial. 


In  Commonwealth  v.  Mollov.  44  Mass.  App.  Ct.  306  (1998),  a  restraining  order  had  been 
extended  for  successive  one-year  periods  on  three  separate  occasions.  The  defendant  appeared  at 
the  first  of  these  hearings,  but  did  not  appear  at  the  last  two.  He  was  convicted  of  having 
violated  the  no  contact  provisions  of  the  final  order,  and  there  was  no  evidence  of  his  having 
been  served  with,  or  otherwise  receiving  notice  of,  that  order.  The  Appeals  Court  acknowledged 
that  personal  service  of  the  order  is  not  required  if  the  Commonwealth  can  prove  actual  or 
constructive  knowledge  of  the  terms  of  the  order,  and  that  failure  to  appear  at  a  "ten  day"  hearing 
can  provide  constructive  notice  by  operation  of  G.L.  c.  209A,  §  4.  The  court  held,  however,  that 
"[n]o  similar  result  obtains  with  successive  annual  extensions." 

The  Appeals  Court  stated  that  in  contrast  to  the  original  continuation  of  a  temporary 
order,  the  annual  extension  of  an  order  is  not  automatic,  even  if  a  defendant  fails  to  appear. 
Under  these  circumstances,  the  Appeals  Court  ruled  that  the  defendant  was  entitled  to  expect  to 
be  served  with  a  copy  of  the  extension  order.  In  the  absence  of  any  evidence  of  an  attempt  at 
such  service,  or  that  the  defendant  had  actual  knowledge  of  the  existence  and  terms  of  the  order, 
the  defendant  was  entitled  to  a  reversal  of  his  conviction. 

In  Commonwealth  v.  Podgurski.  44  Mass.  App.  Ct.  929  (1998),  the  defendant  appealed 
his  conviction  for  trafficking  in  cocaine,  obtained  on  the  basis  of  evidence  seized  by  police  at  his 
home  while  they  served  him  with  a  c.  209A  restraining  order.  The  defendant  argued  that  his 
motion  to  suppress  should  not  have  been  denied  where  the  evidence  was  the  product  of  an 
unlawful  search. 

The  defendant's  wife  had  gone  to  the  police  to  seek  assistance  in  leaving  her  husband. 
She  informed  the  police  about  the  defendant's  drug  use,  threats  he  had  made  to  kill  her,  and  that 
he  kept  guns  in  the  home.  The  police  helped  the  wife  to  obtain  a  restraining  order,  and  secured 
room  at  a  shelter  for  her  and  her  children.  Within  three  hours,  the  police  went  to  the  defendant's 
residence  to  serve  the  order,  which  specifically  directed  the  police  to  remove  guns  from  the 
home.  In  the  course  of  the  defendant's  surrender  of  his  guns,  the  police  observed  and  seized  the 
cocaine.  Under  the  specific  circumstances  of  this  case,  and  assuming  a  search  had  occurred,  the 
Appeals  Court  agreed  with  the  trial  judge's  conclusion  that  the  defendant's  wife  knew  the 
officers  would  go  to  her  house,  and  voluntarily  consented  to  their  entry. 

In  Commonwealth  v.  Cove.  427  Mass.  474  (1998),  the  Supreme  Judicial  Court 
considered  a  case  involving  a  conviction  of  a  defendant  for  violating  the  "no  contact"  provisions 
of  a  restraining  order  by  telephoning  his  estranged  wife  at  her  place  of  employment.  In  that  case, 
two  phone  calls  were  traced  to  a  public  pay  phone  at  the  exact  time  the  defendant  was  observed 
using  the  phone.  The  calls  were  placed  to  the  victim's  employer's  toll-free  number,  which  went 
directly  to  the  employer's  voice  mail  system.  The  defendant  argued  that  he  was  entitled  to  a 
finding  of  not  guilty  because  there  was  no  evidence  that  the  calls  reached  the  victim's  personal 
voice  mail. 
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While  the  Court  held  that  the  evidence  was  sufficient  to  support  the  conclusion  that  the 
defendant  placed  two  calls  to  his  estranged  wife's  employer,  it  further  held  that  the  evidence 
failed  to  prove  that  the  defendant  had  "contacted"  her  in  violation  of  the  order.  In  so  holding,  the 
Court  noted  that  there  was  no  evidence  that  the  defendant  had  left  a  message  for  the  victim,  or 
anyone  else,  or  that  the  caller  had  reached  the  victim's  own  voice  mail,  or  that  the  victim  knew 
that  the  calls  had  been  made. 

B.         Evidentiary  Issues 

In  Commonwealth  v.  DiMonte.  427  Mass.  233  (1998),  the  SJC  was  asked  to  determine 
whether  a  facsimile  could  qualify  as  a  spontaneous  utterance  so  as  to  be  admissible  in  the  trial  of 
a  defendant  for  assault  and  battery  on  his  wife.  The  wife  did  not  testify  at  trial,  but  the  facsimile 
had  been  admitted,  along  with  other  statements  by  the  wife  to  police  and  others.  While  the  Court 
declined  to  hold  that  a  facsimile  transmission,  or  other  writing,  can  never  be  a  spontaneous 
utterance,  it  did  rule  that  a  writing,  given  the  inability  to  observe  the  person  at  that  time,  requires 
"indicia  of  reliability  even  more  persuasive  than  those  required  for  an  oral  statement."  In  this 
case,  the  Court  noted  the  "significant  time  interval"  of  at  least  eight  and  a  half  hours  between  the 
presumed  time  of  the  assault  and  the  sending  of  the  message.  The  Court  noted  the  confusion  at 
trial  over  exactly  what  was  contained  in  the  message,  which  was  written  in  Japanese,  and  noted 
that  while  the  fax  related  threats  by  the  husband  to  kill  her,  as  well  as  the  danger  she  felt  she  was 
in,  it  also  contained  unrelated  information  that  implied  reflection  and  deliberation  in  the 
composition  of  the  statement.  Ultimately,  the  Court  concluded  that  it  was  unable  to  find  "such 
heightened  indicia  in  the  circumstances  of  the  wife's  writing." 

The  Court  in  DiMonte  also  considered  the  admissibility  of  a  statement  made  by  the 
defendant  that  he  was  jealous  of  his  wife.  This  statement  was  made  to  a  friend  some  six  weeks 
prior  to  the  assault  on  his  wife.  Noting  that  evidence  of  a  hostile  relationship  between  spouses  is 
probative  of  a  defendant's  motive  in  an  act  of  violence  against  a  spouse,  the  Court  concluded  that 
the  trial  judge  did  not  err  in  ruling  that  the  statement  was  relevant  and  admissible. 

In  Commonwealth  v.  Cormier.  427  Mass.  446  (1998),  the  SJC  reiterated  the  principle 
established  in  prior  cases  that  evidence  of  prior  bad  acts  may  be  admissible  in  domestic  violence 
prosecutions.  In  the  case  of  a  defendant's  conviction  for  first  degree  murder  of  his  wife,  the 
Court  held  the  introduction  of  evidence  of  previous  physical  attacks  by  the  defendant  and  threats 
to  kill  his  wife  during  the  year  prior  to  the  murder  was  proper,  as  such  evidence  was  directly 
relevant  in  establishing  the  defendant's  possible  motive  and  intent  in  killing  her.  The  Court 
noted  that  this  was  especially  the  case  in  view  of  the  defendant's  claim  that  he  had  acted  in  self- 
defense. 
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C.  Annoying  Phone  Calls 

Can  a  defendant  who  repeatedly  sends  annoying  facsimile  transmissions  from  his  home 
to  a  television  station  be  charged  with  making  annoying  telephone  calls,  in  violation  of  G.L.  c. 
269,  §  14A?  The  Supreme  Judicial  Court  has  answered  this  question  in  the  negative  in  their 
holding  in  Commonwealth  v.  Richards.  426  Mass.  689  (1998).  Applying  the  strict  construction 
typically  given  criminal  statutes,  the  Court  ruled  that  while  one  may  certainly  send  facsimile 
transmissions  for  the  purpose  of  annoying  or  harassing,  sending  such  a  transmission  does  not 
constitute  "telephon[ing]"  under  the  statute.  Accordingly,  the  Court  held  that  the  statute  does  not 
apply  to  sending  annoying  facsimile  transmissions  over  telephone  lines. 

D.  Witness  Intimidation 

In  Commonwealth  v.  Belle  Isle.  44  Mass.  App.  Ct.  226  (1998),  a  defendant  was 
convicted  for  violating  the  witness  intimidation  statute,  G.L.  c.  268,  §  13B,  for  forcibly  severing 
the  phone  cord  from  the  wall  while  his  sister-in-law  was  telephoning  police  to  report  the  assault 
on  her  husband.  In  appealing  his  conviction,  the  defendant  argued  that  he  cannot  be  convicted  of 
violating  the  statute  because  there  was  no  ongoing  criminal  investigation. 

Rejecting  the  defendant's  argument,  the  Appeals  Court  noted  that  there  are  two  prongs  to 
the  witness  intimidation  statute.  While  the  first  applies  to  witnesses  or  jurors  in  ongoing  criminal 
proceedings,  the  second  applies  to  any  person  furnishing  information  to  a  criminal  investigator 
relating  to  a  crime.  This  latter  prong,  the  Appeals  Court  ruled,  applies  to  endeavors  to  interfere 
with  the  furnishing  of  information  to  a  police  officer  at  any  stage  of  a  criminal  investigation,  and 
does  not  require  an  ongoing  trial  or  criminal  proceeding.  In  the  circumstances  of  this  case,  where 
the  defendant,  in  response  to  his  sister-in-law's  announcement  that  she  was  calling  the  police, 
interrupted  his  attack  long  enough  to  follow  her  into  another  room  and  forcibly  sever  the  phone 
cord  from  the  wall,  the  Appeals  Court  held  that  the  evidence  was  sufficient  to  prove  that  the 
defendant  had  forcefully  interfered  with  his  sister-in-law's  attempt  to  furnish  information  to  the 
police  concerning  a  violation  of  a  criminal  statute. 
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THE  INTERNET  AND  DOMESTIC  VIOLENCE 

Julie  Lavin 

Assistant  District  Attorney 

Norfolk  County  District  Attorney's  Office 


Strategies  for  Internet-Related  Domestic  Violence  Investigations 


The  growth  of  popularity  of  the  Internet  has  brought  new  challenges  to  law  enforcement 
officials  in  many  areas,  including  domestic  violence.  Unfortunately,  the  Internet  provides  new 
and  creative  means  of  communicating  threatening  or  harassing  messages.  The  Internet  also 
provides  a  simple  and  quick  way  to  achieve  contact  in  violation  of  a  no-contact  restraining  order. 
As  a  result,  law  enforcement  officials  need  to  develop  strategies  for  investigating  and  charging 
Internet-related  domestic  violence  crimes. 

The  following  are  examples  of  Internet-related  domestic  violence  investigations,  with 
some  suggested  strategies  for  investigation  and  charging: 

1.  One  women  recently  reported  that  her  husband,  who  was  subject  to  a  no-contact 
restraining  order  and  had  already  violated  that  order,  was  contacting  her  repeatedly  by  e- 
mail  at  her  place  of  work.  She  was  embarrassed  to  report  the  violations  because  she  did 
not  want  her  coworkers  to  be  aware  of  her  personal  problems.  In  the  end,  though,  she 
became  so  frustrated  with  the  relentless  e-mails  that  she  printed  them  out  and  brought 
them  into  the  local  police  department. 

The  use  of  e-mail  as  a  means  of  contacting  the  victim  does  not  change  the  fact  that  it  was 
contact  prohibited  by  the  restraining  order.  In  this  regard,  the  e-mails  are  no  different  from 
letters  or  phone  calls,  and  the  proper  crime  to  investigate  is  a  violation  of  G.L.  c.  209 A,  §  7. 

To  verify  the  suspect's  log-on  name,  the  investigator  could  go  to  the  defendant's  place  of 
work  and/or  to  the  Internet  provider.  Because  of  confidentiality  agreements  with  clients,  Internet 
providers  may  require  a  subpoena  in  order  to  divulge  a  customer's  name.  This  subpoena  should 
be  drafted  similar  to  a  telephone  company  subpoena,  because  the  investigator's  goal  in  a 
telephone  contact  investigation  and  an  Internet-contact  investigation  is  the  same:  to  determine 
whether  there  is  probable  cause  to  believe  that  the  violation  of  the  restraining  order  occurred,  and 
that  the  suspect  was  the  source  of  the  contact.  Such  an  administrative  subpoena  may  only  be 
issued  by  an  assistant  district  attorney  or  an  assistant  attorney  general. 

2.         A  woman  reported  that  her  ex-boyfriend  contacted  her  three  times  by  e-mail  in 
violation  of  a  no-contact  restraining  order,  right  after  he  was  served  with  the  order.  The  e- 
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mails  were  sent  under  three  different  log-on  names  (of  persons  related  to  her  ex-boyfriend), 
with  coded  messages  that  only  her  ex-boyfriend  could  have  sent.  The  woman  did  not 
realize  that  she  had  received  the  messages  until  a  few  days  after  they  were  sent  because  she 
only  logs  on  to  a  computer  at  her  mother's  home  on  an  infrequent  basis.  The  tone  of  the 
third  message  was  particularly  threatening;  the  ex-boyfriend  displayed  great  anger  that  the 
woman  had  not  responded  earlier  to  his  message  and  gave  explicit  details  about  how  he 
would  kill  her  when  he  found  her. 

The  safety  concerns  in  this  case  bring  a  sense  of  immediacy  to  your  investigation.  The 
escalation  of  threats  in  the  messages  suggest  that  this  is  a  defendant  who  is  very  agitated  about 
having  been  served  a  restraining  order.  Your  training  and  experience  reminds  you  that  this  is 
often  the  most  dangerous  time  in  an  abusive  relationship. 

The  most  obvious  charge  to  investigate  here,  as  in  the  first  case  scenario,  is  a  charge  for 
violation  of  a  restraining  order.  Here,  it  will  be  important  to  trace  which  computer  station  was 
the  source  of  the  e-mail  messages,  since  the  suspect  did  not  log  on  under  his  own  name.  This 
may  require  some  assistance  from  special  high-tech  investigators,  such  as  members  of  the  High 
Tech  Crime  Unit  of  the  Attorney  General's  Office. 

But  with  time  of  the  essence,  aren't  there  more  traditional  ways  that  an  investigator  can 
determine  probable  cause  for  a  violation  of  a  restraining  order?  Certainly.  First,  the  content  of 
the  messages  may  have  such  a  signature  to  them  that  there  is  probable  cause  to  believe  that  the 
suspect  is  the  source.  Second,  you  can  interview  the  suspect  to  see  if  he  will  admit  to  being  the 
source  of  the  messages.  Like  many  domestic  batterers,  he  may  just  want  an  opportunity  to  vent 
his  anger  at  his  ex-girlfriend. 

Given  the  multiple  violations,  it  is  also  important  to  consider  a  stalking  charge.  Recent 
amendments  to  the  stalking  statute  have  directly  addressed  the  use  of  the  Internet  as  a  means  of 
stalking.  As  noticed  in  the  previous  article,  in  General  Laws  c.  265,  §  43(a),  the  Legislature 
defined  stalking  as: 

1)  willfully  and  maliciously  engag(ing)  in  a  knowing  pattern  of  conduct  or  series  of 
acts  over  a  period  of  time  directed  at  a  specific  person  which  seriously  alarms  or 
annoys  that  person  and  would  cause  a  reasonable  person  to  suffer  substantial 
emotional  distress  and 

2)  mak(ing)  a  threat  with  the  intent  to  place  the  person  in  imminent  fear  of  death  or 
bodily  injury. 

The  Legislature  clarified  this  definition  with  the  following  paragraph: 

Such  conduct,  acts  or  threats  described  in  this  paragraph  shall  include,  but  not  be  limited 
to,  conduct,  acts  or  threats  conducted  by  mail  or  by  use  of  telephonic  or  telecommunication 
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device  including  but  not  limited  to,  electronic  mail,  Internet  communications  and  facsimile 
communications. 

In  this  case,  the  suspect's  four  e-mails  appear  to  involve  a  knowing  pattern  of  a  series  of 
acts,  directed  at  the  alleged  victim.  Applying  the  guidance  of  Commonwealth  v.  Kwiatowski. 
418  Mass.  543  (1994)  to  this  new  version  of  the  statute,  the  "pattern"  or  "series"  should  include 
at  least  three  acts.  You  can  consider  charging  the  defendant  under  G.L.  c.  265,  §  43(b),  which 
has  higher  penalties  and  a  minimum  mandatory  sentence  of  one  year,  if  the  conduct  constituting 
stalking  occurred  after  the  restraining  order  issued. 

An  efficient  investigation  can  result  in  the  arrest  of  the  defendant  at  a  critical  stage  for 
preventing  further  abuse,  harassment  and  potential  physical  harm.  These  stalking  cases  present 
well  at  dangerousness  hearings  pursuant  to  G.L.  c.  276,  §  5 8 A,  which  may  lead  to  having  the 
defendant  detained  without  bail  before  further  escalation  occurs. 

3)  A  woman  reported  that  she  and  her  children  were  receiving  bizarre  and 
harassing  e-mails  at  their  home.  None  of  the  messages  contained  threats  to  the  family,  but 
they  were  quite  embarrassing.  The  family  did  not  recognize  the  log-on  name  of  the  sender. 
The  woman  guessed  it  was  her  ex-husband.  She  does  not  have  a  restraining  order  against 
him  because  he  has  never  threatened  her  or  placed  her  in  fear. 

Here  again,  tracing  the  source  of  the  e-mails  is  paramount  and  may  require  the  help  of  a 
computer  expert.  More  difficult  is  the  question  of  what  charge  may  be  appropriate,  even  if  you 
pinpoint  a  suspect.  Where  this  contact  occurs  outside  the  context  of  a  restraining  order,  the 
options  for  charging  the  suspect  are  limited.  There  is  no  crime  for  harassing  e-mails.  The  only 
crime  that  would  apply  to  this  activity  is  stalking,  and  a  stalking  charge  will  not  lie  unless  the 
harassment  is  accompanied  by  a  threat  (see  definition  above). 

The  only  analogous  charge  for  activity  that  is  harassing  but  not  threatening  is  annoying 
telephone  calls  pursuant  to  G.L.  c.  269,  §  14A.  This  statute,  however,  applies  only  to  telephone 
calls  and  not  to  facsimile  transmissions  and  e-mails.  See  Commonwealth  v.  Richards.  426  Mass. 
689  (1998)  (interpreting  "telephone"  as  a  telephone  call  leading  to  an  oral  communication).  A 
proposed  amendment  to  this  statute  is  aimed  at  expanding  that  definition.  Until  that  amendment 
passes  or  there  is  some  other  legislative  action,  there  is  no  charge  applicable  to  the  facts  outlined 
in  this  scenario. 

Further  investigation  should  focus  on  whether  there  have  been  any  threats  from  the 
suspect.  Good  documentation  of  this  investigation  could  eventually  assist  the  alleged  victim  in 
obtaining  a  restraining  order,  or  could  support  a  stalking  charge  if  the  suspect  later  threatens  the 
alleged  victim. 

These  are  just  a  few  of  the  many  possible  scenarios  for  domestic  violence  investigations 
involving  the  Internet.  While  the  technology  involved  in  accomplishing  this  criminal  activity 
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may  make  them  seem  very  complicated,  these  investigations  have  the  same  basic  elements  as  any 
other  domestic  violence  case.  Even  though  the  nature  of  the  e-mail  contact  is  somewhat 
impersonal  and  detached,  remember  that  issues  of  personal  safety  are  still  involved,  and  time  is 
often  of  the  essence.  Much  of  the  investigation  can  be  accomplished  without  expertise  in 
computer  technology  but  where  such  expertise  is  necessary,  support  is  available  from  the  High 
Tech  Crime  Unit  at  the  Office  of  the  Attorney  General. 
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CHILD  SAFETY  ON  THE  INTERNET 

Robert  N.  Sikellis 

Assistant  Attorney  General 

Chief,  Narcotics  and  Special  Investigations  Division 

Currently  more  than  1 0  million  children  use  computers  to  explore  "cyberspace."  By  the 
turn  of  the  century,  industry  experts  estimate  that  more  than  45  million  children  will  go  "online" 
on  the  Internet.  The  Internet  provides  children  with  an  almost  limitless  opportunity  to  learn. 
With  speed  and  ease  never  before  imagined,  children  can  explore  the  universe.  They  are  a  mouse 
click  away  from  exploring  the  world's  greatest  museums,  libraries  and  universities.  Likewise, 
they  are  a  mouse  click  away  from  "talking"  in  chat  rooms  with  other  children  halfway  around  the 
world  and  learning  about  new  and  different  cultures. 

Unfortunately,  they  are  also  a  mouse  click  away  from  clever  and  adept  child  sexual 
predators.  Because  of  its  unsupervised  nature  and  instant  access  to  a  large  number  of  children, 
the  Internet  has  become  the  venue  of  choice  for  sexual  predators.  A  recent  study  conducted  by 
the  FBI  demonstrates  the  very  real  risks  inherent  in  Internet  use  by  children.  When  an  agent 
posing  as  a  teenage  girl  signed  onto  a  chat  room  limited  to  23  children,  all  other  22  "youths" 
turned  out  to  be  adults  seeking  improper  contact  with  her.  Further  indication  comes  from  the 
work  of  Attorney  General  Scott  Harshbarger's  High  Tech  Crime  Unit.  In  the  year  and  a  half 
since  its  formation,  the  Unit  has  investigated  dozens  of  cases  involving  "cyber  predators"  seeking 
sexual  contact  with  children. 

Hiding  behind  online  anonymity,  the  child  sexual  predator  can  pose  as  another  child  or  as 
a  concerned  adult  and  engage  a  child  in  conversation  designed  to  assess  whether  the  child  can  be 
lured  into  sexual  conversation  or  sexual  contact.  A  recent  advisory  by  the  FBI  offers  a  chilling 
view  of  the  child  sexual  predator's  online  tactics: 

Some  of  these  individuals  gradually  seduce  their  targets  through  the  use  of 
attention,  affection,  kindness,  and  even  gifts.  These  individuals  are  often  willing 
to  devote  considerable  amounts  of  time,  money,  and  energy  in  this  process.  They 
listen  to  and  empathize  with  the  problems  of  children.  They  will  be  aware  of  the 
latest  music,  hobbies,  and  interests  of  children.  These  individuals  attempt  to 
gradually  lower  children's  inhibitions  by  slowly  introducing  sexual  context  and 
content  into  their  conversations.  There  are  other  individuals,  however,  who 
immediately  engage  in  sexually  explicit  conversation  with  children.  Some 
offenders  primarily  collect  and  trade  child-pornographic  images,  while  others  seek 
face-to-face  meetings  with  children  via  on-line  contacts.1 


'U.S.  Department  of  Justice,  Federal  Bureau  of  Investigation,  Pamphlet,  A  Parent 's 
Guide  to  Internet  Safety  ( 1 998). 
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The  increasing  online  presence  of  children  -  and  resulting  online  presence  of  predators 
searching  for  unsupervised  contact  with  underage  victims  -  presents  a  formidable  challenge  to 
law  enforcement.  In  most  instances,  such  online  investigations  are  considerably  more 
complicated  than  "traditional"  investigations.  Many  factors  complicate  law  enforcement's 
response  to  this  challenge.  First,  few  online  investigations  begin  and  end  within  the  same 
jurisdiction,  a  fact  that  requires  close  coordination  with  multiple  law  enforcement  agencies. 
Second,  each  of  these  investigations,  by  definition,  involves  a  computer  as  one  of  the  tools  used 
in  furtherance  of  the  crime.  Computer-related  investigations  and  search  warrants  present 
complicated  and  novel  legal  issues.  Simply  put,  computer  technology  has  created  issues  that 
courts  in  most  jurisdictions,  including  Massachusetts,  have  yet  to  address.  Finally,  computer- 
related  evidence  collection,  known  as  "computer  forensics,"  invariably  requires  a  high  degree  of 
specialized  technical  knowledge. 

One  place  where  the  law  enforcement  community  can  turn  for  assistance  is  Attorney 
General  Scott  Harshbarger's  High  Tech  Crime  Unit.  One  of  the  Attorney  General's  primary 
objectives  in  forming  the  High  Tech  Crime  Unit  was  that  the  Unit,  working  in  conjunction  with  a 
task  force  comprised  of  trained  state  and  local  law  enforcement  officers,  act  as  a  resource  to  the 
law  enforcement  community,  providing  investigative,  legal,  and  technical  support  on  computer- 
related  criminal  investigations.  This  includes  searches  and  seizures  involving  computers  and 
computer  forensics. 

Since  its  inception,  the  Unit  has  provided  forensic,  technical  and  legal  assistance  in 
hundreds  of  investigations  by  local,  state  and  federal  law  enforcement  agencies  throughout  the 
Commonwealth  as  well  as  private  industry.  These  requests  for  assistance  have  ranged  from 
simple,  over-the-phone  advice  to  detailed  assistance  in  the  drafting  and  execution  of  computer- 
related  search  warrants  to  extensive  computer  forensics.  The  investigations  themselves  have 
ranged  from  major  Internet  child  pornography  distribution  investigations  to  significant  computer 
hacking  investigations.  The  Unit  has  and  will  continue  to  assist  the  law  enforcement  community 
in  all  areas  of  computer-related  investigations. 

To  meet  the  challenge  of  sex  offenders  using  computer  technology  to  victimize  children, 
additional  protections  against  child  sexual  exploitation  must  continue  to  be  explored.  Involved 
and  educated  parents  and  teachers  can  help  provide  some  of  these  needed  protections.  It  is 
incumbent  on  the  law  enforcement  community  to  lead  the  effort  to  educate  parents  and  teachers 
of  the  dangers  presented  by  the  virtual  playground  of  cyberspace.  It  is  equally  imperative  that  we 
identify  and  articulate  protective  measures.  The  balance  of  this  article  will  be  devoted  to  a 
discussion  of  these  measures. 

Some  of  the  safeguards  suggested  by  leading  experts2  in  this  area  include  the  following: 


^National  Center  for  Missing  and  Exploited  Children,  Pamphlet,  Child  Safety  on  the 
Information  Highway  (February  1997);  U.S.  Department  of  Justice,  Federal  Bureau  of 
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•  The  family  computer  should  be  kept  in  a  central,  common  location 
of  the  home  where  the  child  is  not  isolated; 

•  Parents  should  get  to  know  their  children's  cyberspace  friends,  just 
as  they  would  want  to  know  their  real-life  friends; 

•  Parents  should  go  online  with  their  children  as  often  as  possible. 
This  will  allow  parents  to  help  their  children  identify  inappropriate 
communications; 

•  Parents  should  learn  about  Internet  technology  in  order  to  better 
monitor  and  understand  their  children's  online  activities,  including 
parental  controls  available  from  the  Internet  Service  Provider 
and/or  "blocking"  software; 

•  Parents  should  limit  the  time  their  children  spend  online  and 
establish  guidelines  and  rules  for  computer  use. 

In  the  event  that  a  child  -  or  anyone  in  the  household  using  the  Internet  -  receives  a 
message  which  is  sexually  suggestive,  obscene,  threatening  or  otherwise  makes  them  feel 
uncomfortable,  the  child  (or  other  person)  should  not  respond  to  the  message  and  should 
immediately  inform  a  parent  or  supervising  adult.  Where  appropriate  (i.e.  the  message  is 
threatening,  it  involves  a  child  being  sexually  solicited  by  someone  who  knows  the  child  is  under 
18  years  of  age,  etc.)  the  police  should  be  contacted.  In  this  situation,  keep  the  message  and  any 
files  intact  in  order  to  preserve  evidence  for  law  enforcement.  Unless  instructed  to  do  so  by  the 
law  enforcement  agency,  do  not  attempt  to  copy  or  print  the  text  and/or  image(s). 

Parents  should  also  talk  with  their  children  about  the  dangers  associated  with  this  new 
and  evolving  medium.  Children  should  be  instructed: 

•  to  consider  all  people  "encountered"  in  chat  rooms  as  strangers  and  that 
the  same  rules  apply  to  cyberspace  strangers  as  to  those  encountered  in  the 
real  world; 

•  to  never  arrange  a  face-to-face  meeting  with  someone  they  met  online 
without  parental  permission,  and  then  only  in  a  public  place  with  a  parent 
present; 


Investigation,  Pamphlet,  A  Parent 's  Guide  to  Internet  Safety  (1998);  Armagh,  A  Safety  Net  for 
the  Internet:  Protecting  Our  Children,  Journal  of  the  Office  of  Juvenile  Justice  and  Delinquency 
Prevention,  U.S.  Department  of  Justice,  Vol  V.  No.  1  (May  1998). 
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to  never  give  out  identifying  information  such  as  their  name,  home 
address,  school  name  or  telephone  number  in  a  public  message  such  as  one 
posted  to  a  chat  room  or  bulletin  board; 

to  be  sure  they  are  communicating  with  someone  that  both  parent  and 
child  know  and  trust  before  transmitting  identifying  information  via  e- 
mail; 

to  never  upload  (post)  or  transmit  pictures  of  themselves  over  the  Internet 
to  people  they  do  not  personally  know; 

to  never  respond  to  messages  or  bulletin  board  items  that  are  sexually 
suggestive,  obscene,  threatening  or  makes  them  feel  uncomfortable; 

to  not  necessarily  believe  what  they  are  told  online. 


The  fact  that  crimes  are  being  committed  online,  however,  is  not  a  reason  to  avoid  the 
Internet.  Common  sense,  education,  adult  supervision,  in  conjunction  with  continued  vigilance 
by  the  law  enforcement  community,  are  strategies  to  help  ensure  the  safe  use  of  computers  by 
children.  Employing  these  strategies  will  allow  children  to  benefit  from  the  wealth  of 
information  available  on  the  Internet  while  minimizing  the  potential  dangers.  For  more 
information  or  assistance,  please  contact  the  Attorney  General's  High  Technology  Crime  Unit  at 
(617)  727-2200,  ext.  2545,  or  the  National  Center  for  Missing  and  Exploited  Children  at  1-800- 
843-5687. 
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BASIC  CONSIDERATIONS  IN  INVESTIGATING  COMPUTER  CRIME, 
EXECUTING  COMPUTER  SEARCH  WARRANTS  AND  SEIZING  HIGH 

TECHNOLOGY  EQUIPMENT 

Sergeant  John  J.  McLean3 
High  Technology  Crime  Unit 


Inevitably  and  often  without  notice  or  adequate  preparation,  police  investigators  find 
themselves  confronted  with  the  challenges  of  high  technology.  In  addition  to  ensuring  that  the 
necessary  forensic  examination  and  essential  preservation  of  computer  evidence  is  done, 
investigators  need  specialized  training  and  tools  with  which  to  work.  The  use  of  advanced  search 
programs,  access  to  sophisticated  computer  equipment,  a  working  knowledge  of  evidence 
recovery  methods,  and  a  keen  understanding  of  the  types  of  associated  computer  evidence,  are 
key  factors  to  help  investigators  find  evidence  in  computers. 

When  in  the  course  of  a  basic  criminal  investigation  an  investigator  comes  across 
computer  equipment  (hardware  and  software)  that  may  contain  important  evidence,  investigators 
frequently  wonder  what  should  they  do?  This  question  cannot  be  answered  with  a  simple 
response  such  as  "shut  it  down  and  take  it",  instead,  investigators  need  to  be  properly  trained  in 
computer  search  and  seizure,  as  well  as  computer-related  evidentiary  issues. 

Search  Warrant  Considerations 

When  investigators  learn  that  a  computer  system  is  involved  in  some  measurable  way 
with  an  offense,  in  order  to  obtain  a  search  warrant  permitting  access  to  any  such  computer 
system,  the  investigator  must  elaborate  on  "how"  the  computer  was  used.  For  example,  if  the 
police  have  learned  from  knowledgeable  and  reliable  sources  that  a  particular  person  uses  a 
computer  data  base  and  spreadsheet  program  to  account  for  illicit  drug  sales,  then  investigators 
need  to  include  this  information  in  their  affidavits  in  support  of  a  search  warrant.  Investigators, 
however,  must  carefully  decide  on  how  much  information  needs  to  be  included  in  the  affidavit 
without  compromising  source  identity.  Obviously,  if  police  are  protecting  a  confidential 
informant  who  may  be  one  of  only  a  few  persons  having  access  to  this  particular  computer  data, 
an  affidavit  may  prematurely  reveal  the  source. 

In  many  cases,  sophisticated  drug  dealers,  money  launderers,  organized  crime 
accountants  and  others,  have  effectively  used  coded/encrypted  shipment,  financial  and  customer 


Medford  Police  Sergeant  J.J.  McLean  is  currently  the  supervising  officer  for  the  Attorney  General  s  High  Tech  Crime  Unit  and  has 
actively  investigated  numerous  computer  crime  cases.  He  is  an  instructor  for  the  MCJTC,  DOJ-OJJDP  and  Northeastern  University.  He  is  the 
President  of  the  High  Technology  Crime  Investigation  Association,  New  England  Chapter.  He  has  both  a  bachelor  s  and  master  s  degree  from 
University  College  and  the  College  of  Criminal  Justice,  Northeastern  University. 
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data  files  in  the  furtherance  of  their  criminal  activities.  The  computer,  therefore,  becomes  an 
instrumentality  of  the  offense  in  addition  to  being  evidence  (the  storage  device)  of  a  crime.  As 
long  as  the  affidavit  articulates,  in  as  detailed  a  manner  as  possible,  the  particular  items  to  be 
seized,  police  have  the  right  to  seize  the  computer  itself,  or  the  information  contained  therein. 


If,  on  the  other  hand,  during  a  lawful  search,  without  any  prior  knowledge  of  computers 
being  used,  police  discover  a  computer  system  at  the  scene,  the  question  arises  as  to  whether  the 
police  can  look  in  the  computer  files?  Generally,  as  long  as  the  warrant  establishes  that  police 
will  be  searching  for  records  associated  with  the  offense,  the  answer  is  yes.  For  example,  if 
police  are  searching  a  premises  for  drug-related  crimes,  the  warrant  should  seek  judicial 
permission  to  look  for  evidence  of  illegal  sales,  distribution,  design,  manufacturing,  production, 
cultivation,  importing,  and  illicit  use  of  controlled  drugs,  whether  on  paper  or  secured  in  a 
computer  system.  Investigators  should  include  in  their  affidavits  some  commonly  accepted 
language  describing  computer  evidence  such  as,  "Any  and  all  records  pertaining  to  (specify 
offense),  found  in  either  electronic  or  written  form,  located  in  devices  capable  of  data  storage  and 
retrieval".  This  language  should  effectively  cover  network,  desktop,  laptop  and  pocket 
computers,  data  watches,  memory  telephones  and  most  other  electronic  data  storage  systems 
where  evidence  could  be  found. 

When  writing  the  affidavit,  investigators  should  be  aware  of  the  correct  computer 
terminology  in  describing  the  places  to  be  searched  and  items  to  be  seized.  Examples  of  specific 
computer  language  can  often  be  found  in  previous  search  warrants,  and  selected  training 
materials.  Investigators  should  avoid  adopting  so  called  "boiler  plate"  search  warrants.  In  order 
to  satisfy  the  particularity  requirement,  investigators  need  to  describe  the  particular  computer 
system  sought.  When  investigators  are  unaware  of  the  exact  description  of  the  computer,  but 
suspect  or  know  of  its  use,  then  using  general  descriptions  and  definitions  of  a  computer  system 
might  be  adequate. 

Computer  Evidence 

Depending  on  the  crime  being  investigated  and  its  relationship  with  various  computer 
applications,  investigators  should  look  for  a  number  of  specific  files.  For  instance,  in  child 
pornography  cases,  investigators  should  look  for  not  only  the  graphic  images,  but  also  the 
associated  communication  and  transfer  programs  that  might  have  been  used  to  capture, 
download,  modify,  view  and  produce  the  image.  Programs  and  files  such  as  e-mail  attachments, 
original  compressed  files,  news  and  file  retrieval  agents,  browser  programs,  dial-up  information, 
file  captures,  session  logs  and  many  others  may  provide  a  wealth  of  valuable  information. 
Associated  computer  evidence  found  in  various  computer  files  can,  and  often  will,  reveal  times, 
dates,  manners,  locations,  e-mail  addresses,  history  logs,  web  sites,  file  transfer  locations,  IP 
Internet  addresses  and  other  useful  information. 
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Scope  of  the  Investigation  and  Search 


The  process  of  taking  down  a  computer  system  depends  greatly  upon  the  scope  of  the 
search,  according  to  the  system's  configuration  (LAN,  WAN  networks,  mainframes,  servers, 
PCS,  etc.).  If  the  subject  of  the  warrant  is  operating  on  a  network,  then  keep  in  mind  that  the 
ability  to  store  evidence  throughout  that  network  is  possible.  When  conducting  controlled 
searches,  investigators  should  also  look  at  network  drives,  the  network  and  local  backup  copies, 
including  mirrored/redundant  logical  drives,  the  local  disk  drives  and  various  removable  storage 
drives,  disks  and  tapes.  Investigators  should  also  know  that  many  businesses  store  their  backup 
information  off-site,  often  with  contracted  third-party  vendors. 

Identifying  and  Seizing  Software/Hardware 

Prior  to  executing  a  search  warrant,  investigators  should  try  and  obtain  as  much 
information  on  the  type  of  computer  system  they  are  searching  for  and  potentially  seizing  as 
possible.  Police  need  to  know  that  computer  systems  can  comprise  a  number  of  hardware 
components  and  software.  Today's  computer  system  can  have  a  printer,  mouse,  monitor, 
modem,  keyboard,  central  processing  unit,  main  circuit  board,  expansion  board,  hard,  floppy, 
tape,  removable,  CD-ROM/DVD  and  optical  drives,  memory  modules,  computer  chips  and  so 
much  more.  Police  need  to  be  able  to  recognize  computer  equipment  when  they  come  across  it 
and  seize  the  items  if  within  the  scope  of  the  search  and  listed  as  possible  items  to  be  seized. 

Network  Computers 

When  investigators  are  executing  a  warrant  on  a  network  system,  the  use  of  a  computer 
network  expert  is  the  recommended  method,  as  long  as  the  police  direct  and  control  the  search. 
Investigators  intending  to  employ  civilian  experts  in  executing  search  warrants  should  include 
that  information  in  the  affidavit  in  support  of  the  warrant  and  obtain  judicial  permission  to  do  so. 
The  procedure  for  executing  local  or  wide  area  network  search  warrants  is  an  exacting  and 
detailed  process,  often  specific  to  the  individual  computer  network.  Whenever  possible, 
investigators  should  additionally  seek  assistance  from  trusted,  non-targeted,  inside  personnel. 
These  individuals  can  generally  provide  an  enormous  amount  of  detail  about  the  computer 
system's  configuration  and  structure.  Remember,  however,  to  avoid  making  such  cooperative 
individuals  "agents  of  the  government"  or  your  search  and  interception  should  be  deemed 
unlawful.  Except  in  rare  cases,  investigators  will  not  seize  an  entire  network  of  computers; 
rather,  a  controlled  forensic  search  and  retrieval  of  the  evidence  could  be  done  on-site. 

Seizing  Smaller,  Whole  Computer  Systems 

When  an  entire  organization  is  pervasively  involved  in  an  ongoing  criminal  scheme,  with 
little  legitimate  business,  and  evidence  of  the  crime  is  clearly  present  throughout  the  network,  an 
entire  system  seizure  might  be  necessary.  This  is  particularly  true  in  desktop  situations  with 
smaller  networks,  desktops  PC  and  workstations.  Investigators  seeking  to  obtain  a  whole  system 
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should  justify  the  seizure  by  wording  their  affidavits  in  such  a  way  as  to  refer  to  the  computer  as 
a  "system",  dependent  on  set  configurations  to  preserve  "best  evidence"  in  a  state  of  original 
configuration.  This  can  and  often  does  include  peripherals,  components,  manuals,  and  software. 

In  addition  to  the  above,  investigators  should  make  every  effort  to  minimize  the 
inconvenience  of  an  on-site  computer  search.  An  estimate  of  manual  data  search  and  analyses  is 
one  megabyte  for  every  one  hour  of  investigatory  work.  Based  on  this  equation,  a  one-Gigabyte 
hard  drive  can  take  up  to  1 000  hours  to  fully  examine.  This  equation  assumes  that  each  piece  of 
data  is  decoded,  compiled,  read,  interpreted  and  printed  out. 

Condition  of  Evidence 

Computer  files  can  be  found  on  many  other  storage  mediums  in  all  sorts  of  deceptively 
modified,  hidden,  compressed,  encrypted  and  semi-erased  conditions.  Therefore,  investigators 
need  to  be  technically  prepared  to  deal  with  evidence  found  in  these  conditions  and  should 
mention  such  conditional  factors  in  their  affidavits  in  order  to  legally  expand  the  scope  of  the 
search. 

Onsite  Interviews 

Investigators  need  to  seek  critical  information  from  persons  present  or  having  direct 
knowledge  of  the  computer  system.  The  most  important  information  that  investigators  need  is 
information  about  passwords/security  devices  on  the  system.  If  the  suspect  is  not  being 
interrogated  and  is  not  in  custody,  the  standard  Miranda  warning  is  not  required.  The  better 
practice,  however,  is  to  issue  Miranda  warnings  anyway.    Be  sure  to  ask  if  there  are 
onsite/offsite  backups,  privilege  levels  and  access  controls  within  the  software  programs.  Of 
course,  investigators  should  also  ask  about  the  specific  evidence  they  seek  to  find  in  the 
computer.  If  the  investigator  is  told  that  the  evidence  being  sought  is  unequivocally  in  the 
computer  system,  a  cursory  examination  is  not  necessary.  However,  do  not  restrict  a  search  to 
the  areas  that  the  suspect  directs  you  to  look.  Be  prepared  to  look  for  evidence  in  multiple 
locations. 

Forensic  Image  Backup 

Computer  crime  investigators  recognize  the  vulnerability  of  electronic  data  and  strongly 
suggest  that  forensically  acceptable  image  duplication  software  be  used  in  investigations.  A 
detailed  list  of  forensic  image  duplication  software  is  available4.  After  the  investigator  makes  a 
duplicate  image  of  the  seized  media  (hard  drive/floppy/removable  drive,  etc.)  and  restores  this 
backup  onto  another  system,  the  original  evidence  should  be  secured  away.  The  restored  backup 
image  (exact  copy  of  the  original)  now  becomes  the  location  to  search  for  electronic  evidence. 


4  Contact  the  Attorney  General's  High  Tech  Crime  Unit. 
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Remember  a  proper  forensic  image  will  copy  each  sector  of  the  original  media,  including  unused 
areas,  data  that  is  hidden,  partially  erased  and  encrypted,  allowing  the  investigator  to  attempt 
restoration  of  data. 

Searching  and  Retrieving  Evidence 

A  number  of  forensic  tools  exist  that  enable  investigators  to  streamline  and  control  their 
search  for  evidence  in  storage  devices.  A  detailed  list  of  computer  forensic  software  is  available 
by  request  from  the  Attorney  General's  High  Tech  Crime  Unit.  For  instance,  there  are  a  number 
of  specialized  search  programs  that  allow  investigators  to  structure  customize  searches  for 
important  evidence.  Investigators  need  to  know  that  encrypted  data  and  various  compressed  data 
formats  will  not  allow  these  types  of  searches  until  the  data  is  uncompressed  or  decrypted. 

After  evidence  is  located,  it  needs  to  be  understood  and  correlated  to  the  case  being 
investigated.  Computer  investigators  utilize  specialized  viewer  and  conversion  programs  that 
can  accommodate  many  file  formats  for  quick  viewing  and  printing  of  evidence. 

Investigative  Barriers 

As  mentioned  earlier,  investigators  often  encounter  data  in  modified,  protected,  corrupted 
partially  erased,  compressed  and  hidden  forms.  Investigators  must  become  aware  of  these 
conditions  and  the  methods  employed  to  defeat  them.  These  file  conditions  can  frustrate  and 
impede  investigations.  Except  for  high  level  encryption,  with  adequate  training,  and 
sophisticated  tools,  investigators  can  overcome  most  of  these  encountered  conditions. 

Case  Expansion 

Investigators  need  to  be  prepared  for  case  expansion  after  seizing  computer  systems 
relating  to  their  cases.  In  hacker  type  cases,  investigators  may  find  evidence  of  credit  card  fraud, 
copyright  violations,  telephone  fraud  as  well  as  malicious  destruction  of  computers.  In  some 
cases  involving  child  pornography,  local  rape  victims  and  child  prostitution  rings  might  be 
discovered.  In  online  fraud  cases,  police  often  discover  that  the  offenders  move  from  location  to 
location  and  from  one  computer-based  fraudulent  scheme  to  another. 

Processing  and  Preparing  Evidence  for  Prosecution 

The  evidence  presented  at  trial  should  be  the  original  and  best  evidence.  For  cases  where 
there  is  a  huge  volume  of  records  and  documents,  a  stipulation  accepting  imaged  records  and 
displayed  images  from  the  mirrored  forensic  hard  disk  image  should  be  sought.  Such  a 
stipulation  would  make  the  data  search  and  presentation  of  evidence  much  easier  in  a  court 
setting  utilizing  equipment  such  as  video/LCD  projectors,  multiple  monitors  and  high  quality, 
color  printers. 
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Investigators  should  reproduce  the  evidence  as  closely  as  possible  to  the  format  and 
condition  of  the  state  of  originality.  For  instance,  in  cases  involving  child  pornography,  if  the 
imagery  was  printed  out  and  disseminated,  duplicate  the  printouts  with  the  same  printer.  Police 
can  enhance  graphic  images  for  the  purposes  of  investigation,  but  caution  should  be  taken  on 
making  any  substantive  modifications  to  the  original  evidence. 

Computer  Search  Warrant/Seizure  Guidelines 

Each  computer  investigation  must  be  based  on  the  uniqueness  of  the  particular  computer 
system  and  the  case  being  investigated.  The  following  guidelines  for  drafting  search  warrants  are 
intended  to  provide  guidance  to  investigators,  not  present  rigid  or  inflexible  rules. 

Gather  intelligence  information  about  the  crime  creating  a  nexus  to  the  computer 

Obtain  subpoenas/court  orders  and  other  compulsory  processes  about  the  suspect 

Document  undercover  operations/capture  logs,  sessions  and  file  transfers 

Be  careful  with  "entrapment"  and  "agency"  issues 

Seek  legal  advise  and  review  from  your  prosecutors  before  securing  a  computer  search 
warrant 

Describe  computer  system  (genetically  or  in  detail  if  known) 

Describe  the  specific  files/programs  containing  evidence  (generically  or  in  detail  if 
known) 

Use  workable  language  and  understandable  computer  terminology 

Develop  search  warrant  execution  plans  for  taking  down  computers 

Consider  the  time  of  execution,  before  computers  are  in  use.  Alternatively,  execute 
during  actual  use  and  online  times  (more  risky) 

Secure/freeze  computer  system  during  protective  sweep 

Don't  let  the  target/suspects/workers  use  the  computer  system  any  further 

Don't  pull  power  plugs,  or  flip  switches  (yet) 

Take  video/photo  of  computer  screen  displays  (if  of  evidentiary  value) 
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With  a  computer  forensic  person  present  -  attempt  to  capture  unsaved  memory  data  and 
memory /printer  buffers  as  dumps  to  some  external  media  (i.e.  3.5  floppy) 

Without  a  computer  forensic  person  present  -  pull  the  modem/data  communication 
network  cables  first  (networks  have  shutdown  commands  usually  reserved  at  the 
console/administrator/superuser  level).  Larger  networks  will  be  problematic/seek  advice 
with  a  computer  forensic  person  present  -  do  a  normal  network/pc  shutdown  pull  power 
cord  from  computer  -  if  computer  is  already  turned  off  insert,  but  don't  run,  a  write 
protected/seizure  disk  in  the  floppy  disk  drives  or  any  other  bootable  disk  drives  (cd- 
rom/dvd/removable  drives) 

With  a  computer  forensic  person  present  -  if  computer  is  on,  determine  if  the 
entire  drive  is  encrypted  (look  for  special  encrypted  files  and  unique 
particians/program  signatures). 

If  the  hard  drive  is  encrypted,  commence  an  on-site  file-by-file  backup,  then  do  an 
image  copy  before  shutting  down  the  system 

If  computer  is  on,  do  normal  pc  shut  down  commands  (list  is  available) 

Pull  power  cord  from  computer  after  system  shut  down 

Sketch,  photograph  and  if  possible,  videotape  the  computer  desktop  area  and  rear 
of  computer  system 

Dual  label  all  wired  connections  to  the  computer  system  for  easy  restoration 

Locate  handwritten  notes  and  possible  passwords  near  the  computer 

Gather  and  safely  pack  (bubble  wrap)  all  related  computer  components,  all 
computer  storage  devices  (floppy/hard/cd/dvd/removable  medias,  etc.) 

Take  computer  manuals,  printouts  and  technical  notes 

Transport  computer  evidence  with  extreme  caution  avoiding  radio  transmitters, 
strong  magnetic  fields  and  powerful  generators 

Safely  store  at  room  temperatures  computer  media,  do  not  allow  prolonged 
exposure  to  heat  or  moisture 

Unless  done  on-site,  commence  making  two  forensic  image  copies  of  the  seized 
media  (ask  for  permission  to  do  this  in  your  search  warrant) 
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Forensic  and  Utility  Software/Hardware 

Investigators  conducting  computer  forensic  examinations  need  some  of  the  best  utility 
and  specialized  software  programs  available.  Forensic  software  programs  are  needed  for: 

-  Safe  Seizure/Write  Protection/Evidence  Processing/Hardware  and  Software   - 
Referencing 

-  Making  Image  Copies  of  the  Seized  Media 

-  Analyzing  Seized  Media  and  Computer  Systems 

-  Password  Breaking  (decryption  software) 

-  Customized  Data  Searching 

-  Multiple  File  Viewing  and  File  and  Language  Conversions 

Investigators  also  need  to  have  fast,  reliable  and  powerful  forensic  computers  to  conduct 
examinations  with  the  restored  media  images.  Usually  this  involves  having  an  expandable  full- 
tower  computer  unit,  Pentium  II  based,  with  a  large  amount  of  memory  (128  MB)  having 
multiple  swappable  hard  disks  for  storage.  Moreover,  investigators  need  to  obtain  various 
external/removable  drives/read  &  write  CD-Drives  and  perhaps  most  importantly,  a  high  quality 
color  printer5. 

Training  and  Technical  Assistance 

Investigators  should  seek  out  specialized  training  in  the  areas  of: 
Computer  Crime  Investigations 
Computer  Forensics/Computer  Evidence 
Computer  Undercover  and  Specialized  Operations 

Some  organizations  and  associations  that  provide  training  and  assistance  to  law  enforcement  are: 

HTCIA  (High  Technology  Crime  Investigation  Association) 

HTCU  (Massachusetts  Attorney  General's  Office,  High  Tech  Crime  Unit) 

NWCCA  (National  White  Collar  Crime  Association) 

SEARCH  (Nat.  Consortium  for  CJ  Statistics  UPDATE) 

NTI  (New  Technologies  Incorporated) 

IACCIS  (International  Association  of  Computer  ...UPDATE) 

FLETC  (Federal  Law  Enforcement  Training  Center  SCERS  Training) 

MCJTC  (Massachusetts  Criminal  Justice  Training  Council) 

Other  Federal  Agencies  (FBI-DOJ-OJJDP  and  others) 

This  article  is  not  intended  to  be  a  comprehensive  manual  on  computer  search  warrants,  computer  investigations  and 
computer  evidence.  Investigators  should  seek  specialized  training  and  legal  advice  when  they  are  confronted  with 
complicated  and  technically  challenging  investigations. 


5  Because  systems  change  so  frequently,  a  list  of  specific  software/hardware  is  available 
from  the  A.G.'s  Office. 
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THREE  DRUGS  NEWLY  CLASSIFIED 
AS  CLASS  A  CONTROLLED  SUBSTANCES 

Melissa  O'Meara 

Chemist 

Massachusetts  State  Police  Laboratory 

Effective  August  7,  1998,  three  drugs,  previously  unclassified,  are  now  prohibited  as 
Class  A  controlled  substances  pursuant  to  General  Laws  c.  94C,  §  31 .  The  three  drugs  are 
flunitrazepam,  also  known  as  rohypnol  or  "roofies",  gamma-hydroxy  butyric  acid  (GHB),  and 
ketamine  ("special  K"). 

Roofies 

In  the  medical  field,  roofies  are  used  for  short-term  treatment  of  insomnia  and  as  an 
anesthetic  medication.  The  effects  include  complete  or  partial  amnesia,  skeletal  muscle 
relaxation,  reduction  in  anxiety,  drowsiness,  confusion,  and  lightheadedness.  The  effects 
generally  last  about  7-12  hours,  and  are  substantially  increased  with  use  of  other  depressants, 
such  as  alcohol. 

On  college  campuses,  alcoholic  beverages  are  often  laced  with  roofies  and  provided  to 
women,  resulting  in  rapes,  unwanted  sexual  advances,  and  sexual  assaults.  Rohypnol  is 
manufactured  worldwide  in  tablets,  but  is  not  manufactured  or  approved  for  medical  use  in  the 
United  States.  It  is  sold  legally  by  prescription  in  Europe  and  Latin  America. 

GHB 

Gamma-hydroxy  butyric  acid,  also  called  liquid  ecstasy,  causes  nausea,  vomiting, 
dizziness,  disorientation,  temporary  amnesia,  and  at  the  extreme,  death  when  combined  with 
alcohol.  The  effects,  which  usually  last  between  one  to  four  hours,  include  relaxation,  euphoria, 
an  increase  in  libido,  complete  or  partial  amnesia,  and  sleep.  GHB  is  most  commonly  seen  as  a 
liquid,  but  also  is  available  in  powder  form.  Its  absorbs  moisture  under  typical  environmental 
conditions,  so  it  can  turn  to  a  "slush"  or  have  a  wet  appearance. 

GHB  is  taken  orally  and  the  liquid  looks  like  water  and  may  have  a  slight  metallic  odor. 
It  can  also  contain  a  colored  dye  to  disguise  it  as  punch  or  soda.  The  drug  costs  $5-10  per  capful, 
teaspoon,  drop  or  swig.  It  is  most  commonly  used  at  "rave"  parties  and  underground  dance 
clubs. 
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Ketamine 

Ketamine,  or  "special  K",  is  an  animal  tranquilizer,  and  is  only  sold  to  hospitals, 
physicians  and  veterinarians.  It's  a  derivative  of  PCP  and  used  as  a  short-acting  anesthetic  in 
veterinary  hospitals.  Ketamine  can  be  snorted,  swallowed  or  taken  intravenously.  Injectable 
vials  contain  liquid  ketamine  which  can  be  evaporated  into  a  white,  crystalline  powder.  This 
powder  is  sometimes  sprinkled  onto  marijuana  and  smoked.  The  effects  include  disorientation, 
hallucinatory  illusions,  relaxation,  reduction  in  anxiety,  euphoria,  an  increase  in  libido,  dizziness 
and  nausea.  These  effects  generally  last  between  one  and  three  hours.  Ketamine  is  also  popular 
at  "rave"  parties  and  underground  dance  clubs. 

If  any  police  department  or  law  enforcement  officer  would  like  more  detailed  information 
about  these  drugs  or  have  any  questions,  contact  the  chemists  at  the  Massachusetts  State  Police 
Drug  Laboratory,  at  (508)  358-3160. 
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INVESTIGATORY  TIPS  FOR  DRUG-FACILITATED  RAPE 

United  States  Department  of  Justice 

Alarming  incidents  of  the  use  of  drugs  to  commit  rape  have  prompted  rape  crisis  centers, 
law  enforcement,  and  health  care  professionals  to  seek  appropriate  responses  to  this  crime.  In  a 
drug-facilitated  rape  case,  the  likelihood  of  detecting  the  drug  used  to  commit  the  rape 
diminishes  each  time  the  victim  urinates.  Therefore,  it  is  imperative  that  immediate  action  be 
taken  to  preserve  evidence. 

Drug-Facilitated  Rape:  What  Is  It?  What  are  the  Clues? 

The  best  way  to  define  "drug-facilitated  rape"  is  to  give  an  example: 

A  male  surreptitiously  slips  a  drug  into  a  beverage. 
A  woman  drinks  the  "spiked"  beverage  and 
becomes  incapacitated  or  unconscious.  While  the 
woman  is  incapacitated  or  unconscious,  he  rapes 
her. 

Depending  on  how  one  defines  the  term,  other  scenarios  could  also  constitute  categorized 
a  "drug-facilitated  rape". 

Law  enforcement,  health  care  providers,  and  rape  crisis  personnel  should  look  for  various 
clues.  Depending  on  the  type  of  drug  administered  ~  for  example,  roofies  or  GHB  ~  or  some 
other  legal  or  illegal  sedative,  barbiturate  or  other  drug,  the  victim  of  a  drug-facilitated  rape  may 
exhibit  signs  of  memory  loss,  dizziness,  confusion,  drowsiness,  impaired  motor  skills,  impaired 
judgment,  reduced  inhibition,  or  a  variety  of  other  symptoms.  Depending  on  the  circumstances, 
some  of  these  symptoms  may  still  be  present  when  the  victim  speaks  with  the  health  care 
provider,  law  enforcement  officer,  or  rape  crisis  personnel;  indeed,  the  victim  may  appear 
intoxicated  or  "hung  over". 

Set  forth  below  are  evidence  collection  procedures  that  may  assist  you  in  suspected  drug- 
facilitated  rape  cases.  Basically,  the  procedure  is  to  immediately  collect  urine  and  blood 
specimens  from  the  victim  so  that  the  specimens  can  be  tested  for  the  presence  of  certain  drugs. 
Your  local  legal  counsel  can  help  you  ensure  that  your  practices  concerning  obtaining  the 
victim's  consent  for  such  testing  are  adequate. 

EVIDENCE  COLLECTION  PROCEDURES 

In  suspected  drug-facilitated  rape  cases  the  health  care  provider  should  follow  a  five-step 
process  -  in  addition  to  the  normal  rape  examination.  The  first  four  steps  should  be  conducted 
during  the  course  of  the  standard  rape  examination.  The  fifth  step  -  selection  of  the 
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appropriate  forensic  toxicology  laboratory  to  analyze  the  specimens  -  should  be  undertaken  in 
consultation  with  law  enforcement  after  the  rape  examination  is  completed.  Here  are  the  five 
steps: 

Step  1:  96  hour  rule:  Determine  whether  ingestion  of  the  drug  occurred  within  the  last 

96  hours  (4  days)  -  if  so,  immediately  collect  urine  and  blood  specimens 
as  specified  below. 

Note:  The  96-hour  (4  day)  time  frame  begins  with  the  ingestion  of  the  drug  .  If  it 
is  determined  that  ingestion  of  the  drug  may  have  occurred  within  the  last  96 
hours  (4  days),  the  victim  should  be  urged  not  to  urinate  until  a  urine 
specimen  can  be  collected  -  and  immediate  efforts  should  be  undertaken  to 
have  a  urine  specimen  collected  by  an  appropriate  health  care  provider. 

Step  2:  Collect  the  appropriate  specimens;  use  the  appropriate  containers: 

For  forensic  toxicology  purposes-  in  other  words,  for  purposes  of  testing  for  the 
presence  of  the  drugs  used  to  commit  rape: 

►  100  ml  of  urine  should  be  collected  in  a  sterile  container  -  if  it  is  not 
possible  to  collect  100  ml  of  urine,  at  least  30  ml  should  be  collected; 
and 

►  30  ml  of  blood  should  be  collected  in  "gray-top"  tubes  -  the  gray 
top  signifies  that  the  tube  contains  potassium  oxalate  and  sodium 
fluoride  to  preserve  the  blood.  Note:    if  more  than  24  hours  have 
passed  since  ingestion  of  the  drug,  a  blood  specimen  should  not 
be  collected  for  forensic  toxicology  purposes  -  however,  a  blood 
specimen  should  be  collected  for  medical  purposes,  if  appropriate. 

Because  the  standard  gray-top  tubes  are  1 0  ml  and  1 5  ml,  either  three 
10  ml  tubes  or  two  15  ml  tubes  should  be  used. 

These  forensic  toxicology  specimens  should  be  collected  in  addition  to  any 
blood  or  urine  specimens  collected  for  DNA  purposes  or  for  medical  purposes. 

Step  3:  Storage:  Immediately  refrigerate  the  urine  and  blood  specimens  (and  follow 

appropriate  chain-of-custody  procedures). 

Step  4:  Documentation:  Document  the  following: 

►  When  the  drug  was  probably  ingested. 


32 


Law  Enforcement  Newsletter 


►  How  many  times  the  patient  has  urinated  since  ingestion  of  the  drug. 

►  Whether  the  patient  has  been  taking  any  prescription  or  over-the-counter 
medicines  within  the  last  five  days  -  and,  if  so,  which  ones  and  when. 

Step  5:  Laboratory  Selection:  Consult  a  toxicologist  in  your  local  or  state  forensic/crime 

laboratory  about  where  to  send  the  blood  and  urine  specimens  for  forensic 
toxicology  analysis  to  detect  single  dose  quantities  of  the  drugs  used  to 
commit  the  rape.  Do  not  assume  that  a  medical  or  other  laboratory  capable 
of  testing  urine  or  blood  for  most  drugs  is  able  to  conduct  the  tests  necessary 
to  detect  single  dose  quantities  of  the  drugs  used  to  commit  rape.  The 
specimens  should  only  be  sent  to  the  laboratory  capable  of  conducting  such 
forensic  testing.  If  you  have  a  specimen  that  needs  testing  and  additional 
information,  you  may  wish  to  contact  one  of  the  following: 

►  FBI  toxicologist  Marc  LeBeau  at  (202)  324-4329;  or 

►  W.  Lee  Hearn,  Ph.D.,  Laboratory  Director  Metropolitan  Dade  County 
(Florida)  Medical  Examiner  Department  phone:  (305)  545-2450. 

Disclaimer:  The  views  and  opinions  expressed  herein  do  not  necessarily  reflect 
those  of  the  United  States  Government. 

For  additional  information,  including  training  material,  you  may  wish  to  contact: 

Robert  Lipman,  Senior  Trial  Attorney  Sharon  Kurn,  Trial  Attorney 

Narcotic  and  Dangerous  Drug  Section  Office  of  Consumer  Litigation 
Criminal  Division,  U.S.  Department  of  Justice  U.S.  Department  of  Justice 

phone:  (202)  514-0950  phone:  (202)  307-0047 
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RECENT  CASES 


I. 


SEARCH  AND  SEIZURE 


SJC  reverses  conviction  based  on 
improper  admission  of  trooper's  hearsay 
testimony.  Commonwealth  v.  Eason,  427 
Mass.  595(1998). 

On  further  appellate  review,  the  SJC 
reversed  the  defendant's  conviction  for 
various  crimes  related  to  a  home  invasion, 
based  on  the  improper  admission  of  a  state 
trooper's  hearsay  testimony  that  the  man 
who  had  led  them  to  investigate  the 
defendant  had  denied  any  involvement  in  the 
crimes.  The  Court  found  that  this 
prejudicial  hearsay  testimony  constituted 
reversible  error  where  the  case  centered  on 
credibility  and  the  evidence  weakened  the 
defendant's  case.  Contrary,  however,  to  the 
Appeals  Court's  decision,  the  SJC  found 
that  the  testimony  of  state  troopers  regarding 
telephone  conversations  they  monitored  on 
an  extension  without  a  warrant  but  with  the 
consent  of  the  individual  who  telephoned  the 
defendant  at  the  behest  of  the  troopers,  was 
admissible.  The  Court  held  that  any 
expectation  of  privacy  in  a  telephone 
conversation  is  not  objectively  reasonable 
where  a  person  cannot  assume  that  no  one  is 
listening  in  on  an  extension  telephone. 

SJC  upholds  conviction  where  initial 
blocking  of  defendant's  car  was  valid. 
Commonwealth  v.  Thompson.  427  Mass. 
279(1998). 

At  1 :00  a.m.,  the  defendant  attacked 
the  victim  at  the  entrance  of  his  Brookline 
apartment  building  and  stole  his  wallet.  The 
defendant  escaped  in  an  older,  gray,  two- 
door  American  car  driven  by  another  man. 


Fifteen  minutes  later,  two  Boston  municipal 
housing  police  officers  noticed  a  1985  gray 
Buick  Regal  double-parked  in  the  parking 
area  of  a  Mission  Hill  townhouse  that  the 
officers  knew  was  the  subject  of  an  ongoing 
narcotics  investigation.  The  car  was  parked 
at  a  right  angle  to  the  other  parked  cars,  the 
engine  was  running,  and  the  rear  lights  were 
on.  The  officers  parked  their  cruiser  behind 
the  Buick,  blocking  its  exit,  and  made  a 
threshold  inquiry.  The  left  side  of  the 
Buick' s  steering  column  was  damaged,  and 
the  dispatcher  confirmed  that  the  car  had 
been  stolen  the  day  before.  When  one 
officer  ordered  the  defendant  out  of  the 
passenger  seat,  he  fled,  was  pursued  on  foot, 
and  apprehended.  The  victim's  wallet  and 
several  handbags  were  found  in  the  car.  The 
victim  and  his  wife,  brought  to  the  scene  by 
the  Brookline  police,  identified  the 
defendant. 

The  SJC  held  that  blocking  the  Buick 
with  the  cruiser  was  a  Terry  stop,  and  that 
the  stop  was  proper.  From  their  knowledge 
that  the  townhouse  was  the  subject  of  an 
active  narcotics  investigation,  that  the  car 
was  in  a  high  crime  area,  and  from  the  fact 
that  the  car  was  double-parked  with  the 
engine  running,  the  Boston  officers  had  a 
reasonable  suspicion  that  criminal  activity 
was  underway.  The  one-on-one 
identifications  were  not  impermissibly 
suggestive  because  they  were  part  of  an 
efficient  investigation  in  the  immediate 
aftermath  of  a  crime,  they  established  a 
connection  between  the  stolen  goods  and  the 
suspects,  and  they  gave  the  witnesses  an 
opportunity  to  view  the  suspects  while  their 
recollections  were  still  fresh.  The  SJC  also 
held  that  a  defendant  is  not  entitled  to  a 
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second  jury  to  decide  whether  he  is  a 
habitual  offender,  and  because  the  stolen 
handbags  and  the  defendant's  criminal 
record  were  relevant  to  the  charges,  the 
evidence  was  properly  presented  to  the 
Grand  Jury. 

SJC  affirms  defendant's  drug 
conviction  where  probable  cause  existed  for 
warrantless  arrest  and  search. 
Commonwealth  v..  Kennedy.  426  Mass.  703 
(1998). 

An  experienced  narcotics 
investigation  officer  saw  a  car  stop  at  a  curb 
in  a  high-crime  area  where  he  had 
previously  made  about  75  arrests.  An 
individual  known  to  police  to  have  been 
arrested  for  narcotics  sales  put  his  head  in 
the  window  of  the  car  and  exchanged  words 
with  the  sole  occupant,  later  determined  to 
be  the  defendant.  The  individual  ran  from 
the  car,  returned  within  a  minute,  reached 
into  the  car  toward  the  defendant  whereupon 
the  defendant  reached  toward  the  individual. 
The  individual  walked  away  and  the 
defendant  drove  off.  The  officer  testified 
that  based  on  his  knowledge  and  experience, 
he  thought  he  had  witnessed  activities 
consistent  with  a  narcotics  sale,  although  he 
did  not  see  what  had  been  exchanged.  The 
officer  pulled  the  car  over,  noted  that  the 
defendant  appeared  to  be  nervous,  and 
ordered  him  out  of  the  car.  While  frisking 
the  defendant,  the  officer  discovered  a  small 
glassine  bag  of  crack  cocaine,  resulting  in 
the  defendant's  arrest. 

The  SJC  upheld  the  defendant's 
convictions  for  possession  of  cocaine  and 
conspiracy,  holding  that  probable  cause 
existed  for  the  warrantless  arrest  and  search 
incident  to  the  arrest.  The  hallmarks  of  the 


transaction,  the  officer's  experience,  the 
location  of  the  transaction  in  a  high-crime 
area,  and  the  officer's  knowledge  that  the 
individual  on  the  street  had  been  arrested  as 
a  drug  dealer  were  sufficient  to  support 
probable  cause  to  arrest.  The  SJC  refused  to 
adopt  a  per  se  rule  that  an  officer  must  see 
an  object  exchanged  to  have  sufficient 
evidence  for  probable  cause  to  arrest.  While 
it  acknowledged  that  seeing  an  object 
exchanged  is  important,  the  Court  stated  that 
such  a  per  se  rule  would  "critically 
handicap"  law  enforcement  and  that  the 
other  factors  present  overcame  the  officer's 
failure  to  see  an  object  exchanged. 

Suppression  of  gun  reversed. 
Commonwealth  v.  Gunther  G..  a  juvenile. 
45  Mass.  App.  Ct.  1 16  (1998). 

A  police  officer  heard  three  radio 
transmissions  at  about  12:30  a.m.  reporting 
that  three  men  were  involved  in  a  fight,  that 
gunshots  were  heard,  and  that  someone  was 
being  attacked  by  a  dog.  Shortly  thereafter, 
the  officer  saw  three  young  men,  walking 
down  the  street,  carrying  a  pit  bull  puppy. 
He  stopped  his  marked  cruiser  and  asked  the 
men  to  talk  with  him.  Two  of  the  men 
headed  towards  the  officer;  the  defendant 
began  backing  away.  The  officer  walked 
toward  the  defendant  and  noticed  that 
another  officer  was  approaching  the 
defendant  from  the  left.  The  defendant  ran 
away,  after  rebuffing  the  officer's  second 
attempt  to  speak  with  him.  While  running 
after  the  defendant,  the  officer  noticed  him 
make  a  "throwing  motion",  and  later 
discovered  a  gun. 

The  Superior  Court  suppressed  the 
gun,  and  the  Commonwealth  appealed.  The 
Massachusetts  Appeals  Court  reversed.  In 
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so  doing,  the  court  stated  that  the  officer's 
approach  of  the  three  men,  without  having 
ordered  a  stop,  did  not  constitute  a  seizure. 
According  to  the  court,  there  was  "no 
evidence  of  any  intimidating  or  assertive 
conduct  of  the  officers  prior  to  the  defendant 
running  off  which  might  convert  an 
investigative  encounter  into  a  freedom 
restricting  seizure".  Even  assuming  that  a 
seizure  occurred  when  the  officer  began  to 
pursue  the  defendant,  the  threshold  inquiry 
was  lawful  where  the  officer  had  a 
reasonable  suspicion,  based  on  the 
circumstances,  particularly  the  defendant's 
flight,  that  the  defendant  may  have 
committed  a  crime. 

Community  caretaking  function  of 
police  deem  stop  and  subsequent  seizure  of 
contraband  in  plain  view  lawful. 
Commonwealth  y^  Murdough.  44  Mass. 
App.Ct.  736(1998). 

The  Massachusetts  Appeals  Court 
held  that  state  troopers  acted  within  their 
"community  caretaking  functions"  in 
approaching  and  inquiring  as  to  the 
condition  of  the  defendant  who  appeared  to 
be  sleeping  in  a  parked  car  with  the  engine 
off  at  a  rest  area  for  1  XA  hours.  The  troopers 
had  an  objective  basis  for  believing  that  the 
defendant's  safety  and  well-being  was  in 
jeopardy.  The  court  further  held  that  the 
troopers  acted  reasonably  in  asking  the 
defendant  to  step  out  of  the  car  when  he 
became  incoherent  and  lapsed  into  sleep  in 
the  middle  of  their  conversation   The 
contraband  seen  was  in  plain  view  when  the 
defendant  got  out  of  the  car  and  thus,  was 
properly  admissible. 

Defendant's  drug  conviction 
reversed  where  the  Appeals  Court  held  that 
there  was  no  basis  for  a  protective  sweep 


incident  to  an  arrest  nor  did  probable  cause 
exist  to  permit  a  warrantless  entry  into 
defendant's  camper.  Commonwealth  v. 
DuBois.  44  Mass.  App.  Ct.  294  (1998). 

The  Appeals  Court  reversed  a 
conviction  for  cocaine  trafficking,  holding 
that  the  warrantless  entry  into  the 
defendant's  camper  was  not  lawful.  As  the 
police  were  approaching  an  individual 
known  to  them  from  previous  investigations, 
he  dropped  a  clear  plastic  bag  containing 
white  powder  and  ran  into  a  garage.  The 
police  apprehended  him,  and  arrested  him. 
During  the  arrest,  the  police  heard  a  voice  in 
the  garage  call  out,  "Charlie,  is  that  you?" 
The  officers  followed  the  voice  to  the  open 
door  of  a  camper  parked  nearby.  The 
officers  walked  into  the  camper  and 
discovered  the  defendant  in  possession  of 
39.56  grams  of  cocaine  along  with  scales. 

The  court  reversed  the  defendant's 
conviction,  holding  that  the  Fourth 
Amendment  only  allows  a  protective  sweep, 
incident  to  an  arrest,  to  protect  the  safety  of 
the  officers  or  others.  Here,  the  record  did 
not  suggest  that  the  officers  believed  any 
such  danger  existed.  The  court  further 
rejected  the  Commonwealth's  argument  that 
the  defendant's  calling  out  to  "Charlie" 
provided  probable  cause  to  believe  that  the 
defendant  was  participating  in  the  drug 
trafficking.  The  case  was  remanded  back  to 
Superior  Court  for  entry  of  an  order 
allowing  the  defendant's  motion  to  suppress. 
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ii. 


EVIDENTIARY  ISSUES 


The  defendant's  QUI  conviction  was 
reversed  where  his  statement  that  he  could 
not  perform  a  field  sobriety  test  was  deemed 
the  equivalent  of  a  refusal  to  take  the  test, 
and  hence,  inadmissible.  Commonwealth  v. 
Grenier.  45  Mass.  App.  Ct.  58  (1998). 

The  defendant  was  stopped  shortly 
after  midnight,  after  the  police  officer 
noticed  his  car  cross  over  the  center  strip 
line.  The  officer  observed  that  the  defendant 
smelled  of  alcohol  and  that  his  eyes  were  red 
and  bloodshot.  At  the  officer's  request,  the 
defendant  recited  the  alphabet.  When  the 
police  officer  then  asked  the  defendant  to 
perform  a  one-legged  stand  balance  test,  the 
defendant  said  he  could  not.  The  defendant 
was  arrested  and  later  convicted  of  operating 
a  motor  vehicle  while  under  the  influence  of 
alcohol. 

At  trial,  over  objection,  the 
Commonwealth  introduced  the  defendant's 
statement  that  he  could  not  perform  the  one- 
legged-stand  field  sobriety  test.  The 
Massachusetts  Appeals  Court  reversed  the 
conviction,  concluding  that  the  defendant's 
statement  was  the  equivalent  of  a  refusal  to 
take  the  test,  and  it  is  well  settled  in 
Massachusetts  that  a  refusal  to  take  a  field 
sobriety  test  (or  a  breathalyzer),  is 
inadmissible  evidence. 

SJC  held  that  the  Grand  Jury  could 
order  blood  samples  in  its  investigation 
where  it  had  a  reasonable  basis  to  believe  its 
investigation  would  be  furthered.  In  the 
Matter  of  a  Grand  Jury  Investigation.  427 
Mass.  221  (1998). 


A  grand  jury  sought  blood  samples 
from  two  men  in  furtherance  of  a  rape 
investigation,  but  the  lower  court  declined  to 
order  the  men  to  submit  samples  stating  that 
the  Commonwealth  failed  to  demonstrate 
probable  cause  to  believe  that  the  men  had 
committed  the  rape.  The  SJC  reversed  and 
held  that  the  Fourth  Amendment  of  the 
United  States  Constitution  and  article  14  of 
the  state  constitution  were  satisfied  as  long 
as  the  grand  jury  had  a  reasonable  basis  to 
believe  that  a  blood  sample  would  provide 
tests  results  that  would  significantly  aid  the 
grand  jury  in  its  investigation  of 
circumstances  in  which  there  is  good  reason 
to  believe  a  crime  was  committed.  Because 
this  standard  was  met,  the  lower  court 
should  have  ordered  the  men  to  submit 
blood  samples. 

III.       CONFESSIONS 

Miranda  warnings  not  necessary 
where  defendant  considered  a  suspect  but 
believed  that  he  was  not  in  custody. 
Commonwealth  v.  Morse.  427  Mass.  117 
(1998). 

The  defendant  was  interviewed  three 
separate  times  within  several  hours  by  state 
police  investigating  a  murder.  By  the  end  of 
the  first  interview,  the  police  came  to 
believe  that  the  defendant  was  involved  in 
the  murder.  At  no  point,  however,  was  he 
read  his  Miranda  rights.  The  Superior  Court 
found  that  this  lack  of  warning  violated  the 
defendant's  rights  and  suppressed  the 
statements  given  in  the  second  and  third 
interviews. 

The  SJC  reversed,  concluding  that  no 
Miranda  warnings  were  necessary  even 
when  the  police  believed  that  the  defendant 
was  a  suspect.  The  Court  explained  that  the 


37 


police  officers'  beliefs  were  not  relevant; 
what  was  relevant  was  what  was 
communicated  to  the  defendant.  Miranda 
warnings  are  only  necessary  when  a 
reasonable  defendant  would  believe,  based 
on  objective  signs,  that  he  is  in  custody. 

IV.   CRIMINAL  STATUTES  AND 
PROCEDURES 

Merits  of  claim  raised  for  first  time 
on  motion  for  new  trial  prior  to  appeal 
resurrects  claim  for  full  appellate  review. 
Commonwealth  v.  Hallet.  427  Mass.  552 
(1998V 

The  defendant  was  convicted  of 
robbing  a  couple  in  Boston's  South  End. 
The  central  issue  at  trial  was  the 
identification  of  the  defendant  by  the  victim 
and  his  wife,  and  on  appeal  the  defendant 
challenged  the  trial  judge's  failure  to  give 
certain  identification  instructions.  The 
defendant  had  failed  to  preserve  the  issue  at 
trial  for  appellate  review,  but  had  raised  it  in 
a  motion  for  a  new  trial  filed  before  the 
direct  appeal  was  decided.  The  trial  court 
addressed  the  claim  notwithstanding  the 
defendant's  failure  to  preserve  it,  and  denied 
it  on  the  merits.  The  Appeals  Court  then 
reviewed  the  claim  merely  to  determine 
whether  there  was  a  substantial  risk  of  a 
miscarriage  of  justice,  found  no  such  risk, 
and  affirmed  the  conviction.  On  further 
appellate  review,  the  SJC  held  that  the 
Appeals  Court  had  applied  the  wrong 
standard.  The  Court  said  that  when  a  trial 
judge  resurrects  an  issue  raised  for  the  first 
time  in  a  post-conviction,  pre-direct  appeal 
motion  for  new  trial,  that  issue  will  be 
considered  fully  preserved  for  appellate 
review  and  is  not  subject  to  the  "substantial 
risk  of  a  miscarriage  of  justice"  standard. 
The  SJC  retained  the  "substantial  risk" 


appellate  standard  for  unpreserved  claims 
addressed  on  the  merits  by  the  trial  court  on 
post-direct  appeal  motions  for  new  trial. 

In  this  case,  two  men  accosted  a 
couple,  pushed  the  husband  against  a  brick 
wall  and  demanded  his  money.  The  victim 
gave  them  his  wallet  and  the  two  men  ran 
down  the  street.  In  the  ensuing  commotion, 
a  group  of  people  stopped  the  defendant  less 
than  a  block  from  the  scene  of  the  crime. 
After  the  police  arrived,  the  victim  and  his 
wife  identified  the  defendant,  and  he  was 
arrested.  The  defendant  testified  that  after 
he  was  put  in  a  cruiser,  the  police  brought  a 
man  to  the  car  and  asked  him  if  the 
defendant  was  "the  one."  The  man  said,  "I 
don't  know,  you  know,  but  the  coat  looks 
like  the  coat." 

Reviewing  the  claim  as  if  properly 
preserved,  the  SJC  said  that  the  trial  court 
erred  when  it  excluded  the  following 
instructions,  each  of  which  was  relevant  and 
should  have  been  given:  (1)  If  the 
identification  of  the  witness  may  have  been 
influenced  by  the  circumstances  under 
which  the  defendant  was  presented  to  him 
for  identification,  you  should  scrutinize  the 
identification  with  great  care;  (2)  You  may 
also  take  account  that  an  identification  made 
by  picking  the  defendant  out  of  a  group  of 
similar  individuals  is  generally  more  reliable 
than  one  which  results  from  the  presentation 
of  the  defendant  alone  to  the  witness;  and 
(3)  You  may  take  into  account  any  occasions 
in  which  the  witness  failed  to  make  an 
identification  of  the  defendant,  or  made  an 
identification  that  was  inconsistent  with  his 
identification  at  trial.  The  SJC  said  that 
because  the  trial  court  had  failed  to  bring  to 
the  jury's  attention  these  three  important 
considerations,  and  identification  was  a 
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contested  issue  at  trial,  the  conviction  must 
be  reversed. 

Immunity  applications  may  be 
signed  by  assistant  district  attorneys  or 
assistant  attorneys  general.  Lindegren  v. 
Commonwealth.  427  Mass.  696  (1998). 

An  application  for  immunity  need 
not  be  personally  signed  by  a  district 
attorney  or  the  Attorney  General;  the 
signature  of  an  assistant  district  attorney  or 
an  assistant  attorney  general  is  sufficient  to 
base  an  order  granting  immunity. 


Intimidation  of  a  juror  does  not 
require  fear  of  actual  harm. 
Commonwealth  v.  Gordon.  44  Mass.  App. 
Ct.  233  (1998). 

The  defendant's  conviction  for 
intimidation  of  a  juror  pursuant  to  G.L.  c. 
268,  §  13B,  was  upheld  where  the  court 
rejected  the  defendant's  argument  that  the 
victim  had  not  been  threatened  or 
intimidated.  The  court  held  that 
intimidation  under  the  statute  means  to  make 
fearful  or  to  put  in  fear;  there  is  no 
requirement  that  the  victim  be  put  in  fear  or 
apprehension  of  actual  harm.  Here,  the 
defendant  approached  a  juror  in  the 
courthouse  lobby,  stood  inches  away  from 
her,  commented  on  her  youth  and 
appearance,  and  then  said  he  recognized  her 
as  a  juror  on  his  son's  murder  trial,  asked 
her  whether  she  had  a  boyfriend,  and 
whether  she  had  seen  "Juice",  which  he 
described  as  a  violent  film.  When  the  juror 
tried  to  move  away,  the  defendant  followed 
and  again  stood  uncomfortably  close  to  her 
while  exclaiming  his  son's  innocence.  The 
court  concluded  that  the  defendant's 
subjective  intent  is  irrelevant;  it  is  sufficient 


for  the  fact-finder  to  conclude  that  a 
reasonable  person  in  the  victim's 
circumstance  would  have  been  intimidated. 

SJC  reinstates  trafficking  conviction. 
rejecting  Appeals  Court  conclusion  that  a 
violation  of  statute  and  criminal  rule 
prohibiting  one  defendant  from  being  tried 
by  a  judge  and  one  defendant  being  tried  by 
a  jury  in  a  multiple  defendant  case,  required 
automatic  reversal.  Commonwealth  v. 
Collado.  426  Mass.  675  (1998). 

Near  the  conclusion  of  jury  selection 
in  a  multiple  defendant  case,  one  defendant 
waived  his  right  to  a  jury  trial.  The  trial 
judge  accepted  the  jury  trial  waiver  and  the 
trial  proceeded  with  one  defendant  being 
tried  by  the  judge  and  the  other  being  tried 
by  the  jury.  Pursuant  to  G.L.  c.  263,  §  6, 
and  Mass.  R.  Crim.  P.  1 9(a),  aU  defendants 
must  be  tried  by  a  jury,  or  by  a  judge,  or  else 
the  judge  must  sever  the  cases. 

The  Appeals  Court  reversed  the 
conviction  of  the  defendant  who  had  waived 
his  right  to  a  jury  trial,  applying  a  per  se  rule 
that  because  both  G.L.  c.  263,  §  6,  and  Mass. 
R.  Crim.  P.  19(a)  had  been  violated, 
automatic  reversal  was  necessary  regardless 
of  whether  prejudice  had  ensued.  Although 
the  SJC  agreed  that  an  error  had  occurred, 
the  higher  court  held  that  the  statute  and  rule 
were  merely  procedural  in  nature  and  did  not 
vest  any  personal  right  in  criminal 
defendants.  The  unintentional  violation  of 
the  statute  and  rule  would  result  in  reversal 
only  if  a  defendant  could  show  a  substantial 
risk  of  miscarriage  of  justice.  Because  no 
prejudice  ensued  from  the  violation,  the 
defendant's  conviction  was  reinstated. 

Statutes  criminalizing  forgery  and 
altering  of  nomination  papers  are 
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complementary  to  the  general  forgery  and 
uttering  statutes.  Commonwealth  v. 
Katsirubas.  45  Mass.  App.  Ct.  132  (1998). 

The  defendant,  a  candidate  for  office 
of  Norfolk  County  Sheriff,  was  indicted  for 
forging  signatures  on  nomination  papers, 
changing  the  numbers  of  receipts  issued  by 
various  city  and  town  clerks,  and  filing 
altered  nomination  papers  with  the  Secretary 
of  State's  office.    Two  years  after  pleading 
guilty,  the  defendant's  probation  was 
revoked  for  subsequent  criminal  offenses 
and  he  was  ordered  to  serve  the  remaining 
terms  of  the  sentences.  Following  his 
surrender,  he  filed  a  motion  for  a  new  trial, 
seeking  to  withdraw  his  guilty  plea. 

The  Appeals  Court  rejected  all  of  the 
defendant's  claims.  It  held  that  the 
Legislature  did  not  impliedly  repeal  the 
general  forgery  laws  and  uttering  statutes 
when  it  enacted  a  specific  law  penalizing  the 
forging  and  altering  of  nomination  papers. 
The  court  concluded  that  the  two  statutes  are 
complementary,  not  inconsistent,  and  that 
there  was  no  suggestion  of  legislative  intent 
to  abrogate  existing  law  when  the  election 
fraud  statutes  were  enacted.  The  court  also 
rejected  the  defendant's  contentions  that  his 
sentences  were  duplicative  or  that  there  was 
any  error  in  the  guilty  plea  procedure. 
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ASSISTANCE  AND  CONTACTS  AT  THE 
OFFICE  OF  THE  ATTORNEY  GENERAL 

Below  is  a  list  of  individuals  at  the  Office  of  the  Attorney 
General  who  you  can  call  for  assistance.  The  main  office  number  for  all 
extensions  listed  below  is  (617)  727-2200;  TTY-(617)  727-4765.  The  office 
address  is:  Office  of  the  Attorney  General,  One  Ashburton  Place,  Boston, 
MA  02108. 

This  publication  is  available  in  alternate  formats  for  persons  with 
disabilities.  If  you  would  like  your  copy  of  Attorney  General  Scott 
Harshbarger's  Law  Enforcement  Newsletter  in  large  print,  audio-tape  or 
another  format,  please  contact  us. 

TO  CONTACT  ONE  OF  THE  FOLLOWING  INDIVIDUALS,  PLEASE  CALL 
617-727-2200  AND  ASK  FOR  THE  APPROPRIATE  EXTENSION. 

Ext. 

Scott  Harshbarger,  Attorney  General 2042 

Douglas  Wilkins,  First  Assistant 2068 

LEN  EDITOR 

Elisabeth  J.  Medvedow 2822 

CRIMINAL  BUREAU 

Frances  A.  Mclntyre,  Bureau  Chief 2810 

Susan  Hicks  Spurlock,  Deputy  Bureau  Chief 2809 

Mark  D.  Smith,  Deputy  Chief  of  Litigation 2858 

Pamela  L.  Hunt,  Chief,  Appellate  Division   2826 

Captain  Jack  D.  Kelly,  Chief,  Criminal  Investigations  Division 2838 
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Martin  E.  Levin,  Chief,  Environmental  Strike  Force   2812 

Carol  A.  Starkey,  Chief,  Economic  Crimes  Division 2860 

Robert  Sikellis,  Chief,  Narcotics  and  Special  Investigation  Division 2510 

Jeremy  Silverfine,  Chief,  Public  Integrity  Division 2852 

Mary  A.  Phillips,  Bureau  Attorney  for  Training  and  Administration 2868 

Elisabeth  J.  Medvedow,  Bureau  Attorney  for  Policy  and  Legislation   2822 

BUSINESS  AND  LABOR  PROTECTION  BUREAU 

Stuart  T.  Rossman,  Bureau  Chief 3232 

John  L.  Ciardi,  Chief,  Insurance  Fraud  Division 3233 

Marie  St.  Fleur,  Chief,  Unemployment  Fraud  Division  3330 

Nick  Messuri,  Chief,  Medicaid  Fraud  Control  Unit   3405 

Barbara  Piselli,  Chief,  Fair  Labor  and  Business  Practices  Division   3292 

FAMILY  AND  COMMUNITY  CRIMES  BUREAU 

Diane  S.  Juliar,  Bureau  Chief 2550 

Judith  E.  Beals,  Chief,  Victim  Compensation  and  Assistance  Division 2551 

PUBLIC  PROTECTION  BUREAU 

Barbara  B.  Anthony,  Bureau  Chief 2925 

Freda  Fishman,  Deputy  Chief 2926 

GOVERNMENT  BUREAU 

Peter  Sacks,  Bureau  Chief 2064 
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WESTERN  MASSACHUSETTS  DIVISION 

Edward  Berlin,  Chief (413)  784-1240 

Judith  Zeprun  Kalman,  Chief  of  Litigation (413)  784-1240 
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